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AHHOTAIUA
B Hacrosiiem 10KyMEHTE NMPUBEIEHO KOHLENTYaJIbHOE ONMCAHHUE 3AIUIIEHHOW CUCTEMBI

ynpaBieHus 0azamu naHHBIX «Jatobay (manee mo Texcty — CYB/I «Jatobay nnm Uznenue).

JIOKyMEHT coep>kKuT onucanue HazHaueHus u npumeneHust CYBJl «Jatobay, apxutextypy

CYB]] u ¢hyHKIIMOHAIBHBIE BOBMOXKHOCTHU Oe30macHocTy M3nenus.

B paznene 3 «Mepsl 3au1uTsl HHGOpMAIHI TPUBEACHBI peaTH30BaHHbIe (PYHKIINOHATHLHBIC
BO3MOKHOCTH ©Oe3onacHoctn W3nmemus B coorBerctBum ¢ [lpukazom PCTIK Poccum ot
11.02.2013 Nel7 (pen. ot 28.08.2024) «O06 ytBepxkaenun TpeboBanuii o 3aniure HHGOpPMAIINN, HE
COCTaBJISIONIEH TOCYAAPCTBEHHYIO TaliHY, COJICPKAIEHCS B TOCYIapCTBEHHBIX MH()OPMAITMOHHBIX

CHUCTCMAX».

B pazgene 4 «TpeboBanus mo 6ezonmacuoctu nHGopmanuu 1o Ilpukasy @CTIK Ne 64
npuBeACHB TpeOoBaHmsIM 1o OezonacHoctu mHpopmanuu k CYBJ[ Ha coorBeTcTBHE 4 KIilaccy
3alIUTHI, yCTAHOBJICHHBIE B JOKyMeHTe « peboBaHms 1Mo 0e30macHOCTH HHPOPMAIINK K CHCTEMaM
ynpaBieHus 6a3amu n1aHHbIX» (yTBepkaeHHbIN mpukazoM @CTOK Poccun ot 14 ampens 2023 r.

Ne 64).

B paszene 5 «TpeboBanus 1o 0e30macHOCTH uH(pOpMAIIH o
I'OCT P 57580.1-2017» npuBeaen 6a30BbIi COCTaB TEXHHUECKUX MEP 3aIIMTHI HHPOPMALIUU IS

MH(OPMALMOHHBIX CUCTEM | ypOBHS 3alIUTHl HHPOpMAUU (PMHAHCOBBIX OpraHU3aLU.
B Ilpunoxenuu 1 npuBeaeHs! NapoIbHbIE MOJIUTUKHN peaIn3yeMble KOMIOHEHTOM SP

B Ilpunoxennn 2 mpuBeJeHa aHATUTHYECKas TaOJHIIa TOATBEPKAAIONIEe COOTBETCTBHUE
cocraBa u conepxkanue perucrpupyemoit napopmamnu CYB]] «Jatoba» Ilpukazam Ne 17 u Ne 64

OCTOIK Poccum.

B Ilpwioxenun mnpuBeneHo coorBerctBue coObituil CYBJ] kareropusiMm mep 3aliuThl

npukazoB PCTOK Poccun.

B Ipunoxxennn 4 npuBeneHa CTPYKTypa CpaBOYHON TaOIHIIBI ¢ TPaBHIAMH KOAUPOBAHHS

coOwITHii 6e3onacHocTH i popmupoBanus JSON.
B [punoxxenun 5 npuBenens! uneHTHGUKATOPH! coOBbITHI CYB/] «Jatobay.

[Ipuinoxenust 4 u 5 comepkar onucaHue coObiThil O0e3onacHocTH a1 KoMoHeHT CYB/]

«Jatoba» «ja_seceventlog» u «ja_Dog»

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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CreneHu BaXXHOCTH HpHMC‘IaHHﬁ, MMPUMCHACMBIC B JIOKYMCHTC!

o Baxnas undopmanus — ykazanus, TpeOyrouue ocoooro BHUMaHMs
@ JlonosiHUTeIbHAsE HH(pOPMAaNUs — YKa3aHMsI, IO3BOJISIIOIINE YIIPOCTUTH paboTy ¢
U3JIENHEM
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1. HASBHAYEHMUE CYB/J

CYB]] «Jatoba» mpu coOnrofeHHH yCIOBHN AKCIUTyaTallid, yKa3aHHBIX B (opmylsipe,

npeaHasHavuCHa AJisd UCII0JIb30BaHUA:

— B TOCYJapCTBEHHBIX HH(POPMAITMOHHBIX CHCTEMax MEPBOT0O KIIAcca 3allUIICHHOCTH
('NC) B coorBerctBuu ¢ npukazom O®CTIK Poccum ot 11.02.2013 Nel7 «O06 yTBepkaeHUU
TpeGoBanwmii 0 3amuTe HHGOPMAIIUH, HE COCTABIISIIOIICH TOCYIapPCTBEHHYIO TallHY, COJEpIKaIIeics

B IT'OCYJAapCTBCHHBIX I/IH(I)OpMaI_II/IOHHBIX CHUCTCMAX»,

- B MH(QOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX | YPOBHS 3aIIUIICHHOCTH
(UCITn) B coorBercTBum ¢ npukazoMm ®CTIOK Poccun ot 18.02.2013 Ne 21 «O06 yTBepxxaeHun
CocraBa u comepkaHUsl OPTraHU3AIMOHHBIX U TEXHHYECKUX MEp MO 00ECIeYeHNI0 Oe3011acHOCTH
MEPCOHANBHBIX JAaHHBIX TpHU HX 00paboTke B HMH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX

JTAHHBIX»;

- B aBTOMATH3MPOBAHHBIX CHCTEMax yMPaBICHUA IPOU3BOJACTBCHHBIMH H
TEXHOJIOTUYECKIMH TPOIECCAMU Ha KPUTUYECKH BaXXHBIX OOBEKTAaX, MOTCHIHAIHHO OMACHBIX
00BEKTax, 00BEKTaX, MPEICTABISIIOIINX MOBBIIIEHHYIO OMACHOCTD JUIS )KU3HU U 3/10POBBS JIFOACH
U A0 OKpyXxatouieil npupogHoi cpenbl 1 knacca 3ammmenHoct (KBO) B coorBercTBHu €
mpukazomM OCTOK Poccum ot 14.03.2014 Ne 31 «O06 yrBepxkaeann TpeboBaHmii K 00ECTICYCHHUIO
3alIUThl UHGOPMAIMA B aBTOMATH3MPOBAHHBIX CHCTEMaX YMPABICHHUS MPOU3BOJCTBEHHBIMH H
TEXHOJIOTUYECKHIMH TPOIECCAMU Ha KPUTUYECKH BaXXHBIX OOBEKTaX, MOTCHIMAIHHO OMACHBIX
00BEKTax, a TaKkke 00BEKTaxX, MPEACTABISAIONINX TOBBIIIEHHYIO OMTACHOCTD IS )KU3HU U 310POBBS

JIOJIEU U JUIsl OKPYIKAOIIEH IIPUPOJHOU CPEIbI»;

- B 3HAYUMBIX OOBEKTAaX 3HAYMMBIX OOBEKTOB KPUTUYECKOW WH(POPMAIIMOHHON
unopactpykrypsl 1 kareropuu (KHN) B cootBercTBHHM ¢ mpukazom @CTIK Poccun ot 25.12.2017
Ne 239 «O6 yrtBepxkaenun TpeGoBaHui MO OOeCIEUEHUIO OS30MACHOCTH 3HAYUMBIX OOBEKTOB

KpUTHUYECKON nH(pOopMarmonHoi nudpactpykrypsl Poccuiickoit denepanmmy;

- B MH(OPMALMOHHBIX cHCTeMax o0miero moias3oBaHus Il kimacca B COOTBETCTBUH C

npukazoM O@Cb Poccun u ®CTIK Poccun ot 31.08.2010 r. Ne 416/489.

- B MH(QOpPMAIMOHHBIX CHCTEMaxX | ypOBHsA 3allUThl MH(pOpMalUUU (PUHAHCOBBIX

opranmzauit (TOCT P 57580.1-2017. Haumonanensiii cranaapt Poccuiickoit ®denepanuu.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




8
643.72410666.00067-07 94 01

be3onacHocTs (uHaHCOBBIX (0aHKOBCKMX) omepanuid. 3ammra uHQOpManuu (QUHAHCOBBIX
opranuszanuil. bazoBblil cocTaB OpraHU3alMOHHBIX U TEXHUYECKUX Mep (YTB. U BBEJIEH B JI€IICTBUE

[Tpukazom Poccrangapra ot 08.08.2017 Ne 822-c1)).

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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2. IPUMEHEHUWE U3JIEJINUA

2.1. Cpena GpyHKUMOHUPOBAHMS
CYB/] «Jatoba» MoxeT pyHKITMOHUPOBATH B TETEPOTCHHBIX CETSIX U B3aUMOJICHCTBOBATH C

cepBepaMHt Pa3UYHbIX (PYHKIIMOHATHHBIX BOZMOKHOCTEMH:

1) MS Active Directory

C cepBepom katasioroB MS Active Directory CYB]] «Jatoba» B3ammoneicTByer, Koraa

YCTaHOBJICHBI METOIbI Ay TCHTH(PUKAIINN:
- LDAP;
- SSL;
- GSSAPI;
- SSPI.

JUIs CHHXpOHHM3AIlMM YYETHBIX 3alHuced I0JIb30BaTeNed HCIIONb3YeTCsl KOMIIOHEHT
ja_Sync LDAP.
2) Linux cepBep

CYB]] «Jatoba» amantupoBana mis padorel Ha GNU/Linux. [Ipu stom CYB]l «Jatobay»

MOJKET MCII0JIb30BaTh Linux cepBep A mpuMeHeHus: MeToa ayTeHTudukannu PAM.

3) RADIUS cepsep

RADIUS cepep wucnomszyercs CVYBJl «Jatobay mpum npuMeHEHHMH MeETOAA

ayrentudukammun RADIUS.

4) CepBep 1eHTpa cepTuduKanmm (YA0CTOBEPSIONINN IIEHTP)

LlenTp cepTuduUKauy UCIIOIB3YETCS I TPOBEPKH BaJTUIHOCTH CEPTU(PUKATA, BEIIAHHOTO
MOJIb30BATENI0 MpU MeTone ayTreHTuukamuun SSL, m ceprudukaroB cepBepoB KiacTepa IMpH

WCIOJIb30BAaHUH KOMITOHEHTa jaDog.

JIns opraHM3anMy LEHTpa cepTH(HUKAIMKA MOTYT HCIONB30BaThCsA pemeHus Microsoft
Corporation, oTedecTBEHHBIE pelIeHMs, Hanpumep, TpoaykTel komnaanu OO0 «Kpunto-Ilpoy», n

ApYyTHUE IEHTPHI CepTUDUKALINH.

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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B cetsax ¢ KOHTPOJIJICPOM AOMCHA POJIb CEPBCPA KOHTPOJUICPA JOMCHA MOKET COBIIaJIaTh C

POJIBIO IIEHTPa CePTUDUKAIIH.

5) BackUp server

BackUp server wmcmonb3yercst s xpaneHusi pesepBHbix kommii CYBJl «Jatoba» u
MOCTIEYIOIIET0 BOCCTAHOBJICHUST MH(pOpManuu. Pe3epBHOE KOMMUpOBAaHME W BOCCTAHOBIICHHE

nH(pOpMAIK OCYIIECTBIsIETCS KOMIIOHEHTOM pg_ProBackup.
6) File — server

@aloBeIi cepBEp UCIOJB3YyeTCs Il Kiactepu3anuu b/l npu ucnosib30BaHUA KOMIIOHEHTA

«ja_Dogy.

7) Cepgep C3U ot HCJI

CYB]J «Jatobay Mmoxer (yHKIIMOHUPOBATH B CETH HEMOCPEACTBEHHO Ha CepBepax,

3AIMUIINCHHBIX CPCACTBAMU 3alIUTHI I/IH(l)OpMaHI/II/I OT HCCAHKIIMOHHUPOBAHHOTO AOCTYIIA.

8) Jatoba data safe cepBep

Kommonenra «Jatoba data safe» (JDS) pekomeHmyercs HCIIONB30BaTh HA OTAEIHHOM
cepsepe ¢ ycranoBineHHo CYB]] «Jatobay. ITockonbKy (hyHKIIMOHAIBHAS BO3MOXHOCTH cOOpa
coObITuii 6e3onacHocT ¢ neneBbix CYBJl TpeOyeT JOMoNMHUTENBRHOTO IMCKOBOIO IPOCTPAHCTBA

cepBepa

OyHKIHOHATBHBIE BO3MOXKHOCTH KoMmoHeHTa JDS onucansl B paznene 2.2 «KoMmnoHeHT

MOJIb30BATENILCKOTO BeO-uHTepdeiica st atMUHACTPATOpoB «Jatoba data safex.

@ Tpebyercs ycranoBka CYBJ] «Jatobay B 3amuiiaeMoii JIOKaaTbHON BEIYUCITHTEILHON
CeTH, B TMIOMEHICHHUSX (COOPYKEHUSAX) C KOHTPOJHMPYEMBIM H YIPaBISIEMBIM

(bU3NIECKUM JJOCTYTIOM.

2.2. ITapameTpbl Me:KCETEBOr0 B3aUMO/IEiiCTBHS
CYB]Jl «Jatoba» mmeer kimeHT-cepBepHyIo apxurektypy. Hms moaxmoueHus k CYB]]

UCTOJIb3YIOTCs TpoTOKOJbI Libpq u Jadog.

Libpq — mpoTokoj, KOTOpBIM HCmonb3yeTcs mis moakmoueHuss K bJl momp3oBareneil.

[Tpotokon Libpq peanmmsoBan B Buae apaiiBepa «Driver Libpg» u obs3arensHO TpeOyeTcs s

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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pabotel npunoxkenuid ¢ CYBJl. JlononaurensHo MOoXHO ucnoib3oBate ODBC npaiiBepa, eciu

npuioxkeHus noaaepxxusarot nojakiaouenue k CYb/] uepes API ODBC.

Jadog — mpompuerapHbIi TPOTOKON, uUcHoONb3yeTcss s nonkimodeHuss kK CYB]]
MIPUBUIJIETUPOBAHHBIX IOJIB30BATENIEH, KOTOPBIA oOecrnieunBaeT B3aumojenctsue mexay CBT u
cepsepom CYB]I B cpene dyHkimonnpoBanus usnenus. [Ipu 3TOM He HCMONB3yeTcs IpaiiBep

npotokona Libpq. MaumumpoBanne moIkIr09eHNs OCYIIECTBISET KINEHTCKOE MPHIOKEHHE.

[Tporokoust Libpq u Jadog ncnionb3yroT crek mpotokonoB TCP/IP u Unix-COKeThI B KITMEHT-

CEpPBEPHOM HCIONHEHNU W3aenus.

[TapameTpsl cTeka MPOTOKOJIOB MPUBEACHHI B Tabmuie 2.1.

Tabmuna 2.1 — INapameTpsl mpoTokonoB ucnons3yembrx CYB/]

Kommnonent HaumeHnoBaHHe IPOTOKOJIA IIporoxon MopTe1
CYBJ Database port (db_port) Libpq 5432
Aytentudpukaunu LDAP 389 (AD, ALD
LDAP Pro, FreelPA)
110 YMOJTYAHHUIO
LDAPS 636 (SAMBA)
110 YMOJTYAHHUIO
Aytentudukarmu GSSAPI NTLM/Kerberos | g8 445
Aytentudukanuu SSPI NTLM/Kerberos | g8 445
Aytenrudukanuu Radius Radius 1812, 1813
Ayrenrudukaru TLS/SSL TLS/SSL 5432
(cepTuduxarsi)
jaDog Jadog TCP port (user_interface) TCP 54321, 54322
Jadog PORT number (port) Jadog 12345,
(Custom)
Jadog searching protocol port Jado
(jadog search port) © 12346
REST API REST API 54443
ja_ Hipe Cluster | Database port (db_port) Libpq 5432
[Tporokon ayrenTuduKanuu SSL SSL 5432, 443
ja_Inventory Database port (db_port) Libpq 5432
ja_Log Database port (db_port) Libpq 5432
[Tporokon ayrenTrduKanuu SSL SSL 443, 10051

Ne u3mMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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KommnoneHnr HanmeHoBaHHe NPOTOKOJIA Iporokou HopTo
ja_Sync_Ldap IIporokon ayrenTupukauuu LDAP 389 (AD, ALD
LDAP Pro, FreelPA)
o
YMOJTYAHUIO
636 (SAMBA)
LDAPS o
YMOJTYAHUIO
JDS Database port (db_port) Libpq 5432
IIporokon nepenaun nanubix HTTPS | HTTPS 443, 5000
IIporoxoin nepenaun nanusix HTTP | HTTP 9000
IIpOTOKOJI 37IEKTPOHHOM MIOYTHI SMTP 25, 587
[Iporokon ayreHTUpUKanuu SSL SSL 464
IIpoTokon mepemaun COOOIIEHUI HA | 7{J [P 443
BeO-cepsep ZULIP
ITpoTokon ynanéHHOro ympasieHHs | SSEH 2
ONEPAMOHHOM CUCTEMOM
Jadog PORT number (port) Jadog 12345,
(Custom)
IIporokon ayrenTupukauuu LDAP 389 (AD, ALD
LDAP Pro, FreelPA),
636 (SAMBA)
Database port (db_port) Libpq 5433
IIporoxoin nepenaun nanusix HTTP | HTTP 9090
Prometheus [Mporokon ynanéunoro ympasnenus | SSH 77
ONEPAlMOHHON CUCTEMOM
IIporokon nepenaun nanubix HTTP | HTTPS 9093
Alert manager IIpoToxkon YZanHHOTO yNpPaBIEHNAs SSH 2
OTIEPAIMOHHON CHCTEMOM
IIpOTOKOJI 37IEKTPOHHOM MOYTHI SMTP 25
node_exporter IIporoxoin nepenaun nanusix HTTP | HTTP 9100
IIporoxoin nepenaun nanusix HTTP | HTTP 9187
postgres_exporter Database port (db_port) Libpq 5432
IIporoxoin nepenaun nanusix HTTP | HTTP 9399
sql_exporter Database port (db_port) Libpq 5432
Database port (db_port) Libpq 5433
pg_ProBackup [Mporokon ynanéunoro ympasnenus | SSH 77

ONEPAlMOHHOM CUCTEMOM

Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Kommnonent HanmeHnoBaHue POTOKOJIA IIporokou Hoprel
80, 443,
pgSQL-HTTP IIporoxoin nepenaun nanusix HTTP HTTP Custom proxy
port

Knuentckoe mpunoxkenue oOpasyer c¢ cepBepHoil wacteio CYBJl kanam (ceccuio)

B3aMMO/ICHCTBUS IO CIEIMATFHBIM TPOTOKOIAM, OCHOBAaHHBIM Ha COOOIIECHUSX.
[Tonmp3oBatenu b/l ncronb3ytor npotokon Libpq u mopt 5432.

Anvuanctparop CYBJl wu anmunucrpatopsl b/l wucmons3yror mportokon Jadog.
[Tonxntouenne k CYBJ] moxer npoucxoauts 1o nopram 54321 u 54322. B kauecTBe pe3epBHOrO
uHTEpdeiica MOAKIIOUECHUS MOKET HCIIOIh30BATHCS MOAKIIOYCHHE TI0 TpoToKoiry Libpq Ha mopT

5432.

CxeMa MoJkiIoueHus IpeicTaBieHa Ha pucyHke 2.1.

[mﬂr[: 5 [3ﬂfmr[: [3%; o [Sﬁﬁm[ "

[MNonb3oBaTens b . .
Active Directory  LleHTp ceptudpmkauun  Radius Linux

CBT — Windows 10

Monb3oBarenu CBT - cepBep/knactep cepBepoB Linux/Windows
T T T T T T T \ /22 \
i \ ! i
i A i i i
i \% ! I i
. i i
i I . i
| ; | ) 1
Admin i : — [OM = !
| ; | lr 3 |
| CBT-Windows 10 | | (PO !
! Q ! : i
| \@ : | BackUP server I
! ! ! i
! ! I . i
! ! ~ s i
! " . . !
A ’ e SR S i
i ) | | TCP/IP Libpg 5432 F[ !
i  CBT-Windows 10 i [ i
i , i i !
| Pt i : File - server :
i / i i i
i I i i
i i i i
. : i i i
i Security i L i
i CBT-—Windows 10 | i / A
| | |
i I i
I I i
| | |
i I i
I I i
| | |
|

Pucynok 2.1 — UaTepdeiics noakmouenuss CYB/]

[Tpotoxon HTTPS no nopty 443 ucnonb3yeTcs 1Jisi B3aUMOJICHCTBUS:
- CYB/] c cepBepoM JIUMLIEH3UPOBAHUS;

— koMmmoHeHTa «Jatoba Data Safe» u cimyxxe6H0it CYB/I.

Ne u3MeHeHUS: HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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2.3. KOMIIOHEHT MO0JIb30BaTEJIbCKOr0 BeO-mHTEepdeiica 1 aAMUHUCTPATOPOB

«Jatoba data safe»

Kommnonent JDS pazpaboran ¢ yuerom TpedoBanuii 'OCT P 59547-2021 «HaunonanbHbIH

crangapt Poccuiickoit ®epepanuu. 3ammra uHbopManuu. MOHUTOPUHT WHGOPMAIIMOHHON

6e3onacuoctu. OOmme monoxkeHus» (yTB. U BBeleH B aeicTBue Ilpukasom Poccranmapra ot

27.07.2021 Ne 656-cT).

Kommonent JDS siBnsiercst yacteio CYB]] «Jatobay» u mo3BosisieT ocyIecTBIsTh:

KaTajJ0roM;

MOHMUTOPHUHT cocTossHUs Xxocta U CYB/;

(dbopMHupOBaHNE MATPHIIBI IPUBUIIETHI TTOJIb30BATENECH;
(dbopMupOBaHNE MAaTPHIIBI CHCTEMHBIX PUBUJICTHIA MTOJIb30BaTENECH;
yIIpaBJIECHUE KJIACTEPOM;

MIPOCMOTP COOBITHI OE30MTaCHOCTH;

BbIsIBIIeHUE TIpobiem B neneBoir CYB/] u paspemars ux;
dbopmupoBanue oruetoB 0 CYB/I;

KOHTPOJIb 3a noakiItoYeHusiMu k nenesoit CYBJI u JDS;

YIPaBJICHUE CHHXPOHM3ALMEH YYETHBIX 3allUCEH I10Jb30BaTENE C aKTHUBHBIM

ynpasiienue poiasimu CYB/;

OTIOBEIIEHNE aIMHUHUCTPATOPOB 0 coObITHsX 1eneBoit CYB/] n kommonenta JDS;
ynpasienue u Koupurypupoanue xocta CYBJl u camoii CYB/I;

yIpaBJieHHE NapoiabHbIMK nonuThkamu 1enesoil CYBJ[ u camoro komnonenrta JDS

yIIPaBJIEHUE PE3EPBHBIMU KOIUSAMU.

Kommonent MnpeaHa3HauCH I MMOCTOSAHHOTO U ICPUOANICCKOIO KOHTPOJISI U MOHUTOPHUHI A

coctosinus ueneBbix CYB/I, ypoBHS UX 0€30I1aCHOCTH, YIPABJIECHUS KJIACTEPOM.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Kaxnas nncramsinus CYBJl noapazymeBaer otaenbHbli cepBep U (wim) kinactep CYB/,

Ha KoTopoM yctaHoBieHa CYB/] «Jatobay.

2.3.1. Paznea JDS «MoHuTOPHUHD»
Paznen «MOHUTOPUHI» HE BBIMONHAET (PYHKIUI O€30MAaCHOCTH W MpenHa3HAYeH IS
oToOpakeHUs1 omepaTuBHONW uHpopMmamuu B ¢(opme rpadpudyecknx W UUGPOBBIX MaHENeH

(BumxetoB) o neneoit CYB/] u OC, Ha KOTOpO# OHa YCTaHOBJICHA.

(Jjatcba Mowwropusr () Default = ja e ) Mobasumenakens

L —— v

Knscrepr ja_hipe_cluster v | Nocneguwe 3vaca (2] ¢ Otwomm v SummoTexa sugpkeros

Venonsosarue aea (%) Ceresoi saoy/Bria0p (G3T/c)

10.116.102.61

= 1011610261 35 _ 1011610261
1011610262 31 asda 0
= 1011610263 29

~eth) 20KE
al soKEe

10.116.102.62

1011610262
— — = = = s 0

s E | ) thd 30KE/
) . 1001610268 o SOKER
P S

ik B cerynay (ps) it (c)

= 1011610261 0
1011610262 0
v - = 1011610263 0

b =t0118d0261 1
1011610262 2
~101610263 2

Vmﬁ%u i ;

Vcnonsaosarive LINY (%) HHCno TPaH3:
I

06beM WIAPAAPOBAHHLIX AHHLIX Konuectso yanos

Pucynox 2.2 — IIpegycraHOBIICHHBIE BUIKETHI
Bumkerst umeroT (QyHKIIMOHAIBHYI0 BO3MOXHOCTh KOHTPOJb HaJ MOPOTrOBBIMHU

SHA4YCHUAMU U PACCBLIKY YBCZ[OMJICHI/Iﬁ

2.3.2. Pa3neant JDS «User Risk» u «Access matrix»
Pazgenst JDS «User Risk» (Ananu3 puckoB) u «Access Matrix» (Marpuima noctyma)

SBJISIFOTCSI MHCTPYMEHTaMU ayJIuTa 0€30MaCHOCTH U MCIOIb3YIOTCS MPU:

- MIPOBEJCHUN OINEPATUBHOTO KOHTPOJS HA3HAYEHHBIX IpaB W IPUBUIIETUHI
MOJIb30BATENIAM, aJMHMHHUCTpaTOpaM M  JHLaM, oOecrneyuBaoluM  (YyHKIMOHHUPOBAHUE

MH(OPMALIMOHHON CHUCTEMBI;
- paccie0BaHuM HHIUACHTOB 0€30I1aCHOCTH;

— dbopMupoBaHUU CcepTUPUKANMOHHON JoKyMeHTanuu CHCTeMbl MEHEHKMEHTa

uHdopmanmonHoit 6ezonacuoctu (CMUB);
- IPOXOXKACHUH €KErOJHOT0 ayIuTa opranom no ceprtudpukannu no CMUB.

Paznen «User Risk» npenocTapiisieT KOIMYECTBEHHBIE TOKA3aTENN CUCTEMHBIX MPUBUIICTUMA
U aTpuOyTOB pOJIE OTHOCHUTENBHO cXeMbl AaHHbIX B BJl, ¢pyHKIMOHMpYIOIIEl Ha BHIOpAaHHOM

cepsepe.

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M: ‘
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|
@tcba Nakpwapr / GYBA / 10.116.102.49:5432 jatoba-18_PG_Profile v / postgres v / Ananna puckos C) osHomuTL
& Meuiob]
public Q, Mowck
< Hazap
3
Hi o630p
25

W Pacwvpennn

I3 Marpuua aoctyna 15
&u Ananuz puckos 1
05

STb UpTo M ©OTo TTo RW TgTb EFn EPr  SS¢ UpSa USq CMDB CnDB  TDB  GiTS  CiSc  USc Ul SIO UFDW UFS  UD  Uln  UTy SU INH CRR CORD L  REP BRLS

Ponb / Ipynna STb UpTb ) DTb TrTb. RTb TgTb EFn EPr su INH CRR CRD L REP BRLS l"
PUBLIC v v

admin v v v v v v v v v v v

postgres v v v v g g G v v v e v v v v

Pucynoxk 2.3 — Paznen «User Risk» (AHanm3 puckoB)

JUJ1s1 TOJTHOTHI MPEICTABICHUS O AUCKPEIIMOHHOM MOJIENH JOCTYTa pa3padboTaH pasaen JDS
«Access matrix» (Marpuna nocryna). Paznen orpaxaer Ha3Hau€HHBIE aTPUOYTHI MTOJIB30BATEICH,

00BEKTHI J0CTyIla 1 UMCIOINECA ITPUBUIICTUN [10JIb30BaTEJIEHl OTHOCUTEIBLHO 3TUX 00BEKTOB.

g
(J}\tcba Nakpwagr / CYBA / 10.116.102.49:5432 jatoba-18_PG_Profile  / posigres v / MaTpuua noctyna
@ MenoBAl
Q_ nonek = ounetp
< Hasapn
06bexTs QocTyNa admin pastares &
.
B oss0p v B postgres C* CCR* INH L SU TDB* BRI C* CCR* CRDB CRR INH L 43

W Pacwmpenna
v public CR* Us* CR*  Us*
I Marpuua poctyna
> tables

Al Ananua prckor

Pucynok 2.4 — Paznen «Access matrix» (MaTtpwuia gocryra)

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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2.3.3. Pa3znea JDS «Event List» (Cnucok co0bITHii)

Paznen JDS «Event List» pa3zpabotan ¢ yuetom tpeboBanuii [OCT P 59548-2022 «3amura
uHpopmarnmu. Peructpammst coObiTuii  Oe3omacHOCTH. TpeboBaHUMS K  PETHCTPUPYEMOI
uHpopmauun» (yTBepXkaAeH W BBeneH B jaeiictBue Ilpukazom denepanbHOro areHTcTBa IO

TEXHUYECKOMY PETyJMpOBaHMIO U MeTposioruu oT 13 ssuBaps 2022 r. Ne 2-c1).

Pa3nen «Event List» npeHa3HaueH uid NpocMOTpa COOBITHI O€30MaCHOCTH B BRIOpaHHOM

uncramsiuuu (Target).

g
(J/\atoba Navpwadr / CYBA / CYB[wacepaepe  / CrAcok coBuimmit C) OSHosuTs.
& MewoCYS, .
ja_log Q n = ounstp
< Hazap
[aTa cobbiTuA b KaTeropus VICTOURMK COGBITHi BaxHOCTe Mogknouexie o CooblueHie rMogpoGHoCTH VMg nonb3oBaTens VM5 63351 A3HHBIX m
Bi o630p
= 202512:25 11:44:42.812 Ynpasnenne kbl jalog test COOBILEHME cHcTeMa B/l roToBa...
522 HasHaueHue poneit
202512:25 11:44:42.782 Ynpaeneune gambi..  jalog test COOBLLEHME KOHTPOMBHAA TOUK..

£ Mapamerpsl CYBA

202512:25 11:44:42.742 Ynpaeneuve fauubi..  jalog_test COOBLLEHME Hauata KOHTPONH.
(% npasnna aoctyna

202512:25 11:44:42.729 Ynpasneuve faubbl..  jalog_test COOBLLEHME 3anmeh REDO Hauw
M Doctyntbie paciumpenua
B3 Hacrpoiinw an probackup 202512:25 11:44:42.729 Ynpasnenve Aabl..  jalog_test COOBLLEHVE 3anmck REDO o6pa.
&= PonnCYBA 202512:25 11:44:42.729 Ynpaeneune gambi..  jalog_test COOBLLEHME HeBepHas AuHa 3a.
@ caucox cosermuin 20251225 11:44:42.721 YnpaBneHie AaHHsl.. jalog_test COOBLLEHWE eucTeMa 61 6bina .
@ nponembiupewernna v

202512:25 11:44:42.506 Ynpaeneuve fauubi..  jalog_test COOBLLEHME pasoTa cUCTeMbi b..
& Axtnerocts BJl v

202512:25 11:44:42.485 Ynpaeneuve Aaumbl..  jalog_test COOBLLEHME AN TPHEMA NORK.
LDAP cuHXpoHMzaLua

202512:25 11:44:42.475 Ynpasnenve Aakbl..  jalog_test COOBLLEHVE AN TDHEMA NOLK...

@ nNaponbhbie nonumakn

Pucynoxk 2.5 — Paznen «Event Listy (Criucok coObITHIA)

[Tpumenenne xommoHenta «pgAudity pacmupsier none «Error message», Kak OMUCaHO B

paznene 3.4.1 1okymMmeHTa.
CocTaB u conepkanue peructpupyemoii uadopmaruu npuseneH B [Ipunoxenun 2.

COop aHHBIX O COOBITHSAX OE30MACHOCTH OCYILECTBJIAETCS MPU MOMOIIM areHToB cOopa
JAHHBIX B aBTOMAaTHYECKOM peXUMeE ¢ Kaxkaoi nHetausinuu (¢ cepsepa CYB/], knacrepa CYB/I)

U akKyMyJupyroTcs B ciaykeOHoi b/ Data Safe, kak onucano B 1. 3.4.2.1 noxymeHTa.

BoiBomumbie coObitus CYBJ] AOMOMHSAIOTCS KAaTeropusiMd COOBITUN O€30MacHOCTH,

npuBeneHHBIMU B [punoxennun 3, onpeaeneHHbIX MeToIoM «/Jlendm».

2.3.4. Paznea JDS «Snapshots & Reports» (CHUMKH B 0TYeThI)

Pasmen «Snapshots & Reports» mpenHasHadeH i CO3MaHHUS CHUMKOB COCTOSIHUS BJ[
(cHammIOTOB) W TMOJy4eHUs: oT4eToB. DOpMUpPOBAHHE CTATHUYECKOW WH(GOPMAIMH BBIMOIHIECTCS
komrnoHeHTOM «pg_Profile». CoOop wundopmanuu noctymen tompko ¢ CYBJ], Ha KoTOpBIX

yYCTaHOBJICHO paciupenue «pg Profiley.
‘ Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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«pg_Profile» — KOMITOHEHT, MO3BOJSAIOMMKA COOMpPATh W MPOCMATPHUBATH MAPAMETPHI H
METpUKH (QYHKIIMOHUPOBaHUS pa3nuuHbIX b/ B paznuuHoe Bpems, a TakKe CTPOUTH OTYETHI O

9TUM JAaHHBIM U CPABHUBATH UX MCKIY coboii JJIS1 BBISIBJICHU S HpO6J'IeMHBIX MCECT.

AHam3 CHUMKOB COCTOSTHUS IT03BOJISIET BBISIBUTH HpO6JIeMHBIe YYaCTKU ITyTEM IIPOCMOTpaA

HJIN CPAaBHCHUA JJAHHBIX U3 PA3HBIX CHAIIIIOTOB.

[lepeyeHp OTYETOB MOJHOCTHIO ONMHCAaH B AoKyMeHTe 643.72410666.00067-07 98 01-06

«PykoBoacTBo 1o Hacrtpoiike. Yacte 6. @opmupoBanue orueToB npousBoautenbHocTd CYB/I.

Komnonent «pg_Profiley.

CHHMKHM 1 OTYETHI IPEJICTABIEHBI HA PUCYHKAX 2.6 1 2.7 COOTBETCTBEHHO.

Jatsba Conewion w oTuerst / Orversa ¢) ObroauTs Cospame
2, Nangua
10.116.102.49/10.116.102.49:5432_jatoba-18_.. Q Mouex
&5 vonmon e & Tacrven P————— U —— f— copeep @
K CTaHAAPTHI 1-2 15.12.2025 10:54:16 - 15.12.2025 10:55:59 local
@ MocmoTpe
4 Crasats
T Yaamm
e
sasdine
orvens

Pucynok 2.6 — Bxnanka «Snapshots» (CHumMkn)

PostgreSQL
@ Report

( search Q)

Report details

Interval (sample)
Version Server name
start end

4.10 local 1

Interval (time)

start end

( Everywhere v)

2 2025-12-15 10:54:16+03 2025-12-15 10:55:59+03

Setting value

version PostgreSQL 18.0 on x86_64-pc-linux-gnu, compiled by gcc (Ubuntu 11.4.8-1lubuntul~22.04.2) 11.4.8, 64-bit

Report details
Server statistics
SQL query statistics

Schema object statistics
User function statistics
Vacuum-related statistics
Cluster settings

jatoba_version

Server statistics

Database statistics

Jatoba 18.8.1-61911 (build-id: 39a84569; build-os: UBUNTU22.e4)

Extension versions Transactions Block statistics Block I/0 times Tuples Temp files
Size Growth

Fet Ins Upd Del Size Files

Database

Commits Rollbacks Deadlocks Hit(%) Read Hit Read
postgres 59

Write Ret

99.63 292 79521 0.64 98157 59320 1855 392 9 13 MB 1464 kB

Total 59 13 MB 1464 kB

99.63 292 79521 0.04 98157 59320 1855 392 9

Cluster I/0 statistics

Pucynok 2.7 — Bxnagka «Reports» (OTueTsr)

2.3.5. Paznea JDS «Ilpobsembl u pemienus» (Problems & Solutions)
Paznen JDS «Problems & Solutionsy» 1mo3BosisieT onpeaensaTh psija mpoOieM, CyIeCTBYOINX
B nenesoir CYBJl. [lna ompeneneHuss mpoOiieMbl CO3MAaHbI CKPUNT OOHAPYKEHUS M UL

MCHPABICHUS TPOOIEMbI — TMHAMUYECKUE CKPUNTHI (1a0a0H TabIeTKH).

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Jatoba
(:'a Nawpuadr | CYEL / jaioba6 v / MpoSnews npewetsrs / Mpasina camiposatin Cospaie NpaBitna eKaHUpoBaHUs X

2

Meso CYEL

Hazan

0630p

HasHauetve poncil

U

Mapamerpe: CYB/,

Flpasina gocryna
Recryntioie
pacumper

Hacrpoiik ana
probackup

o2 O ¥ &

TIpoGiensi v pewerina A

[ — Co3AaWTE BaLIG NEPBOE NPABNO CKAHHPOBAHHS

Bapam Pazpen «Tpo6new n pewsesinse 5 JDS npegHastaer g1s nowcra 1
v YETpaHeHw npoGnen B Gasax AzkHLIL

o

Pucynok 2.8 — Brinaaka «IIpobmembn»
2.3.6. Pa3znea JDS «AxktuBHoctsh B/I» (DB Activity)

Paznen «AxruBHocTs B/I» (DB Activity) npenna3znaven ams:
— MOHUTOpUHIa akTUBHOCTU B CYDB/I;

- MOJy4YeHHs] HH(POPMAIMH O BBIMOIHAIOMIUXCS CECCHAX/TPOIECCax, CYIECTBYIOMNX

OJOKHPOBKAX;
- 3aBEPIICHUS CECCUM;

- BBIABJICHUA HOZ[O3pHTGJ'IBHOfI aKTUBHOCTH I1OJIbL30BaTECIICH.

Q}toba Dawguagr [ CYBR / jawbat v / AxwsrosrBd | Ceoon ¢ Obnoams v
8 Mewovin
- Q forex G S p— Pid: 554804 X
< Hasan
. Pa Suames Memsssr.  Mpamossse - Tunrposses Corromus [T — aangse 3 senes
B osep
1 | SELECT waiting pid, witing rode id,
. om localhost checkpointer Activity / CheckpointerM waiting transaction num, waiting transaction_stamp,
122 Haawaverine poneii blocking pid, blocking node_id, blocking transaction num,
blocking_transaction_stanp, blocking transaction waiting
& Mapawerpui CVER 72 localhost background writer Activity/ BgWriterhain FROM dump_local_vait_edges()
2
3
(& npasuna aocTyna 974 localhost walwriter Activity / WalWriterMain 4
s
# foomme
PaCLMPEHA 975 localhost ‘autovacuum launcher Activity / AutoVacuumM
HacTpoiim
g robacki ”
L w 976 postgres localhost logical replication la... Activity / LogicalLaunche
@ "noSnens npewennn
7740 posigres. Posigres.. 10.116.102.61/32 client backend Idle SELECT * FROM pg_stat_database...
S Aawscmbl A
80553 citus_db postgres. Citus Mainenance D... lecalhost Citus Maimenance D... Extension / Extension
S @
Broxuposkn 554804 citus db postgres citus_jntemal gpid=2.  10.116.102.62/32 client backend dle ‘SELECT waiting_pid, waiting_riode...
[
554846 citus db postgres citus_jntemal gpid=3..  10.116.102.63/32 client backend Idle ‘SELECT waiting._pid, waiting_node._. citus._db
posigres
554849 cius.db postgres citus_imemal gpid=1..  10.116.10261/32 client backend Idle ‘SELECT gid FROM pg_prepared xa.. citus_intemal gpid=20000086745
1011610262152
554858 postgres postgres JDS2.10.0devel 10.116.10241/32 client backend Active with tmp_rolls:as:( select pr.oid, pr. et backend
Idle
Glient
ClientRead
24576
1011610262132
1562
2251124162609
20251124 163550
o admin 20051124 16:35:50
2 Cdmemsns e
= o e 11 Crockcmae 1 i1 < 1 >

Pucynok 2.9 — OxHo «3aBepilieHrne ceccrm» Ha BKIaAKe «bIOKUPOBKI

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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2.3.7. Paznea JDS «LDAP Sync» (LDAP cunxponu3zanus)
Paznen JDS «LDAP Sync» npennasnaden amisi rpadudeckoro 0ToOpaKeHHsI OTeparuii mo

CHHXPOHU3AIIMN y4YeTHBIX 3amuceidl Microsoft Active Directory u ydeTHBIX 3amuceil 1eneBon

CVB/I.

JInisi  BBIMOJMHEHUST CHUHXPOHM3ALMU TpeOyeTcs, YTOOBl paCIIMpPEHHE KOMIIOHEHTa

«ja_Sync_LDAP» 6s110 ycTanoBneno Ha neneoit CYB/I.

Bun criucka npoduneit cuaxponuzanuu Y3 U KypHai1 COOBITHH MPEICTaBICH Ha PUCYHKE
2.10.

g
(J:atoba Nawgwadr / CYBL / 10.116.105.52:5432 + / LDAP CUHXpOHM3aLHA
& Mewio CYBJ,
postgres
< Hasan
B o630p Mpocunu @ nosasus Mannuur  «iest @® cwixpormzauns € AoGasuts
, HanmeHosatne n ~ T Mopt Tun LDAP-cepsepa LDAPS Pono B 4
525 HazHayeHue ponei
profilel 10.116.102.150 389 activedirectory : Idap_users cn=aldpro_grou.. uid person de=ald de=local
£ Napametpei CYBA
E‘ Npasnna goctyna test dc.ald.local 636 aldpro
W LocrynHbie pacwmpenna
|0 Hacrpoiiku ana probackup
&= PonncCYBA
B cnucox cobbrtnit
@ nposnembinpewenun v
XKypHan () O6HosuTL
. AkTHRHOCTb B[] v
Pata A
LDAP CHHXPOHM3aLHS
2026-01-13 13:15:58 test SUCCESS SUCCESS 0 Successful synchronization (Al .
@ naponshienonTmen v
2026-01-1313115:23 test Idap_users en=ldap_group,cn=groupscn=a.. 0 LDAP ERROR: Object does not e.
2026-01-1313:15:23 test FAILED FAILED A Synchronization FAILED (See err.
2026-01-1313:13:52 test Idap_users en=ldap_group,cn=groups,cn=ac. 0 pofib "MULLY_ReG' yxe CylecT...
o admin
= AamuwnucTpatop CYB[,
= Beero: 25 TPoK Ha cTpaHMLE: 4 7 12 3 4 5 6 7 >
= CeephyTb Merio

Pucynok 2.10 — LDAP Sync (LDAP cunxponu3zaiusi)

2.3.8. Paznea JDS «Poau CYB/»

Pa3nen «Ponu CYB/Iy npeanasHaueH ist:

- CO3JIaHHS POJIEH;

- PEOAaKTUPOBAHMS POJIEH;

- Ha3HAYEHUS aTPUOYTOB M MPUBUIICTHHA POJIEH.

Paznen nocrynen nonp3oBatento «JDSy ¢ Ha3HaueHHOW (PYHKIIMOHATBLHOW POJIBIO:
1) Anmunnctparop (Administrator).

2) Anmmunuctparop Ub (Security).

‘ Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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@tcba NawpwagT / CYBA / 10.116.102.49:5432 jatoba-18_PG_Profile v / Ponu CYB[ ¢) Obwosuts () MoGasute
% MewoCYER
Q Nove posigres
< Hasan
Pane o Tn Aoy e S—p—
B os:0p & pusLic 0 Crcremnan
128 Haa ®
£ ami 18197 n - L sU postgr

€ Nepamerpor GYER

2544 Nons3osare INH
By Noasura aosryna
6304 Monssosares INH
M [ocrynueie pacumpermn
) 6171 Nonsaosatensoxan INH
|E3 Hacrposiku ans probackup
&= Fomncyen 2 server_program asm1 Nonssosatenscxan INH

@ rootnemsi upewenun v 2 6337 Mont

< Axrvnoen

3373 Manesosatenucxan N

[rIC—

2 pg_read_all_data 6181 Monb3osaTensekan INH
Q@ Naponensie nomurin v
v & pg_read all settings 3374 Nonssosatensexan INH
& pa_menttor 3378 Nonssosatensexan INH
> 2 pgread_all stats 3375 Monbsosatennckan INH

Pucynok 2.11 — Paznen AnqmunuctpupoBanue poseit bJ1
2.3.9. Paznea JDS «Notifications» (YBegomJiienust)

PaBI[CJ'I <<YBCI[0MJICHI/I$I)) npcaHasHa4YCH JJIs1 OMOBCHICHUS aJIMUHUCTPATOPOB O COOBITHSX

neneBoi CYBJl u kommonenTa JDS.
MexaHu3M yBeTOMJICHHI COAECPKUT B ce€Oe TpU TUIIA MOMCKA COOOIICHUN:
1) Ommbku BJI.
[Tonck BBIMOTHAETCS 1O KIIACCY COOBITHSI MITH 1O KOy COOBITHS.
2) CoObITHS yYETHBIX 3aIHCEN.

[Touck BBHIMOMHSETCS MO KIIFOYEBBIM (hpa3am Jutst BeIomHEHHsT Mep Oezomacnoctu YII/I. 1

(5) u YII.9 (4) B coorBercTBuH ¢ [Ipukazom Ne 17 ®CTIK Poccum.
3) [Ipon3BOABHBIN TEKCT.
[Touck BBIMOMHAETCS MO KIIOYEBBIM CJIOBaM, 3aJlaBaeéMbIM moJib3oBaTenem JDS.

Omnosemnienne nmpousBoauTcs mo cepsucam E-mail u /umu Zulip.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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@ Hactpoitku / Cepaucsl
&
- Email Q rovcx ) OsHoRuTE Llo6aeuTh
Craryc Hanmerosanue Xoct Mopt. Ucnonb3osary SSL WwnA none3osarena Wms oTnpaskTens ARpeC oTNPaBHTENA
o
o© Datagile mail server mail datagile.ru 465 true jds@datagile.ru JDS M i j jile.ru
a
&
a
Zulip  Q Mowex C) o6Hosuts No6asuTs
Cratyc HanmerosaHne URl-agpec 3anpoca Appec 6oTa APN0Y
o) JDS Message Service https://da-chat.datagile.ru/api/v1. jdsms-bot@da-chat.datagile.ru CWBVRUJNTWYEGH3SSEGTONGZLHOITDI7
Pucynoxk 2.12 — Criucok KaHajaoB COOBITUI
2.3.10. Paznea «Jlanamadgr» (Landscape)
Paznen «Jlanamad» npenqHazHayeH s
- moxyuyeHus obueit nnpopmarmu o xoctre CYB/];
—  noxyueHus obmeit nuungopmaru o CYB/];
—  ynpaBieHus KoHpurypannoHHsiMu Qaiinamu CYB/L;
—  YCTaHOBKH U ynpasiieHus pacmuperusmu CYB/L.
—  ymOpaBJeHHE KIacTEpOM Ha OCHOBE KOMIOHEHTa jaDog
Jaroba Nawauagt / CYSL / 10.116.10240:5432 jatobar18 v / O630p

30.12.2025 10:40:45

o

P O Oy ——

&= PonnOYEL
(=) 61

@ Moo pew v
< Axruemocrs 5 v

10.116.102.40:5432_jatoba-18
jatoba-18

5432

fvar/libfjatoba/18/data

farflibjjdscontrol/backup

Pucynok 2.13 - Briagka «ITapamerpsr CYBJ»

2.3.11. Paznea «Ilapoabnbie moautukn» (Password policies)

Paznmen «YBemomiieHus» MpeaHa3HAYCH NIl OTIOBEIICHUS aIMUHUCTPATOPOB O COOBITHSX

neneBoit CYBJ] u kommonenTa JDS.

Ne u3mMeHeHus:

‘ HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M: ‘
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B xommexT nmocraBku CYBJl «Jatoba» ¢ Bepcuelt smpa «5» u Bbile B KoMIoHeHT JDS

BKIIFOYCH pa3acia ((HapOJIBHBIC ITIOJIMTUKHN .

Paznen «IlapoibpHble MONMUTUKWY MTPEIHA3HAYCH I aBTOMATU3AIIMH U YIIPOIICHHUS PAOOTHI

C MTapOJIBHBIMHU MOJUTHKAMH U OJIOKMpPOBKaMU Mojb3oBareneil neneBoit CYB/I.
Paznen Britouaer B ceOs moapasiesbl:

- Ymupasnenue nonutukamu (Policy management);
—  IlIpuss3ka poneii (Role Binding);

-~ Palora c OG10KHpOBKaMHU.

Koppektnast paborta pasnena oOecriednBacTCs YCTAHOBJICHHBIMH W HACTPOCHHBIMU Ha

neneBoit CYBJ] KOMITOHEHT:
SecurityProfile, onucanHoro B jokymenTe «PyKoBOACTBO aIMUHHCTPATOPay;

ja_CSum, ommcanHoro B gokymeHnte «PykoBoactBo mo Hactpoiike. Yacts 14. KonTpons

nenoctHocTH. Komnonent «ja_CSumy.

g
(J?amba Naupwadr / dbms_1 ~ / Maponbhbie nonuTvks / Mpuesiaka poneit ) 06HoBMTH
® Mewo CYBL,
BbiBpano cTpok: 2 A Nepemectuts X
< Hasap Hazgakue noAUT kI
. Defaultprofile 3
B 0630p P
Corporate 2 3
&, Mapawerpol CYER ;
cis 3
[% npasuna pocryna

FSTEC 1 class 3
B foctynubie pacuwmpenna

FSTEC_2_class 3
[@ Hactpoitku ans probackup

. Corporate 3 3
425 HaswaueHue poneit

v Corporate 1 4
Q@ Napons Tk A

® Haseanie ponu oid ATPUGYTe! (8K7IGUaR Hacnenyeusie) last_login

Ynpasnes e nonuTukamM

Role_1 24786 CRR CRD L REP BRLS :“_P“OZ"

Npusnaa poneit

Patiora ¢ 6n0KpOBKaMM Role_1 24786 CRR CRD L REP BRLS ez

Role_1 24786 CRR CRD L REP BRLS :1‘?37024

Role_1 24786 CRR CRD L REP BRLS 11?3'2024

Pucynok 2.14 — Criucox noJyib3oBaresiell IpyUBsI3aHHBIX K APOJIbHOM MOJIUTHKE

2.3.12. Pa3znen «Pe3epBHoe konupoBanue» (BACKUP)

Paznen BeImoHIET GYHKIUIO OE30IMACHOCTH U TIPETHA3HAYCH JIJIS:

—  HACTPOMKH M yIpaBJIEHUS] KOMIIOHEHTOM «probackupy;

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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@étoba / Nangwadt 06zap Kapra cetw 3 sdm'" o even
B8 Mouwropumr Q, Moucx ¢ 0 jatoba-5 x
& Avamwapreros = + m O630p Haswauerme poneit  Mapametpe: CYE[] Mpasuna goctyna  [looTynkeie pacwwperns  HacTpoitks ana probackup
DA
v
- O ren T R ———— 0
= Knacrepm ~
F Y :D.115.102.49 H Pors ANA pe3ePEHETD KONAPGEaENA. posigres
ace :
@ AmwTuorsETHocTE v e
A7 MoK TIoUEHHR posigres
v o lLnenzs
@ Nposssogmensuocte ApKHEHSIA peRi
jatoba-3
R i : YpoRess WAL replica
[ LoAP cuemspormzaupa
g posares 5 KOMMYECTS NoaXoseH i
54 :
a= PomE]L PTRACK Yeranoanen
M Yeepomnennn ~ [ £ amenars wactooin |

Pucynok 2.15 - Bxnanka «Hacrpoiiku s probackup»

—  YIPABJICHUS XPAHUIIUIIEM PE3EPBHBIX KOIINIA;

—  CO3JaHMs PE3EPBHBIX KOIUM.

2.4. AkTyasbHbIe YTPO3bl 0€30MaCHOCTH M BBINOJIHSIEMbIE MePbI 3aIUTHI
Komnonenr «Jatoba data safe» sBisercs gacteio CYBJl «Jatoba» u HeceT B cebe 4dacTh

aJIMUHUCTPATUBHBIX (PYHKIMOHAIBHBIX BO3MOXHOCTEH U (DYHKIMI O€30MaCHOCTH.

JDS u CYBJ] «Jatoba» mpu coBmMecTHOM (QYHKIMOHHPOBAHMH PACCMATPHBAIOTCS Kak

eauHbIid 00beKT oreHkH (O0).

IIpn ouenke peasbHOW apXUTEKTypbl M3nenus BBIABISIIOTCA AKTYaJIbHBIE YIPO3BI

6e30macHOCTH HH(POPMALIMU CIIUCOK KOTOPBIX MPUBOIUTCS HIDKE, HO HE OTPAHUYUBACTCS UM:
- YBU. 122 «Yrpo3a NoBbILIEHNS IPUBUIIETHIDY;

- YBU. 090 «¥Yrpo3a HECaHKIMOHHMPOBAHHOTO CO3/IaHUSA YYETHOW 3aluCcH

MOJIb30BATEIIS;
- YBU. 037 «Yrpo3a ucciuegoBaHus MPUIOKEHUS Yepe3 OTYETH 00 OITHOKAxX».
Peanuzanus (BO3HUKHOBEHHE) PUBEJICHHBIX YTPO3 MOXKET MPUBECTH K:

- HapymeHuio Oe3omacHOCTH, oOpabarbiBaeMol B meneBod u ciyxkedbnoit CYBJ]

uH(GOpPMAIIUU, BRIPAKAIOMIEHCS B HAPYIIICHUU:
a) KOH(MUICHIHAIBHOCTH;
0) IICIOCTHOCTH;
B) JIOCTYITHOCTH;

I') HEOTKa3yeMOCTH;

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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1) TMOJOTYETHOCTH, AyTEHTHYHOCTH M JOCTOBEPHOCTH MH(POPMAIIHH.
- HapYIICHUIO WK TIpeKpamiennto GpyHkimonnpoBanus nenesoit CYB/I.

Cnyxebnas CYBJl xommonenTta «Jatoba data safe», xak m meneBas CYBJl «Jatobay,
peanu3yeT Mephbl 3allUThl HH(POPMAIIMHU, OMMMCaHHbIC B paznuene 3 «Mepsl 3aIuThl HH(OOPMALIHN)

JUIsl HeUTpain3anuu yrpo3 0ezonacHoctu. Hanpumep, cneayommx yrpos:

1) UYepes Bruaaky «Clusters» JDS Bosmoxkna peamuszamus YBU. 122 «VYrposa
MOBBIIICHUSI TPUBUIIETUI, T.€. HApYIIEHUE padOThl KJIacTepa WK MPUBEIECHUE €r0 B COCTOSHHE

OTKa3a B O6CJIy)KI/IBaHI/II/I YMBIIIJICHHBIMHA WJIW HC YMbBIIIJICHHBIMU Z[CﬁCTBI/If{MI/I.

2) UYepes pazgen JDS «LdapSync» Bo3moxkHa peanuzarus yrpo3sl YBU. 090 «Yrposa
HECAHKIIMOHUPOBAHHOTO CO3/JaHMUS YYETHON 3aliCH IOJIh30BATENS», T.€. CO3/JaHHUE YUYETHOU

3anucu B neneBoil CYB/] nonb3oBarento AD, y KOTOporo Takoro goctyna ObITh HE TOJIKHO.

3) Yepes pazaenst JDS «Event List» u «Snapshots & Reports» Bo3moxHa peanuzanus
YBMU. 037 «YTpo3a uccieoBaHus NPUIIOKEHUS Yepe3 0TIeThl 00 ommOkaxy». Tak kak «Event Listy
peaoCTaBisieT nH(GOPMAINIO O COOBITUSAX Oe3omacHocTH, «Snapshots & Reports» mpegocrasisier
KOMOWMHUPOBAHHbBIE U PACIIUPEHHBIE OTUYETHI 0 cocTosiHuU 1eneBot CYBJI, To monxyuuB goctyn kK
TUM pazlienaM, 3JOYMBIIUIEHHUK MOJy4UT JaHHble 00 anroputme pabotel CYBJl m o ee

MPEIIOIaracMon CTPYKTYpE.

Komnonent JDS peanuzyer mepy 3amutsl nadpopmarun Ycunenue PCB.3(1). Pazzen JDS
«Event Listy B COBOKYITHOCTH Mep 0€30MaCHOCTH BBIMIOJIHAET Mepy 3ammuThl nHpopmanuu PCB.7.
Pa3znen JDS «LDAP Sync» BbI3bIBast ofHOMMEHHOE paciunpenue Ha nenesoid CYB]] BeimonnHseT

Mepy 3amuTsl nHpopmarmn YII.1.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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3. MEPBI 3BAIUTHI UHPOPMAIINHU

CoctaB m conep)kaHHE OPraHU3AIMOHHBIX M TEXHUYECKUX MEp 3aIlIUThl MH(OpMAIuu

OMpCACIAI0T CICAYIOINC HOPMATHUBHBIC aAKThHI:

— [Mpukaz D®CTIK Poccum Ne 17 or 11.02.2013 (pen. ot 28.08.2024) «O6
yTBepxkaeHuu TpeboBanuii o 3ammuTe nHOOPMAIUHU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaliHY,

COJIEpIKaIIeics B TOCYIapCTBEHHBIX WH()OPMAIIMOHHBIX CUCTEMAX);

— [Mpukaz D®CTIK Poccum Ne 21 or 18.02.2013 (pen. ot 14.05.2020) «O6
yTBepkeHnn CocTtaBa M COACpPKAHUSI OPTaHU3AMMOHHBIX U TEXHUYECKUX MEp MO 00eCredeHUI0
0€30MMacHOCTH TEPCOHAIBHBIX JaHHBIX MPH HX 00paboTke B WHGOPMAIMOHHBIX CHCTEMax

NEPCOHAIBHBIX JaHHBIX» (3apeructpupoBano B Muntocte Poccun 14.05.2013 Ne 28375);

— [Ipukaz O®CTOK Poccum Ne 31 or 14.03.2014 (pen. ot 15.03.2021) «OO6
yTBepKIeHuu TpeOoBaHUil K 00€CIeUeHUIO 3aIUThl WHPOPMAIUA B aBTOMATHU3MPOBAHHBIX
CUCTeMaX YIPAaBJICHUS MPOW3BOACTBEHHBIMUA U TEXHOJOTHYECKUMU MPOIECCAMU Ha KPUTHUECKU
BKHBIX OOBEKTAX, MOTCHIIMAIHLHO OMACHBIX OOBEKTaX, a TaKkKe OOBEKTax, MPEICTABIISIONINX

ITOBBILICHHYO OITACHOCTH JUIS )KU3HU U 310POBBS JIIOACH U VISl OKPYKAIOLEN IPUPOJHON CPEBD»;

— [Ipukaz OCTIK Poccum Ne 239 or 25.12.2017 (pea. ot 28.08.2024) «O06
yTBepkJeHun TpeOoBaHUil 1O 0OecreueHn0 0E€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTUYECKOM

uHpopMaIoHHOU nHppacTpykTypbl Poccuiickoit @enepannny;

- I'OCT P 57580.1-2017. HanumonanbHbiii cranpapt Poccuiickoit ®Penepanuu.
bezonacHocTs (uHaHCOBBIX (0aHKOBCKMX) omepanuid. 3ammra HHQOpManuu (QHHAHCOBBIX
opranuszanuil. ba3oBslii cOCTaB OpraHU3alMOHHBIX U TEXHUYECKUX Mep" (YTB. U BBEJICH B JIEIICTBUE

ITpukazom Poccrannapra ot 08.08.2017 Ne 822-cr).

B tabmuie 3.1 npuBeneHbl BBIMOIHIEMBIE MEPHI 3alIUTH HHPOPMAIIUN B COOTBETCTBUU C
[Tpukazamu ®CTIK Poccuu Ne 17 ot 11.02.2013 (pen. ot 28.08.2024), Ne 21 ot 18.02.2013
(pen. ot 04.05.2020), Ne 31 or 14.03.2014 (pen. ot 15.03.2021), Ne 239 or 25.12.2017
(pen. ot 28.08.2024) u I'OCT P 57580.1-2017 ot 08.08.2017.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabnuna 3.1 — Peanuzyemble Mepbl 3a1IUThl HHPOpPMALUU

IIpuka3zpel ®CTIK
J4 J5 Jo6 J18 KHNU n
I'nc ucn
HaunmeHoBaHue TocT P i KBO
- |a |2 |a |= |58 |= |~ | 57580.1-2017
= £ | = P = - - 1 N9239,
Elg| 8| &lg| &l g|é& Nel7 Ne21 N3l
|| &|8|=|S|"|S )
Wnentudukanus u ayTreHTUPHUKAIHS CyOBEKTOB V3IIL.1
Aoctyna i 06nexTos roctyna (MAD) X|X|X|X[X|X|[x|X gﬁé UAD.l | UAD.1 | HAD.1
PJ1.30
XXX X[ X[|X[X]|X — NAD.3 NAD.3 | UAD.3
PI.11
X | X X X X PJ123 NAD.4 NAD.4 | UAD .4
PI.19
P/1.20
XX X[ X[ X[X[X|X P21 NAD.4(1r) — —
PJ1.22
— | | X[ X[ X[|X]|X]|X — NAD.4(2)
XX X[ X[ X[X[X[X PJ.8 HNAD.5 HNAD.5 —
VYrpaBieHue J0CTYIOM CYOBEKTOB JOCTyNa K X X X X V3IL.8
o0wekram pocryma (VIIJT) B B B B V3I1.18 o o
XX XXX XXX V3I1.3 YIIA1 YIA.1 | YIIA.1
XXX X|X|X|X|X — YIIA.1(1) — —
V3IL.3
XXX X|X|X|X|X VaIl13 YIIA.1(2) — —
XXX X|X|X]|X|X V3IL.15 VII/1.1(30) — —
— | — | X | — | X|—]| X |— — VIIA.1 (5) — —
V3IIL.10
XX X[ X[ X[X[X X V3I1.11 VIIA.2 YIIA.2 | YIIO.2
P/1.31

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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P/1.32
P/1.33
MAC.4
XX X|X|X|X|X|X — YIIA.2(1) — —
X —|X|—|X|—|X|— — YIII.4 YIIA.4 | YIIO.4
XX X|X|X|X|X|X — YIII.5 YIIA.S | YILA.5
xlxlx|xlx!x XX PI.11 YIII.6 YIIA.6 | YIIO.6
— YII.6(1) — —
XX X|X|X|X|X|X P/1.12 YIII.9 YIIA.9 | VIIA.9
XX X|X|X|X|X|X — YIIA.9(3) — —
— | — | X | — | X|—| X |— — YIIA.9(4) — —
Peructparus coowrtuii 6e3omacuoctu (PCB) X | X|IXIX|XIX|IXI|X V3I1.22 PCB.2(1a) _ _
VY3I1.23
V3I1.24
VY3I1.25
XX X|X|X|X|X|X PJL.39 PCB.3 PCb.3 | AV]4
P/1.40 ' ' '
P/1.41
PJ1.42
P/1.43
X —|X|—|X|—|X|— MAC.4 PCB.3(1) — —
XX X|X|X|X|X|X — PCB.6 PCb.6 | AY]/.3
XX X|X|X|X|X|X — PCB.7 PCB.7 | AV].6
XX X|X|X|X|X|X — PCB.8 — AY .9
X|—|X|—|X|—]| X |— — PCB.8(1) — —
Obecnieuenne 1enoctHoctd wuHGopMmarmonHo | X | X | X | X | X | X | X | X V3I1.11 OIJI.1 OIJI.1 | OII.1
cucremsbl U uHGopmarmu (OLLT)
XX X|X|X|X|X|X — OLL.2 OLJL.2 | OLJI.2
XXX X[ X|X[|X]|X — OLL.7 OLUJL7 | OLJL.4
Ob6ecnieuenne nocrynHoctu uHpopmanuu (OAT) | X | — | X |— | X |—| X |— — OAT.4 oAT.4 | O/T.4

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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00BEKTOB MH(POPMATU3ALIH

X X|—X|—| X |— — OHT.5 OAT.5 | OAT.5
X X|—[X|—| X |— — OHT.6 (2) — OAT.7
KOHTposb OTCYTCTBUS N3BECTHBIX
(OmMCaHHBIX) YA3BUMOCTEH 3alIUThl HH(pOpMaIu X xlx!Ixlx!|x!|x 13118 L o o

IIpumeuanue:
1)  Huctpubyrus

2)  OOpa3 KoHTelHepa.

Ne u3zmMeHeHus: IMoxmuce oTB. MUNA:

‘ JlaTa BHECEHUS U3M:




B tabnuie 3.2 npuBeeHpl KOMIOHEHTHI M3esi BRIMOTHSIIONINE MEPhI 3alIUThl HHPOPMAIIUH.

Tabmuna 3.2 — KoMIoHEHTHI pealn3yone Mephl 3allUThl HHPOpPMaun

30
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1 ®CTIK
s | a5 | 6 | ng | LOCTP — Kuu
57580.1-2017 | CYBJ, I'ucC UCIdn KB OH Jucnozunusi Mepsl | Komnonent
HanMeHoBaHnue _ ]~ d~Tal~1sa
Rl TR S R 2] e € °
S &l 8lel gl gl Ne6d | Nel7 N21 | 23
© © Ne31
N Qi | Qi | 8| | &
Unentudukanus wu V3111 CVYB/
ayTeHTU(UKAIIHS Wnentuduxanus u -
cy6’]) €KTOB JIOCTyIla X X X x| X X X X gﬁé X HNAD.1 HNAD.1 HNAD.1 ayTeHTH(bI/IKaHI/Iﬂ JaDOg
U 00BEKTOB JOCTYIa P '30 MOJIb30BaTENeH DS
(UA®D) X X[ —[x[=]x]— A
CYB/[
X|X|X|X|X|X|X]|X — — HAD.3 HAD3 | HA®3 | lpasncuue -
UJICHTU(HUKATOpaMH jaDog
PILII VYnpasienue
XX X[ XX | X|X]|X PI[‘23 — NAD .4 NAD.4 NA®.4 | cpencrBamu CYBA
' ayTeHTH(UKALUH
X X[ XXX |X|X|X CYBL/
X X X X P1.19 SecurityProfile
T T T T P11.20 X TAD.4(1r) o o [TaponbHbIe IDS
P1.21 ' MIOJINTUKU CYBJY
X|—| X| —|X|—|X|— P22 SecurityProfile/J
DS
CYB/l/pwgen
— ] | X[ X|X[X[|X|X
— — NAD.4(2) — — I'enepanuu naposnei
X| —| X| —| X |—|X|— IS
X X X[ XX | XXX 3amuTa 0OpaTHOH CVYB/
X X X X P18 X UAD.5 HNAD.5 — . DS

Ne u3mMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M: ‘
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TIK
s | a5 | 6 | ng | LOCTP TP P Kun
57580.1-2017 | CYBJ, I'ucC UCIdn KB OH Jucnozunusi Mepsl | Komnonent
HanmMeHoBaHnue _ ]~ d~1lal~1a
AR A A S
Sl & Bl &l E| &l Bl & Ne64 | Nel7 N21 | o239
© © Ne31
N Qi | Qi | S| | &
— — — jaDog
XX XXX [|X[|X|X
VYmpasienue x| __|x x| x|_ V3I1.8 o o o o Onpenenenue DS
JOCTYIIOM Y3I1.18 MaTpulbl 10CTyNa
cyosekroB gmoctynma | X | X | X | X | X | X | X | X CYBJI
K 00BEeKTaM JocTymna VYupapnenue
(YILL) o I e el R Y3IL3 X YA YIA1 YIA1 MTOJTL30BATENSIMHU JDS
XX X[ X[ X[ XXX jaDog
CYB//ja_Sync
XX | X | XX | XXX VILI(1) ABTOMAaTH3MPOBAHHO Ldap
_ T : T o ro ynpasienus ¥3 CYBbl/ja_Sync
X|— | X|—| X |—|X|— Ldap/ JDS
V3113 ABTOMaTHUYECKOE
XX X[ XXX [X|X : — YII.1(2) — — ONoOKHUpOBaHHE CYBJ
V3I1.13
BpEMEHHBIX Y3
X X X X ABTOMaTHYECKOE CYBJ/
V3II.15 — YIIJ.1(36) — — ONOKMpOBaHHE SecurityProfile
Xl x| X || X | — HEaKTHBHEIX Y3 IDS
ABTOMaTHYECKUN CYB/l - ja Log
R R e R - o YIAIG) - - KOHTpOJIb Y3 -JDS
Y3IL1O Peanuzanus meronos
XXX X|X|X|X|X V3IL.11 ’ CYBA
P31 THUIIOB U TIPaBUIT
P H' 32 X VIII.2 VIII.2 VII[.2 | pasrpaHuyeHus
SN NN tocma gl || s
MAC.4
XX |X|X|[X|X|Xx|X — X | VIL2(1) — — Pasrpamiienus CYBJ
JocTymna

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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HaumMmenoBanue

I DOCTIK
J4 | J5 | 36 | 18 roct p S KOV u
57580.1-2017 | CYB/J, ruc HUCIIIn KBO Jucno3unus mepsl | KommoHneHnT
AR o
S| & Bl & 8| & &l & Ne6d | Nel7 M2t | N2
© © Ne31
M| O{ | O1H| 6| H| &
MPH BXOJIE
Paznenenue CYB/]I
X|— X |—|X|—| X |— .
— — VIIA4 | VIA4 | VIgI4 |nomHomon
MOJIb30BATENCH,
JDS
X|— 1 X|—| X |—| X |— aIMIHHCTPATOPOB
CYBJ
XXX | XX X)X )X _ _ VILS | YIULS | YIS HMe‘gnga;;;}:en - DV
X|— | X|—|X|—|X]|— 5 P JDS
XIxIx|Ix|x|x|x|Xx OrpanuueHue CYBH/
P/I.11 X VIIJ1.6 VII/L.6 VIIL.6 HEYCTIEIIHBIX SecurityProfile
X|— X | —| X|—| X | — IONBITOK BXOJA JDS
XXX XXX [|X|X Brokuposanue V3 CYB]I
— X VII.6(1) — — MIPH HEYCIIEIIHBIX
X|—|X|—]|X|—|X]|— HOINBITKAX BXO/Ja DS
OrpannyeHue yucia CYbA
XX X[ X|X|X|X|X
PJII.12 X VIII.9 VIII.9 VYIIA.9 | napamienbHbIX DS
X — | X|— | X|—| X |— CEaHCOB
Koutpons u CYB/]]
X|X|IX|IX|X|X|XI|X OTOOpaKeHne
aJIMUHUCTPATOPY
— — YIIA.9(3) — — YHCIIO aKTHBHBIX
napasuIebHBIX DS
X|—| X | = X|—=|X|—= (OIHOBpPEMEHHBIX )
CEaHCOB
OnoBernieHue
X|—|X|—|X|—|X|— — — VIIZ.9(4) — — aJMHHHCTPATOpA O JDS
MPEBBIIICHUN YHCIIa

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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HaumMmenoBanue

J18

rocrT p
57580.1-2017

Hpuxkazst PCTIK

CYB]

ruc HUCIIAn

KHUMU u
KBO

JAucno3nnms Mepsbl

Kommnonenr

Hucr.V)

Oo0p.k.

Huer.D
Oo0p.k.
Huer.D
Oop.k.?

Huer.D
Oop.k.?

Ne64

Nel7 Ne21

Ne239,
Ne31

napaijiCIbHbIX
CCaHCOB

Perucrparus
COOBITUH
6ezonacnoctu (PCB)

PCBb.1 PChb.1

Omnpenenenue
COOBITHI
0e30IacHOCTH,
ITOICIKATIMX
pErucTpanuu, u
CPOKOB MX XpaHCHHSI

CYBJ/
ja_seceventlog

PCB.1(4a) —

XpaHeHHE TOIBKO
3ammcey o
BBISBICHHBIX
COOBITHAX
0e30ImacHOCTH

CYBJ/
ja_seceventlog

V3I1.22

PCB.2(1a) —

3amuch
O OJIHUTEIHHOMI
UH(pOpPMaLUH

pgAudit

CYBLY
ja_seceventlog

V3I1.23

V3I1.24

V3I1.25
P/1.39
P/1.40
PJ1.41
P/1.42
P/1.43

PCB.3 PCB.3

AV]L4

XpaHeHue
nHpOpPMAIUH O
COOBITHSIX
0e30MacHOCTH B
TEUCHHE
YCTaHOBJIEHHOT'O
BpEMEHH XpaHEeHUs

CYBA /ja_Log
/ JDS

X|—|X|—]| X |—

MAC .4

PCB.3(1) —

I{eHTpanu30BaHHOE
XpaHeHHE COOBITHH
0€e30I1aCHOCTH

CYB/l/ja Log/
IDS

XXX | XX

X

PCb.6 PCb.6

AVL3

I'enepupoBanue
BpPEMEHHBIX METOK

CYbA

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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4 | 35 | 36 | ng | LOCTP TP KIU
57580.1-2017 | CYBJ, I'ucC UCIdn KBOH Jucnozunusi Mepsl | Komnonent
HanmMeHoBaHnue _ ]~ d~1lal~1a
el 2] e % e £ e € S
S| & Bl & 8| & &l & Neod | Nel7 N21 | 239
© © Ne31
N Qi | Qi | S| | &
Bamnuta wHGOpMAIHK CYBJ
X|— X|—|X|—]|X|— — X PCB.7 PCB.7 AY]I.6 | o coObITHAX CYBA /ja_Log/
0e30MacHOCTH JDS
[Ipocmortpa u
aHam3a
xlIx|lxl_lx|_ o o PCE.8 L AVIL9 I/IHil)OI)M&LII/II/IO CYBA /ja Log/
NEHCTBUIX JDS
OT/ICNBHBIX
MOJIb30BaTENeH
ABTOMATH3UPOBaHHA
st 00paboTKa 3anuceit
coOBITHIH CYBA /ja Log/
X=X || X|—|X|— o o PCH.3(1) o o 0€30acHOCTH Ha IDS
OCHOBE KPUTEPHUECB
M30MPaATETHHOCTH
ObecnieueHue KonTpons - Csum/
LIETOCTHOCTH XXX X | X|[X|X]|X V3II.11 X OLJI.1 OLJI.1 OLJI.1 LIETOCTHOCTH Ja_
i SecurityProfile
HH(POPMAITHOHHON KOMITOHCHTOB
CHCTEMBI " Kontpoins
uHpopmarmu (OLJI) | X | X | X | X | X | X | X | X — — OLL.2 OLJL.2 OLJL.2 | memoctHOCTH CYBJ
nH(pOopMaLUH
Kontposns TouHOCTH,
X|X|X|X[X|X|X|X — — OLJL7 | OIUL7 | OILJL4 |[oMHOTH CYB]I
MPaBUIBHOCTH
JTAHHBIX
Obecnieuenue X —| X|—|X|—| X |— [Tepuonuueckoe pg_proBackup
AOCTYIIHOCTH — X O[T .4 O[T .4 OAT.4 | pe3epBHOE pg_proBackup/J
undopmanmu (OAT) | X | —| X | — 1 X | — | X | — KOIMPOBAHUE DS

‘ Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M: ‘
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| 35 | 36 | ng | LOCTE TP P Kun
57580.1-2017 | CYBJ, I'ucC UCIdn KBOH Jucnozunusi Mepsl | Komnonent
HanmMeHoBaHnue _ ]~ d~1lal~1a
AR A A S
S| & Bl & 8| & &l & Ne6d | Na17 N1 | 23,
© © Ne31
N Qi | Qi | S| | &
X|— X|—|X|—]| X |— pg_proBackup
BoccranoBnenus
<l x x| x| — X OIT.5 OIT.5 OIT.5 I —— pg _pro]]j%gckup/J
XX X[ X[ X|X|X|X — X OHT.6 (2) — OAT.7 | Knacrepuzanus ja Dog
OrpanuueHue brnokupoBaTs
MPOrpaMMHOM xlIxIxIxlxlx!x|x X 3arpysKy CYBJ/
cpenpl o o o o 10, He BKJIIOYEHHOTO ja_CSum
B niepeuenb [10
KonTpons
OTCYTCTBHS
H3BECTHBIX
(omHMcaHHBIX)
YASBUMOCTEH XX |X[X|X|X|X]|X 1[311.8 — — — —
3aIUTHI
nH(pOpMaLUH
00BEKTOB
nHGbOPMATH3AINN
IIpumeuanue:

1)  JHuctpubyrus

2)  OOpa3 KoHTelHepa.

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




36
643.72410666.00067-06 94 01

3.1. UnenTnpukanusa ¥ ayreHTHGUKANUSA CYOBEKTOB A0CTYNa U O0BEKTOB
nocryna (MAD)

3.1.1. Mepa 3amutsl UAD.1
CYB]l «Jatoba» peamuzyer wmepy OezomacHoctn WA®D.1 «Mnpentudukanus u
ayTeHTU(HUKAIUS TTOJIb30BaTelNeH, SBISIONIMXCS PAOOTHUKAMU ONIEPAaTOpa» B YACTH CIIEAYIONIUX

TpeOOBaHUIA:

- UICHTH(PUKAUSA ¥ ayTCHTH(PUKAIUS TOJIh30BATEICH, SBISIONUXCSI PaObOTHUKOM

orepaTopa;
- ayTeHTH(UKAIUS TTOJIH30BATEIISI OCYIIECTBIISETCS C HCIIOIh30BAHUEM TTapOJICH.
CYB/]] momnepxuBaeT METOABI ayTCHTU(DUKAIUN:

PASSWORD;

- GSSAPI;
- LDAP;

- PAM;

- RADIUS;

- SSL;

SSPL

Cob6ctBenHbIM Mexanm3MoM ayTeHTudukanmnmu CYBJl sBisieTcs MeToa ayTeHTH(PUKAIUN
«Password». Jlamubrii meron cormacHo «['OCT P 58833-2020. HamuonanbeHBIM CcTaHIApT
Poccwuiickoit @enepannu. 3amura nadpopmanun. Unentudukanus u ayrearudukanus. Oomme
MOJIOKEHUS OCYIIECTBIIICT MPOCTYI0 OMHO(PAKTOPHYIO ayTEHTU(UKAIHMIO C HU3KUM YPOBHEM

JTOBEpUSI.

OcranbHble METOJbl AyTEHTU(PHUKAIMU MPEANOIaraloT yCTAHOBIEHUE JOBEPUTEIbHBIX
OTHOILIEHUIN MEXIY 00BEKTOM AOCTYIA U CYOBEKTOM JOCTyIa Ha CTOPOHE BHEUIHHX CEPBEPOB,
kotopble He sBisitorcss OO. B cBoro ouepens CYBJl noBepseT BHELMIHEMY CEpBEpY, KOTOPHIM

IIpOBE/ICHA ayTEHTU (UK.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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JUis ~ WCTIONB30BAaHUSI  METOJIOB  ayTEHTU(UKAIMH, HWCIOJB3YIOIMHUX  MEXaHU3MbI
OMEpPAlMOHHONW CUCTEeMBbl (TPEThEl CTOpPOHBI), OMNEpALMOHHAs CHUCTEMa JOJKHA ObITh

cepruunrpoBaHa HA COOTBETCTBUE YPOBHIO JIOBEPHS HE HUKE YPOBHIO JOBEPUS U3/ICIHS.

Metonpl  ayTeHTU(UKALMKM,  HCIOJNb3YIOIIME  JIOBEPEHHYIO  TPETBIO  CTOPOHY,
paccMaTpuBaroTCs Kak (yHKIHOHANbHbIE BO3MOXHOCTH CYBJI, HO He Kak (hyHKIMOHAIbHBIE

BO3MOXKHOCTH O€30IIaCHOCTH.
Nnentudukanuio u ayTeHTUPUKAINIO CYObEKTOB JOCTYIIA BBHITIOIHSIOT:
— CVYB]l «Jatobay;
- JDS;

— jaDog.

3.1.2. Mepa 3amutsl UAD.3
CYB]] «Jatoba» peanuzyet mepy 6e3onacHoctu MAD.3 «YnpaBnenue uaeHTUUKATOPAMH,
B TOM YHUCJIC CO3/IJaHUE, MPUCBOCHHUE, YHUYTOXXCHHE HICHTU()HUKATOPOBY» B YACTH CIIEIYIOIIUX

TpeOOBaHMIA:

- dbopmupoBanne wuACHTH(HUKATOPA, KOTOPBI OAHO3HAYHO  HJICHTH(PHUIHPYET

M10JIb30BATEIs;
- MPUCBOEHHNE UACHTU(HUKATOPA OITH30BATEITIO.

[Ipu mnepBuunoil wuneHTH(UKanmu mnonb3oBarenss CYBJl, T.e. mpu ¢opmupoBaHUH
uH(popManmu o CyObeKTe JOCTyNa U peructpanuu nadopmanmn o cyonrekte qocryna B CYB/I, emy

MPUCBANBAETCS YHUKAIBHBINA UACHTU(DUKATOP.

Unentudukaropom ciyxur wums nonb3oBatenss B CYBJ u  yaukamenbeii  OID
reHepupyeMblii aBToMaTuuecku Ha ypoBHe sjipa CYB/I. Mcnonb3oBaHre 0THOMMEHHBIX YUETHBIX

sarmmuceid u OID B nepeune uaeHTuPUKATOPOB HEBO3MOKHO.

3.1.3. Mepa 3amutsl UAD .4

CYB]Jl «Jatoba» peammsyer mepy OeszomacHoctu HNAD.4 «YmpaBneHue cpeacTBaMu
ayTeHTU(HUKAIIMK, B TOM YHCJIC XpPaHCHHE, BblJadya, WHUIHMAIW3AIUSA, OJOKUPOBAHUE CPEJICTB
ayTeHTU(HUKAIIMKM M TPUHATHEC MEp B Ciydae yTparbl M (WJIH) KOMIIPOMETAIlUU CPEJICTB

ayTeHTU(HUKAINI B YaCTU CIEAYIONINX TPeOOBAHUI:

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- YCTaHOBJICHHE XapPaKTEPUCTUK Hapoiisi (IMpU UCTOIB30BAHUHM B WH()OPMAITMOHHOM

CUCTEME MEXAHU3MOB ayTEHTU(UKALIMA Ha OCHOBE MapoJis):

a) 3alaHE€ MUHUMAJIBHOW CIJIOKHOCTH IIApOJIsd C ONPENEIAEMbIMU OIIEPATOPOM
TpeOOBaHUSMH K PETHCTPY, KOJUYECTBY CHMBOJIOB, COUYETAHHIO OYKB BEPXHEIrO H

HUKHETO pEerucTpa, Hu@p 1 crielralbHbIX CUMBOJIOB;

Aﬂ(i)aBI/IT nmapoJjist AO0JDKCH 3a1aBaTbCd 3JICMCHTAMU COIJIACHO IMPHUBCACHHOMY IICPCYHIO B

Tabmuue 3.3.

Tabmuua 3.3 — Andasur naposns

Ne | HammeHnoBanme JlonmycTUMbIe CHMBOJIBI KoJsimyecTBO CHMBOJIOB, LIT.
1 3arnaBHbIe OYKBBI A..Z 26
2 CtpouHble OYKBBI a...z 26
3 Hudps 0...9 10
4 Cnermanbubie cuMBOIBL | \!"#$%&()*+,-./;<=>?@[]" “{|}~ |25
Hroro: 93
0) 3aJaHUE MUHUMAJIBHOTO KOJMYECTBA U3MEHEHHBIX CHUMBOJIOB IIPU CO3JIaHUU

HOBBIX MapOJIeH;

B) 3a/laHlE€ MaKCUMaJIbHOTO BPEMEHHU JIEUCTBUSA MTApOJIs;
r) 3aJlaHlE€ MMHUMAJIbHOIO BPEMEHU JACUCTBUS ApOJIs;
1) 3alpeT Ha HCIOJIb30BAHUE I10Jb30BATEISIMU OIPEIAECICHHOIO OIIEpaTOpPOM

qHuciia IMOCICAHUX HCIIOJIb30BaHHBIX H&pOJICfI IIpH CO3JTaHNU HOBBIX naponeﬁ;

- 3alIUTa ayTeHTU(PUKATMOHHOW MHPOPMAIUK OT HEMPABOMEPHOTO JOCTYIAa K HEH H

MOJTU(UITIPOBAHHS.
Jannas ¢yHKIHs 0€30IMacHOCTH peann3oBaHa B mHTepdeiice komnoneHTa JDS.

3.1.3.1 Ycunenne UA®D .4 (1r)
CYB]] «Jatoba» peamusyer ycunenue mepbl 3amuTbl MA®D.4 (IT) B yacTu CleIyrONIIX

TpeOOBaHMIA:

- CVYB/] obecneunBaet (B maponsHoi momutuke FSTEC 1 Class) anuny mapons He

MCHCC BOCbMH CHUMBOJIOB, aﬂ(i)aBI/IT mapoJjii HE MCHCC 70 CHUMBOJIOB, MaKCHUMaJIbHOC KOJIMYCCTBO

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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HEYCIEIIHBIX TOMBITOK ayTeHTU(HUKAINH (BBOJIa HETIPABIIIBHOTO MapoJisi) A0 OJIOKUPOBKH OT 3 110
4 TIONBITOK, OJOKHMPOBKA MPOrPAMMHO-TEXHHYECKOTO CpPEACTBA WJIM YYETHOW 3ammmcu
MI0JIb30BATENIA B Cllydae JOCTUKEHUS! YCTAHOBIEHHOIO MAKCUMAJIBHOT'O KOJIMYECTBA HEYCIEIIHBIX

MOTBITOK ayTeHTuuKanuu ot 15 1o 60 MuHyT, CMeHa nmapose He Oornee yem depe3 60 mHei.

CYB/l ympaBnsieT cpeacTBamMu ayTEHTHU(UKAIMN HCIOJIb3ys BHYTPEHHUE COOCTBEHHBIC
MEXaHHU3MBI, HO JUIsl yCTAHOBJICHUS APOJIbHBIX MMOJIUTHK UCTIONB3YET paciuupenue SecurityProfile
(mogpobHoe mpuMmeHeHue pacmupenus SecurityProfile omucano B mokymenTte «PykoBOJCTBO
anMuHUCTpaTopa» 643.72410666.00067-07 95 01). Pacmupenune nmeer mpoduib mapoabHOU
MOJMUTHKA TIO0 YMOJYaHHWIO M TO3BOJSIET CO3/1aBaTh coOcTBeHHble mpoduau. K mpodumsam

MPUBA3BIBAIOTCS PA3JIMYHBIC I'PYIIIIBI MOJIL30BaTENICH U TEXHUUCCKHE YYCTHBIC 3aIllUCH.

[Tpu ucnonp3oBannu cepruduuupoBanHbix C3U Oonee BHICOKOTO YpOBHS OBEpHS, YeEM
TpeOyeT KiIacc Win KaTeropus HHPOPMAIIMOHHOW CUCTEMBI, ISl Pa3HbIX THIIOB YYETHBIX 3aMUCEH,
V1A pa3HbIX TUIOB MH(MOPMALMOHHBIX CHCTEM B 3aBUCHMOCTH OT Kjacca 3alllMIIEHHOCTH, C
WCTIOJIb30BAaHUEM PEKOMEHIAINI U T.I., OBLTH CO3AaHbI IPEIHACTPOCHHBIE MPO(HIN MAPOITHHBIX

IIOJIMTHK:

- FSTEC 1 class — npoduns ans UC nepsoro knacca 3amumennoctd ([Ipunoxenne

1. [TapameTtpsr maposnbroi monutuku FSTEC 1 Class. Ta6muma I11.2);

- FSTEC 2 class — npoduns ans UC Broporo knacca 3amumennocta (I[Ipunoxenne

1. ITapametps! naponbuoit nonutuku FSTEC 2 Class. Tabnuuna I11.3);

- CIS — mnpoduns, ocHoBanHblii Ha pexkomeHmanmsx Center for Internet Security

(ITpunoxxenue 1. [lapameTpsr maponsHOi nomutuku CIS. Tabnuma I11.4);

- Corporate 1 — xopnopaTuBHBIN MPO(UIH MEPBOrO YPOBHS ISl YUETHBIX 3amucen

nonp3oBateneit ([Ipunoxxenue 1. [apamerps! maponsaoit momutuku Corporate 1. Tabmuma I11.5);

- Corporate 2 — KOpHopaTHBHBIN MPO(HIL BTOPOTO YPOBHS IJISi YUETHBIX 3alUCEH
aMUHHUCTPATOPOB MpOrpaMMHBIX (TporpaMMHo-anmnapaTHeix) cpencts (IIpunoxenue 1.

[TapameTtpsl maposbHO# onutuku Corporate 2. Tabmuma I11.6);

- Corporate 3 — KOpHOpaTUBHBII NPO(UIb TPETHErOo YPOBHS Ul TEXHUYECKUX

(cepBUCHBIX, CITy>KEOHBIX) YUETHBIX 3aIIMCEH, NCIIOIb3yEMbIX B TEXHOJOTHIEeCKHUX mporeccax NC

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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WM BCTPOECHHBIX MPOU3BOIUTENISIMH IPOrPaMMHBIX (IIPOrpaMMHO-aNNapaTHBIX) CPEACTB B TAKUE

cpeactBa ([Tpunoxenwue 1. [Tapamerpst naponsHoii monutuku Corporate 3. Tabmuma I11.7).

Ycunennst mepsl 3amutel MA®D .4 (1) TpeOyroT ucnonp3oBanue B andasute mapoiis ot 30 1o
70 CUMBOJIOB, YTO OTPAaHUYHMBAET KOHEYHOTO TOJb30Barens Mzmenmuss B ¢GopMUpOBaAaHUHU
MapOJIBHBIX MOJMTHK, MTO3TOMY al(aBUT MapoJisd yBelWdeH 10 93 CMMBOJIOB, Kak MPHUBEACHO B

Tabnuie 3.3.

3amuTa ayTeHTH(UKAIMOHHOW WHGOpPMAIMK OT HEMpPaBOMEPHOTO JOCTyma K HEH H
MOTUGUIIMPOBAHHS 00ECIIeYNBACTCS OpPraHU3AIMOHHBIMU MepaMu O€30IacHOCTH Ha YypOBHE

OTIEpPAIIMOHHON CHCTEMBI, yCTAHOBJIICHWEM TPaB Ha KaTaJlor )KypHaja ayauTa.
Jannas ¢yHKIHs 0€30ITaCHOCTH peann3oBaHa B mHTepdeiice komnoneHTa JDS.

Komnonent JDS ynpaBnsieT napoiabHbIMU MOJIUTUKAMM:

—  CVYBJI;

Garoba Pt/ CYBR / 1011610240452 siobe-18 v/ Maporsmse oman | Ynpaenesee ronurasan
8 e

< Hazap
" &

€, Nepanerpe 0YER
& Mpsauns Aocryna
M [ocrynueie pacumpermn
|E0 Hacrpoiiku s probackup
&= Ponncysn FSTEC_1_class
B crucox coburmii FSTEC_2.class O

@ nposne

pewenns v

&, Acrusnocs B v

[rIC—

Pucynok 3.1 — Bknanka «PenaktrupoBaHue mOJIUTHKY

— MapoJbHBIMU MTOJIUTUKAMU CAMOTO KOMITOHCHTA.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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e

» D @ %" ® d B

[11]

b

Wi

MacKupoBaHus napojiedl B xypHaie ayauta CYB]/l. PexxuM MackupoBaHus maposieil B KypHaje

ayJiTa yCTaHABIMBAECTCS B KOH(GUTYpanoHHOM (aiine postgresql.conf mapamerpom:

Pucynok 3.2 - Bknagka «bezonacHOCTbY

HononautensHo, Ha ypoBHe CVYBJl, peamm3oBana (yHKIMOHAIbHAsS BO3MOYKHOCTD

log mask password=l

*postgresql.conf

828 log destination = 'stderr’
829 logging collector = on

830 log_directory = 'log'

831 log_filename = 'jatoba-%a.log'
832 log rotation age = 1d

833 log rotation size = @

834 log truncate on rotation = on
835 log_line_prefix = 'sm [%p] '
836 log statement='all'

837 [LLIEE S EERT ]

Pucynoxk 3.3 — [MapameTtpsl postgresql.conf o0si3aTenbHbIE 111 MACKUPOBAHUS TTAPOJICH

OTKII0YUTH pEeKUM MacKupoBaHus naposei SQL-KoMaH 1011 HEBO3MOXKHO.

B pesynbrare kaxnas SQL-koMmaH1a, cBS3aHHAs C yCTaHOBKOM MapoJeil, B )KypHaJle ayuTa

Oy/eT OTpakaThCsl C MACKHPOBAHHBIM ITAPOJIEM.

Hanpumep

Coznaercs nons3oBatenb CYBJ] ¢ maponem SQL-komaHmoM:

‘ Ne u3mMeHeHus:

‘ IMoxmucs oTB. MUNA:

‘ JlaTa BHeCeHHS U3M:
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CREATE USER userl with password 'nl23456';

[+1 admin1@ubuntu: ~

postgres=# CREATE USER userl with password 'n123456';
CREATE ROLE
postgres=# |:|

Pucynok 3.4 — SQL-komaHa co3qaHust Moab30BaTeNs

B xypnane ayaura CYB/] ycranoBieHHBIN Tapoiis OyAeT MaCKUPOBaH.

*jatoba-Tue.log

101 2024-06-18 07:05:05.157 PDT [7052] LOG: statement: CREATE USER userl with password '###f+!

Pucynok 3.5 — Kypuan aynuta CYB/] ¢ 3anucero co3naHus noJab30BaTeNs

3.1.3.2 Yceunenne UAD 4 (2)

CYB]] «Jatoba» peammsyer ycuienune mepol 3ammutbl UAD.4 (2) B 4acTu CIeayIONIero

TpeOOBaHUSA:

- WCIIOJIb30BaHUE aBTOMAaTU3UPOBAHHBIX CPEICTB dbopmupoBaHUS
ayTeHTHU(PHUKAIMOHHOW HH(OpManuu (reHepanuu mapoieil) ¢ TpeOyeMbIMHA XapaKTepUCTUKAMU

CTOMKOCTH (CHJIBI) MEXaHU3Ma ayTCHTU(UKAIINN.

B CVYB]] «Jatoba» peanmmzoBaHa BCTpoeHHas (PyHKLHUS «pwgeny», MpeaHa3HAYCHHAS IS

TeHepaluy naposist MO0 MHOXKECTBA MapoJIel TI0 3aJJaHHBIM ITapaMeTpam.
Hanpumep

I'enepanus naposs BemoaHsercs SQL-komanaoi:

# SELECT pwgen(10,2,2,1,1, "abcde', "ABCDE"', '@!");

[+1 root@ubuntu: /home

postgres=# select pwgen(10,2,2,1,1, 'abcde’',"ABCDE',"'@!"');

Ee@B'eb@A#
(1 row)

Pucynok 3.6 — SQL-komaHa TeHepaluy napoJis Mo MoCleI0BaTeIbHOCTH MTapaMeTpoB

I'enepanust MHOKeCTBa mapoJiel BoinonHsaercs SQL-komaHao#:

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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SELECT pwgen () from generate series(1l, 10);

[+ root@ubuntu: fhome

postgres=# select pwgen() from generate series(1l, 10);

:0Tc~m
Ld1@R7
L)jzex
Im3Z(_
95d " @7
:Tg6eT
ak=7&7
kvz+C
m{4KKQ
(10 rows)

postgres=#
Pucynok 3.7 — I'enepanust MHOKeCTBa HapoJien
I'enepanus maposis B COOTBETCTBUHU C yCTAHOBIEHHBIMU NapaMeTpamu, B JDS BeimonHseTcs

JUTS TIOJIB30BaTEIIEd KOMIIOHEHTA:

@ Hactpoiixe / Monssosarent ¢ Otwosums © MoGasims
. QT
=
Rorun Por e 0
K
admin ApwnincTpaTep CYEA, s Aroen &8
° test Aawrncrparen UG s Axrnoen solaaaaaa al@yaru
& Cuenms napons
testusert ABMARAGTDaTOD Y Loap SaGnowposan w@mailo
/. Pegaiposars
&
T Yaanms
a

i1}

Pucynok 3.8 — OkHO cMeHBI TapoJist

3.1.4. Mepa 3amutsl UAD.5
CYB]] «Jatoba» peanmmsyer mepy 6ezonacHocTH (MAD.5) «3ammra oOpaTHOW CBS3U MpHU

BBOJIE ayTCeHTU(DUKAITMOHHON WH(OPMAIIMU» B YaCTH CICAYIONIETO TpeOOBaHUS:

- 3amTa OOpaTHOW CBS3M NPU BBOJE AyTEHTU(UKALMOHHON WMH(GOPMAIH MyTEM
MCKJTIOUEHUS OTOOPaXKSHHS JJISI TT0JIb30BATENS JCHCTBUTEIHHOTO 3HAUCHHS 2y TeHTU(UKAMOHHOM

uH(OpMAINH C 3aMEHOW BBOJMMBIX CUMBOJIOB TTAPOJISl YCIOBHBIM 3HAKOM «*».

B crannapraom komnonente CLI maposb, BBOAMMEI MOJIb30BaTeNEM, HE 0ToOpakaeTcs. B

npunoxennn JDS wucmomb3yercss Tombko Meron  ayreHTH(ukammm password W mpH

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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ayTeHTHU(HUKAIMH TI0JIH30BaTENeH BBOJMMBINA Maposib HE oToOpaxaercs. B pasznmenax HacTpolku

MPUJIOKEHHUSI TAPOJIh TAKKE HE 0TOOPaKACTCs.
AHaJ'IOFI/I‘-IHO naponb, BBOZ[I/IMBIfI II0JIB30BATCIIEM, HEC OTO6pa)KaeTC$[ B KOMIIOHCHTAX:
— JDS;

—  jaDog;

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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3.2. YnpaBJieHHe JO0CTYIIOM CYyOBbEKTOB 10CcTyna K o0bekTam gocryna (YIL/I)

3.2.1. Mepa 3amutsl YII/.1

CYB]J] «Jatoba» peammsyer wmepy Oe3omacuoctu YIIJ[.1 «Ympasnenue (3aBeneHue,
aKTuBalusi, 6JIOKI/IpOBaHI/IC )41 YHI/I‘ITO)KCHI/IC) YYCTHBIMU 3allUCAMU HOHB3OB&TCHCI71, B TOM YHUCIIC

BHEIITHUX TOJIh30BATENICH» B YACTH CIEAYIOMUX TPeOOBAHMIA:
- 00BbEIMHEHNE YYETHBIX 3aIMCEH B TPYIIIHI;

- 3aBCACHUC, AaKTHUBaIlUIO, 6JIOKI/IpOBaHI/IC U  YHHUUYTOKCHHUC YYCTHBIX 3amnucen

MMOJIL30BATENICH;

- YHUYTOXKCHUC BPCMCHHBIX YUCTHBIX 3amnucen HOHB3OB&TCHCﬁ, npea0CTaBJIICHHBIX JJIA

OJTHOKPATHOTO (OTPAaHMYEHHOTO IO BPEMEHHU ) BHITIOJTHEHUS 3a7]a4 B HH(POPMAITMOHHON CUCTEME.

3aBeneHue, OJIOKMPOBAHUE M YHUUTOXKEHUE Y3 TOCTYIHO B KOMIoOHEHTe jaDog.

[+ root@node1: fusr/jatoba-5/bin

10.116.102.54> show users
: (id = 18)

10.116.102.54> |

Pucynok 3.9 — IIpocMOTp y4eTHBIX 3alMCEN B KJIacTepe

Komnonent JDS, 11t coOCTBEHHBIX TOJB30BaTeNCH, BBIMONHAECT MEPY 3aIIUTHI

uHpopmarmu YII/[.1 B gacTu TpeboBanwmii 1Mo

- 3aBCACHUC, AaKTHUBAaIUIO, 6JIOKI/IpOBaHI/IC U  YHHUUYTOKCHHUC YYCTHBIX 3amnucen

oJb30BaTeleH.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Pucynok 3.10 — Ynpasnenue nons3zoBarensimu JDS
B paznene «Pomu CYB/]» JDS BrImonmHsSET BCe BBIIETIEPEUNCICHHBIE (PYHKINOHATHHBIC
BO3MOKHOCTH O€30MMacHOCTH, 3a HCKIIOYEHHEM OJOKHpOBaHMS/pa30IOKupoBaHus Y3 IeNeBOM

CVB/I.

3.2.1.1. Ycunenue YIIA.1(1)
CYB]] «Jatoba» peanmsyer ycwienme Mepsl 3amuthl YIIJ[.1(1) B wactu ciemyromiero

TpeOOBaHHUS:

- ABTOMATU3HUPOBAHHOC YIIPABJICHUC YYCTHBIMUA 3alIMCAMHA MOJIb30BaTENICH HMCIOIIIHUX

poub «IIpaBo Bxoma».

st QyHKIIMOHATBHBIX BO3MOXKHOCTEH O€30MacHOCTH, TAKHX KaK 3aBEACHUE, aKTUBAIHS,
OJIOKMPOBAHME U YHUUTOXKEHHUE YUETHBIX 3anuceil nonb3osateneid CYB/] ucnonb3yer BCTpoeHHbIE
MEXaHU3MBI M cHenuaibHble pacmupenus. K takomy pacmupenuto otHocutcs ja_ Sync LDAP,

KOTOPO€ MO3BOJISET:
- co3laBaTh NPOPMIN CHHXPOHU3AINY;
- CO3/1aBaTh M MPUBS3BIBATH MPO(HIN MAMIUHTA K TPOGUISIM CUHXPOHU3ALINN;

- CUHXPOHH3UPOBAThH YUYETHBIC 3AIIUCH ITOJIb30BATEIICH.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:




47
643.72410666.00067-07 94 01

WNHnumanusauus
Extension
pg_ldaprolesync

CIR=/An= C Hue N mns
EXTENSION IF CEREIAIE e

NOT EXISTS CMHXPOHU3aLnn
pg_Ildaprolesync Idapsync.set_sync_profile

SELECT
Idapsync.set_sync_ Co3sgaHue manuHra
profile

SIELEET BbinonHenve

CUHXpOHM3auun

Idapsync.set_sync_
profile_map

SELECT
Idap_synchronize
(integer)

Cospanve Y3

Pucynoxk 3.11 — biok-cxema ¢hopMupoBaHUs IOTB30BaTENCH

CuHXpOHU3ALIMS YUYETHBIX 3alUCedl BO3MOXKHA €CIIU TMOJIh30BaTEIM B aKTUBHOM KaTajore
BHECCHBI B CIICNHANIbHYIO Tpynmy, u co cropoHbl CYBJ] co3man mpoduns cHHXpOHU3ANWH U
npodmis ManmuHTa. B TIporiecce CHHXpOHW3ANUK YYETHBIM 3allUCSIM MOTYT OBITh Ha3HAYCHBI
aTpuOyTHI pOJIeH HAMPSMYIO WIIA CO3aHHBIC YUSTHBIC 3aITUCH Oy Ty BKIIOUECHBI B TPYIIIIOBYIO POJIb

Y HaCIleI0BaTh aTpUOYTHI POJIEH OT Hee.

Kowmmnonent ja_Sync LDAP moxer ¢pynkimonnpoBats BMecte ¢ komnoneHToM JDV. Ipu
9TOM II0JIb30BaTEIb OT MMEHU U C IPAaBaMU KOTOPOrO0 CHUHXPOHU3HMPYIOTCS YYETHBIE 3allMCU

JOJDKEH BXOAMTH B rpynmy «dv_acctmgr.

[lomHocThi0o  pabotra  kommoHeHTa ja Sync LDAP  ommcama B JOKyMeEHTE
643.72410666.00067-07 98 01-08 «PykoBoactBo mo Hacrtpoiike. Yacts 8. CHHXpOHH3aLMS

y4eTHBIX 3anuceit ciyx0 katanoroB 1 CYB/l. Kommonent «ja_Sync LDAP».

BrimonHeHne CHHXpPOHM3ALMU TIOJIB30BATENECH TaKKe IOCTYMHO W3 mpuioxkenus JDS,
paborta koToporo ommcana B JgokymeHnte 643.72410666.00067-07 98 01-07 «PykoBoactBo 1Mo
Hactpoiike. Yacts 7. Ilomp3oBaTensckuii BeO-mHTEpdEC A aaMUHHCTPATOpoB. KoMmoHeHT

«Jatoba data safey.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:




48
643.72410666.00067-07 94 01

@ Nanpwadpr (24201 10.116.105.52:5432 v LDAP cuHXpoHn3aums

postgres

m NMpogunu [o6asuTs Mannusr CHHxpOHUIaUMA [osasuTs

profilel 10.116.102.150 389 activedirectory : Idap_users cn=aldpro_group1, uid person de=ald.de=local

l‘a test dc.ald local 636 aldpro

Pucynok 3.12 —Paznen «LDAP cunxponuzanus» (LDAP SYNC)
3.2.1.2. VYcunenue YIIA.1(2)
CYB]] «Jatoba» peanmsyer ycwnenume Mepsl 3amuthl YIIJ.1(2) B wactu ciemyromiero

TpeOOBaHUS:

- CVYB/l aBTOMaTH4YeCKH OJIOKHPYET yUeTHBIE 3aIUCH MOJIb30BATEICH NMEIOIINX POJIb

«HpaBo BXOJa» M0 OKOHYaHWU YCTAHOBJICHHOI'O ICPpUOJa IJIA UX UCIIOJIb30BaHH.

CYB/l aBromMaTtWyeckn OJOKHPYET YYETHBIC 3allUCH IMOJb30BaTENeH, IS KOTOPBIX

ycraHoBiieH napamerp « VALID UNTIL».

3.2.1.3. VYcuaenne YII/1.1(30)
CYB]] «Jatoba» peammsyer ycunenne mepbl 3amuthl YIIJ[.1(36) B wactu ciemyromiero

TpeOOBaHUS:

3) B uH(GOPMAIIMOHHOW CUCTEME JIOJKHO OCYIIECTBIISITHCS aBTOMATHYECKOE OJIOKMPOBaHUE
HEAKTUBHBIX (HEUCIIONb3YEMbIX) YUETHBIX 3alucel MOoJIb30BaTeNiel Mociie Mepuoja BPEMEHHU

HEUCII0JIb30BaHMS:
0) 6oiree 45 mHEH.

JlanHoe TpeOoBaHME BBIMIONHSACTCS yCTaHOBKOW mapameTrpa ser idle days max B

KOMITOHEHTE MapOJIbHBIX MOJUTHUK «securityprofilex:

set profile user idle days max (profile, KOJ-BO QOHEN) ;

Kommonent JDS nmns coOcTBeHHBIX ToNb30Bareniell B pasmene «be3omacHOCTB», B
rnapaMeTpe MNapoJIbHOW TMOJUTUKU «AKTUBHOCTh YYETHOM 3amUCH» YCTAHABIMBAET IEPUOJ

HEAKTUBHOCTHU 45 THEH C MOCIeIyoIHIM OJIOKUPOBAHUEM.

3.2.1.4. VYcunenue YIIA.1(5)
Komnonent JDS CYB/l «Jatobay peanuzyer ycunenue mepsl 3amutbl YII/1.1(5) B actu

CJIEIYIOUIET0 TPeOOBaHUS:

Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M: ‘
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- OIMOBCUICHUC aJIMUHUCTPATOpA, 00 H3MEHEHUU CBCI[CHI/IfI O IIOJIB30BATCIIAX, HX

pOJIsX, O6$I38,HHOCT$IX, MMOJTHOMOYHUAX, OTPAaHUYCHUAX.

Jlns peanu3anuu moTpedyeTcsl co3aaTh KaHald COOBITHHA B pasaene «YBEIOMIICHUS» B

koMmriouente JDS.

Co3sfaHue KaHana co6bITUIA

HaWMeHoBaHWE *

KOHTPONb yYeTHbIX 3anuced
MpOrPaMMHEBIA KOMIOHEHT *

CYBO v
Llens *

Jalog v

Twn coBoiTua *

COBLITUA Y4eTHBIX 3anucen v

CoBblTHA *

[MaMEHeHHe 0 +4 X A ]

M3MmeHeHme
CosfnaHue
YaoaneHue
Bnoknposka
AKTUBALMA

MpeBbllleHne KONWYeCTEa OQHOBPEMEHHLIX CeaHCoB

Pucynok 3.13 — Hacrpoiika kanamra coObITHI 7151 KOHTPOJsS Y3

[Tpu co3nanuy KaHama COOBITHI JTOJKHBI OBITH BRIOPAHBI TAPAMETPHI:
— [Tporpammubiii kKoMnoHeHT — «CYB]I»;

— [ens — coyxebnast Bl «ja_Logy»;

— Tumn coObitnst — «COOBITHS YUETHBIX 3aIHCEn;

— CobOpitust — «U3menenne», «Cozmanme», «Ynpanenuey», «bmokupoBkay u

«AKTHUBALIUSY.

Ha xontpomupyemoit CYBJ] nomkeH OBITh yCTaHOBJIIEH areHT KOMITOHEHTa <«ja_Log»

KOTOPBIN Oy/eT mepeaaBartsb KypHas coObITH B cirykeOHas bB/] «ja_logy.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Komnonent JDS nepuoanuecku 6yaet nmpocMatpuBaTh ciryxxe0Hyro b/l «ja_log» BeiOupath
cOOBITHSI 0€30MaCHOCTH M MPH MX HAXOXKICHWU MepenuieT coolmieHne vepe3 cepBuchl E-mail

u/vmm Zulip.

3.2.2. Mepa 3amutsl YIIJI.2
CYB]] «Jatobay» BemomHsieT mepy Oe3omacHoctu YIIII.2 «Peanmuzanus HE0OXOIUMBIX
METOJIOB (IUCKPEIIMOHHBINI, POJIEBOM WIIM HHON METOM), TUIIOB (UTEHUE, 3aMUCh, BHINOIHEHUE WU

MHOM THIT) U IPaBWJI pa3rpaHUYEeHMs JOCTYIIA B YACTH CIIEAYIOIINUX TpeOOBaHUI:

- CYBJl oOecneunBaeT IUCKPEHMOHHBIA  METOX  YHpPAaBIECHUS  JOCTYIIOM,
IIpelyCcMaTpUBAIOIIMI yIpaBJIEHNE TOCTYIIOM CYObEKTOB JJOCTyIa K 00BEKTaM JOCTYyNa Ha OCHOBE
UACHTU(UKAIMOHHON HH(pOpManuu CcyObeKTa W UIS KaXIOro OOBEeKTa JOCTyma - CIHCKa,
cozepxaiiero Habop cyObeKTOB JocTyIa (rpyIn cCyObeKTOB) U aCCOIMUPOBAHHBIX C HUMU TUIIOB
JOCTYyTIa, TOAJICPKUBAs MpaBa CyObeKTa J0CTyNa, yKa3aHHBIX B Tabmuie 3.5, kK 00beKTam J0CTyma

yKa3aHHbIX B Tabauue 3.4.

CVYB/] umeeT BCTpOEHHBI MEXAHU3M IUCKPELIMOHHOTO pa3rpaHuyeHus 1ocTyna. OObeKTh

JOCTYyIIa MpeJCTaBlIeHbI B Ta0aue 3.4.

Tabnuna 3.4 — OOBEKTHI JOCTYIa

Ne HaumeHoBaHnue Onucanue

1 | CYB Cucrema ynpasiieHus1 6a3aMu JaHHbBIX

2 |BJ basbl nanHbBIX

3 | Cucremuble [IpaBo Ha BBINOJIHEHHUS OOUIECUCTEMHBIX ICHCTBUN HAa YpOBHE
npuBwieruu B CYBJl | CYB/]
u bJI

4 | Cxemsl [IpocTpaHcTBO MMEH OOpasyrolee JOrMuecKyo cTpykTypy b/l u3

MMEHOBAHHBIX 00OBEKTOB

5 | Tabmutsl Oo6wext BJI, mpencrasmstonuii co00ii IMEHOBAaHHBI HAOOP CTPOK

M CTOJIOLIOB ¢ HAa3HAYEHHBIM IS CTOJIOIIOB TUIIOM JAHHBIX

6 | IlpencraBnenus [IpencraBnenuss — 370 coco0 OTOOPAXKEHMs TaHHBIX OJHOW WU
MHOXKECTBa TaOJIIl, TEHEPUPYIOUIUNCS B MOMEHT BBIIOJTHCHUS

3armpoca

Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Ne HaumenoBaHnue Onucanue
7 | MarepuannzoBansslie | O0bexkT b/l copepxkaiimii pe3ysnbTaTbl BBINOJHEHHUS 3alpoca
IIpeICTaBICHUS XpaHALIMICA HAa AMCKE, JaHHbIE B KOTOPOM HANOJHSAIOTCS JHOO

M3MEHSIOTCS C TIOMOIIIBIO 3aIipoca

8 | dyHkuu HabGop omepatopoB u BolpakeHuit Ha SQL peanusyromuit
3aKOHYEHHOE JIEUCTBUE MO 00pabOTKE JaHHBIX

9 | llocnenoBatenbHocTH | [locnenoBarenbHOCTBIO (Sequence) Ha3bIBAaeTCsl OOBEKT 0asbl
JAHHBIX MCIOJNB3YIOLIMICS I aBTOMATHYECKOIO IPUCBOEHUS
YHUKaJIbHBIX 3HAaYEHUI B TabIuuax

JINCKpEIMOHHBIN METOJI yIIPABJIEHUS JOCTYIIOM pealin30BaH Ha ypoBHe b/l: monb3oBareny,

T.C. Cy6’beKTBI A0CTyIa, MOTYT IMOJIYYUTh JOCTYII B 3aBUCUMOCTH OT HA3HAUCHHBIX UM HpHBHHCFHﬁ.

Tabmuua 3.5 — [IpuBunerun noap3oBaTeneii Ha BIOKEHHbIE 00bEKThI ypoBHS b/

IIpuBuierus Hasnayenmue Onucanue O0bexT pacnipocTpaHeHus
Select Urernue OrobOpaxkaer nansble | Tabnuiia, npeAcTaBIeHuE,
00BEKTa XpaHEHUS MaTepHaIn30BAHHOE
MIpe/ICTaBIIEHUE,
MOCJIEIOBATENILHOCTh
Insert Co3nanue Buoocur gmannele B | TaGmuma, MpEJICTABJIEHHUE,
OOBEKT XpaHEHUs MaTepUaIn30BaHHOE
IIpEICTaBIICHUE
Update N3menenue HUsmenser nannele B | TaOmuma, MPEJICTABJICHHUE,
00BEKTE XpaHEHUS MOCJIEIOBATEILHOCTh
Delete VY nanenue VYnanser crpoky wu3 | Tabnuia, MPEJICTABJIEHHUE,
00BEKTa XpaHEHUS MaTepHaIn30BAHHOE
IIpEICTaBICHUE
Truncate Vnanenne  Bcex | Ypanser Bce cTpoku | Tabmuia
CTPOK 00BEKTa XpaHEHUS
Execute Beimonnenue Beimonnenue OyHKIMA
byHKIIHN

Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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IIpuBuaerus Hasnayenmue Onucanue O0bexT pacnipocTpaHeHUs

USAGE Urenue Tekyuiero | CueTunk IlocnenoBaTenInLHOCTD
3HAYEHUS] WU €r0

WHKPEMEHT

- CVYB/l obecnieunBaeT pojeBO METO yIIPABICHHUS TOCTYIIOM, MPETYyCMAaTPUBAIOIIHIA
ylpaBJIeHHE JOCTYIIOM CyOBEKTOB JOCTyna K OOBEKTaM JIOCTyNla Ha OCHOBE pojied CyOBEeKTOB

J0cTyna.

PoneBoit MeTon ympaBiieHHsT JOCTYIIOM OCHOBAaH Ha MPUCBOCHUU POJSIM aTpuOyTOB,
MPUBEACHHBIX B Ta0mwmiie 3.6. PoneBast MoieIh MOKET MEHATHCS B 3aBUCUMOCTH OT MIPUMEHSIEMBIX

pacuupeHuit (kak onucaHo B pazaenax 3.2.3, 3.2.4) u npunoxenuit CYB/I.

[Tpu skcmmyatanuu npuinokeHus «Jatoba data safe» mcmomb3yercss TBYXKOMIIOHEHTHAS

poJieBast MOJEIIb.

Tabmuna 3.6 — ATpuOyTsl posneit

YciaoBHBIH
ATpudyT Onucanue
nepeBoj

SUPERUSER | Cynepnonb3oBareins | Pons  «Cynepnonb3oBaTenby 00JaaeT  MOJTHBIMU

npaBamu goctyna k CYB/]

INHERIT HacnenoBanune Ponn, HMMEIOLIHE aTpulyT «INHERIT»,
aBTOMAaTHYECKH HCIIOJIB3YIOT IIpaBa BCEX pOJIEH,
YWICHAMH KOTOPBIX OHM SIBJISIIOTCS, B TOM YHCIE U

YHACJICAOBAHHLIC 3 TUMU POJISIMU ITIpaBa

CREATEROLE | IIpaBo cosnanue | Ponb mMeeT paspenieHne Ha CO3JaHue IPYTUX pPOJIEH.
posn Ponb ¢ npaBom «CREATEROLE» MoXeT He TONbKO
CO3/1aBaTh, HO M U3MEHATh U YJAJIATh JpPyrHe pojiu, a

TAKIKC BblJIaBaThb W OT3bIBATH YJICHCTBO B POJIAX

CREATEDB IIpaso co3nanus | Posb nmeer paspelieHne Ha co3ganue 0a3bl JaHHbBIX

0a3bl JaHHBIX

LOGIN IIpaBo Bxoga Ponb ¢ atpubyrom «LOGIN» paccMmarpuBaercs, Kak

POJIb TIOJIB30BATCIIA 0a3nl JaHHBIX, a TaK¥XKC MOXCT

Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YcaoBHBIH
ATpuoyT Onucanue
nepeBoj

SUPERUSER | Cynepnonb3oBareins | Pons  «Cynepnonb3oBaTenby 00Ja4aeT  MOJTHBIMU
npaBamu goctyna k CYB/]
MCTIOJIH30BATHCS ISl HAYAJILHOTO MOAKITIOUEHUS K 06a3e
JAHHBIX

REPLICATION | [IpaBo perukauuu | Ponp umeeT paspeiieHre Ha 3alycK MTOTOKOBOM
peIUIMKaUU

BypassRls ATpuOYT poiH, ONpenesoNMil UTHOPUPOBAHUE BCE
MOJINTUKM 3amMThl Ha ypoBHE cTpok (RLS — Row
Level Security)

- CVYB]] obecrieunBaeT pasrpaHUYeHHE TOCTYIa K CHCTEMHBIM IIPUBWIETUSIM B CaMOM

CVYB/l u B B/l B coorBeTcTBUM ¢ TabiwmIei 3.7.

Peanu3zanus posieBoi MOJIENIN 1OCTYIIa HE OTPAHUYMBAETCS HA3HAYEHUEM aTpUOYTOB POJIEH.

CVYB]Jl mno3BoiseT pasrpaHM4MBaTH JOCTYH K OOBEKTaM JIOCTyNla Ha YPOBHE CHCTEMHBIX

npusBwiernii. Anmunucrparop bJl, npu Hanmu4YMKM 1OCTATOYHBIX MMOJHOMOYUN, MOKET HA3HAYUTh

MMOJIL30BATEIIIO WJIN TEXHUYCCKOM y‘-IGTHOﬁ 3aIMMCU CUCTCMHBIC ITPUBUJICTUN.

Tabmuna 3.7 — CucremHble npuBMIIeruy s poieit ¢ arpudyrom « LOGIN»

Ne HaumenoBaHnue Onucanue

1 | SELECT LARGE OBJECT [Tonyuenue GonbIINX OOBEKTOB

2 | SELECT SEQUENCE IlonyueHne 3Ha4eHUS CYETYMKOB

3 | UPDATE LARGE OBJECT HN3MeHeHne JaHHBIX B OOJIBIINX 00BbEKTaX
4 | UPDATE SEQUENCE OOGHOBIICHNE 3HAYCHUS CUCTYMKOB

5 | TRIGGER TABLE VYcTaHOBKa TPUITEPOB Ha TaOIHUIIbI

6 | REFERENCES TABLE Hcnonabp3oBaHue 3aBUCUMBIX TaOJIHUI]

7 | REFERENCES TABLE COLUMN | Ucnonb30BaHKie KOJIOHOK 3aBUCUMBIX TaOJIHII
8 | CREATE DATABASE Co3ganue 0a3bl JaHHBIX

9 | CREATE SCHEMA Co3nganue cXeMbl

10 | CREATE TABLESPACE Coznanue TabIUYHOTO MPOCTPAHCTBA

11 | CONNECT DATABASE INoxaxaroueHue kK 0a3e JAHHBIX

‘ Ne u3mMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Ne HaumeHnoBanue Onucanue

12 | TEMPORARY DATABASE Hcnonp3oBaHne BpeMEHHBIX TAOIUI]

13 | EXECUTE FUNCTION Brmonaenne GyHKImi

14 | EXECUTE PROCEDURE Beimonnenue npouenyp

15 | USAGE DOMAIN Hcnonp3oBanue noMeHa

16 | USAGE FOREIGN DATA | Ucnionp30BaHKe BHEIIHUX UCTOYHUKOB JAHHBIX
WRAPPER

17 | USAGE FOREIGN SERVER Hcnonp30BaHue BHEIIHUX CEPBEPOB

18 | USAGE LANGUAGE Hcnonp30BaHus sS3bIKa IPOrpaMMHUPOBAHUS

19 | USAGE SCHEMA Hcnonp30BaHue cXeMBI

20 | USAGE SEQUENCE Hcnonp3oBanue cueTuynka

21 | USAGE TYPE Hcnonp3oBanue tum

3.2.2.1. ¥Ycuuaenue YIII.2(1)
CYB]J] «Jatoba» peanmsyer ycwienume Mepsl 3amuthl YIIJ[.2(1) B wactu ciemyromiero

TpeOOBaHUsA:

- CYB/l obecreunBaeT mpaBuja pasrpaHUYEHUS JIOCTyNa CyOBEKTOB IpPHU BXOJE B

MH(POPMAIIOHHYIO CUCTEMY.

MeTtonpl pasrpaHUuy€HUs JAOCTyNa pealn3yroTcsi BCTpoeHHbIMM cpeactBamu CYB/,

KOTOpbIE PUMEHSIOTCS NP BXxoJie cyObekTa goctyna B CYB/I.

o JUia  peanmuszaumu  ycwieHus wMepbl  YIIJ.2(1) wumerorcst 3KcmyaTallMOHHBIE
OrpaHMYEHUs, K KOTOPbIM OTHOCHUTCS 3allpeT Ha UCIOJb30BAHME METOA

ayreHTHQUKAH «Trusty.

3.2.3. Mepa 3amutsl YII/1.4

CYB]Jl «Jatoba» Bemonnser mepy OezomacHoctu YIIJ[.4 «Pa3genenue oOsi3aHHOCTEH
MOJTHOMOYNHK  (poJeil), aIMHUHHCTPATOpPOB M JHI, OOECHEeYMBAIONINX (YHKIHOHHUPOBAHHE

WH(POPMAIIMOHHON CUCTEMBD» B YaCTH CIEIYIONIETO TPEOOBAHUS:

— CYB]l obecrneunBaer pasneieHre NOJHOMOYWH (poseil) moab30oBaTesei,

aJIMUHUCTPATOPOB U JIMIL, 00eCIeUNBAOIMNX (YHKIIMOHUPOBAHUE WH()OPMAITMOHHOW CUCTEMBI U

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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CaHKIITMOHUPOBAHUEC NOCTYyIIA K 00BbEKTaAM A0CTyIIa B COOTBETCTBUU C PA3ACIICHUCM MMOJTHOMOYH I

(pomneii).
BrimonHeHne Mephl 3alTUThI 00YCIIOBIEHO BCTPOSHHOU POJIEBON MOJIEIBIO, B KOTOPOIA:
- MOJIE30BATEIISIMU SIBIISIIOTCS poiiu ¢ arpulyTom «Loginy;
- anmuuuctpatopamu bJ[ — ponu ¢ atpubyramu «CreateRole» u «Replicationy;

- anmuauctpatopamu CYBJ] — ponu ¢ arpuldytom «Superuser».

ATpUGYTbI ponemn CTpyKTypa poneun B CYB[, ATpUGYTbI ponemn
SUPERUSER
CREATEDB
AaMuHuctpaTtop CYb[
P ) INHERIT
Fpynnosble
CREATEROLE ponu
REPLICATION
LOGIN L
CREATEROLE @ AaMUHKCTpaTopbl B, .A INHERIT
3 )
LOGIN q‘ ~¢
A .- F’pynnoBbie
. ponu
AaMuHuctpaTtopbl b
LOGIN

Monb3oBaTtenu b4
Pucynok 3.14 — Cxema cTpyKTypbl aTpuOyTOB poJieit

HOHOHHHTCHBHO K YCIOBHAM BBIIOJHCHWUSA MCPbI MOXHO OTHCCTHM HA3HAYUCHHUC

II0JIB30BATCIISIM CUCTCMHBIX HpHBHHCFHﬁ.

B kommnonente JDS BCTpoeHHON poJieBOMl MOJEINBIO pa3jiefieHa JOCTYIHOCTh pa3/iesioB

KOMIIOHEHTa U COOTBETCTBEHHO JOCTYI K MX ()YHKIIMOHAIbHBIM BO3MO>KHOCTSIM.
IIpenycmoTrpens! ponu:

—  Admin (Aamunuctpatop CYBJI);

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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—  Security (Anmunuctpatop 1b);
—  Auditor (Ayaurop);

— DB developer (Pa3pabotuuk B/JI).

: Hacrpoiikn | Poma £ Coapars
L]
o
= a
=8
T o
4§,
alt!
AgmnHicTpaTop ME (@) OEECNEUEHIE SEUNTE MEHOPMBLMN B BSTOMATHIRpoEaHHLIX HC, ..
AgmnnsctpaTop CYE] ® OBecneuziie aHEKTHSHON BYHKLHOHMPORaHMA, S230NACHOCTH,
L
Ayaurop ()] EHYTREHHMIA IWNW BHEWHMA KOMNNSKCHEIR 2yawT cvcTem ME. B TomM .
as PazpatioTumk B[ (@) PazpatioTka NPorpEMMHOIe KoAa ANA MEHHIYINPOEHHR JEHHLIM...

Pucynoxk 3.15— Bkiagka «Poau» JDS
3.2.4. Mepa 3amutsl YII/.5
CYB]Jl «Jatoba» Bwmonusier mepy Oezomacnoctn YIIJ[.5 «Hasnauenne MuHMMAaIbHO
HEOOXOAWMBIX TpaB © NPUBWJIETUH  MONB30BATENISAM, AIMHHHCTpATOpaM H  JIMAIAM,
oOecrieynBaOMM (YHKIMOHUPOBAHHE WH()OPMAIIMOHHON CHCTEMBI» B YacTH CJEIYIOIIETO

TpeOOBaHUSA:

- CYB]Jl oOecneumBaeT Ha3HA4YE€HHWE NPaB W MPHUBWICTHHA IOJB30BATEISIM H
3allyCKaeMbIM OT WX HMMEHH IpoIleccaM, aJAMHUHUCTpAaTopaM M JMIaM, O0eCIeYNBAIOIINM
byHKIMOHMpPOBaHNE WH(POPMAIIMOHHONW CHCTEMbI, MUHUMAaJIbHO HEOOXOIUMBIX JUIS BBITOJHEHUS
MMH CBOHX JOJDKHOCTHBIX 00s13aHHOCTEW ((DyHKIHMIT), 1 CAHKIMOHUPOBAHHUE JOCTYIA K 00BEKTaM

A0CTyIa B COOTBCTCTBMU C MUHHUMAJILHO HGO6XOI[I/IMBIMI/I npaBaMu U IMPUBUJICTUAMMU.

Mepst VII[{.4 u YII/I.5 noruuyecku cBsi3aHbl MEXAy COOOHM, T.K. TpeOYIOT pas3aeieHus
nosHomounii. PoneBas wmopens CVYBJl  pasrpaHuumMBaeTr pojii  Ha  I0JIb30BaTeleH,

aJIMHHHCTPATOPOB U Jinil, obecrieunBatomux GyHkiuonupoanue MC.

JIist Ha3HaYeHUSI MUHUMaIbHO HEOOXOMMBIX TIPaB ¥ MPUBUIIETUH BBIIICOMMCAHHBIM JIUIAM
npumensiercs pacmupenue JDV. Pacimpenune onucano B jokymente 643.72410666.00067-07 98
01-02 «PykoBoacTBo 1o Hactpoiike. Yacts 2. Kontpons cyobekToB nocryna. Komnonent «Jatoba

data vaulty.

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Tunosas ponesas moaens CYB/], npeacrasnenHas Ha pucyHke 3.16, npu HCOIb30BaHUN

pacmmpenust JDV uzmensiercs.

VYcnoBHas rpynna «AamuHucTpaTopbl BJl» pasnensercs Ha AONOJHUTEIbHBIE POJIU C

nepexo oM (QyHKIIMOHAIBHBIX BO3MOKHOCTEH TIO:
- aJIMUHUCTPUPOBAHUIO 3AIUIAEMBIX TaOJIUI] U TIOJIH30BATENICH;
- MOHUTOPHUHTY pOJieH, 0OBEKTOB U CXEM;
- aJIMUHUCTPUPOBAHUIO TIOJIB30BATEICH.
Ponesas monens cocToUT U3:
- AnmuHHCTpaTopoB 6a3 nanHbIX (Database administrator);
- AnMmuHHCTpaTOpoB Oe3omacHoCcTH (Security administrator);
- AynautopoB (Auditor);
- AnmuHHCTpaTopoB noas3oBaTeneit (User administrator);
- 3ammuiraeMbIX 1 0OBIYHBIX TTONIb30Batelel (Protected users & users).

JIns aAMUHUCTPUPOBAHUS 3alIMINACMbIX TaONHMIl W IIOJIb30BATENCH aJIMUHHCTPATOP
6e3onmacHoctu (Security administrator) mmeer ponb «dv_owner», HmpuW 3TOM OH HE HMEET

(YHKIIMOHAIBHBIX BO3MOXHOCTEH 110 aIMUHUCTPUPOBAHUIO MOJIB30BaTEIICH.

Aynutop (Auditor) oTHeceH K TpynmoBoi ponn «dv_secanalysty u ero GyHKIIMOHATbHBIE

BO3MOKHOCTHU OT'PaHUYCHBI IPOCMOTPOM COOBITHH 6C3OHaCHOCTI/I, IrCHCPUPYCMBIX KOMIIOHCHTOM

JDV.

Anvmuanctparop nonb3oBareneid (User administrator) otHecen k ponm «dv_acctmgry u
MMEET SKCKITIO3UBHYIO (PYHKIIHOHAIBHYIO BO3MOXKHOCTb 10 3 IMUHHCTPUPOBAHHIO TIOJIH30BaTENEH,

BKJIIOYAIOIIYIO B TOM YKCJIE CMEHY MapoJiel MoJIb30BaTEIIeH.

3amuiiaemsie nosnb3oBarenu (Protected users), siBisitoniuecs BiajenblaMu TaOuuil(bl) U
(w1K) UMeErolINe CreUUaNbHOE pa3pellieHne Ha JOCTYI K 3allUIIaeMOMy OOBEKTY, OTHOCATCS K
TpYyMIIOBOM poiu «dv_groupy.

OcTasibHbIE TI0JIB30BATENH (USErS) MOTYT OTHOCHUTCS K JIFOOBIM JIPYTUM I'PYHIIOBBIM POJISIM.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Protected users &
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Database (S) (S] bV ©

@® administrator m Jov m (MOHUTOPUHT) m Jbv
(CREATEDB)
()

) Securityprofile

3awmwaemMbix Tabnuuy n
nonb3oBaTenen

[ AOMUHUCTPUpPOBaHNE ]

De

( (DyHKLI.VIVI MOHUTOPUHTIa

( NorupoBaHue ponen

i __k @OFMPOBBHMQ 06'beKTOB)
=

jdv.jdv_log ( NorunpoBaHue cxem

AOMUHUCTPUPOBaHUE
nonb3oBaTenemn

[ [ 4
m m
Monb3oBaTtenu b, Monb3oBaTtenu b,

Pucynok 3.16 — Pacripenenenne ¢pyHKIIMOHAIBHBIX BO3MOKHOCTEH

B xommonente JDS nByXKOMIIOHEHTHAsI poyieBasi MOJENb JAOCTyNa peain3yeT (yHKIUIO

0e30MacHOCTH Ha3HAYECHUST MUHUMAJILHO HCO6XOZ[I/IMLIX npaB 1 HpI/IBI/IJICFI/Iﬁ II0JIB30BATCIISIM.

3.2.5. Mepa 3amutbl YII/1.6

CYB]Jl «Jatoba» Bemonusier mepy OezomacHoctu YIIJ[.6 «OrpanuyeHune HeyCHENTHBIX
MOTIBITOK BXO/a B MH(POPMAIIMOHHYIO CHCTEMY ([I0CTyNa K WH(OPMAIIMOHHOW CHCTEME)» B YaCTH

CJIETYFOIIHNX TPeOOBAHUM:

- CVYB/]] obecnieunBaeT OIOKHpOBAHHME yUETHOHM 3ammcu ¢ atpubyrom «Loginy mpu
MIPEBBILIEHUN I0JIb30BATEJIEM OrPAHMUYEHHUs KOJIMYECTBA HEYCHEIIHbIX IONBITOK BXOJa B

MH(POPMAIIOHHYIO CUCTEMY.

OrpaHndeHre KOJWYECTBA HEYCICITHBIX MOMBITOK BXOJa B MH(POPMAIMOHHYIO CHCTEMY
(moctyma x MHGOPMAIMOHHOW CHUCTEME) JOJDKHO oOecreunBaTbest B cOOTBETCTBUU ¢ UAD.4 n

peanu3oBaHo B mapamerpe securityprofile.failed login attempts pacmmpenus SecurityProfile.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Komnonent JDS B pasgene «IlaponbHble MOJIUTUKWY, IPU YCTAaHOBJIEHHOM KOMIIOHEHTE
SecurityProfile na nenesoit CYBJ] nMmeeT BO3MOKHOCTh YHpPaBICHHS MapaMeTpaMH MapOJIbHBIX

MOJIUTHK, B YACTHOCTH MapaMeTpoM «bIIoKupoBKa mpy HEYIa4HOM MONBITKE ay TEHTU(DUKAIIII.

WUnentnuyapivM napamerpom JDS ympaBisier s coOCTBEHHBIX IMOJIb30BATeNel B pasnene

«be30macHOCThY.

3.2.5.1. VYcuuaenue YII.6(1)
CYB]] «Jatoba» peanmmsyer ycwienume Mepsl 3amuthl YIIJ[.6(1) B wactu ciemyromiero

TpeOOBaHUsA:

- CYB]Jl oOecneunBaeT aBTOMATHYECKOE OJIOKMPOBAHWME  yUYETHOW  3ammcu
MOJIb30BATENI TPH MPEBBIIICHUNA MOJIH30BATENIEM OrPAaHUYEHHUS KOJMYECTBA HEYCIEIIHBIX
MOMBITOK BXOJa B WH(GOPMAIIMOHHYIO CHUCTeMY (IOCTyma K WH(POPMAIMOHHOW CHCTEME) 3a
YCTaHOBJICHHBIH MIEPHUOJ BPEMEHHU C BO3MOXKHOCTBIO Pa30I0KUPOBAHNUS TOIBKO aJMHHACTPATOPOM

WJIN WHBIM JIMIIOM, UMCIOIIUM COOTBECTCTBYIOIIUC ITOJTHOMOYHA (pOJIB).

[Tpu nHUIIManTM3npoBaHHOM pacmupennn SecurityProfile ycranaBnuBaioTcst mapamMeTpsl:

- securityprofile.failed login attempts — KoOIWYecTBO HEYJAUHBIX  IOIBITOK
ayTeHTHU(DHUKAIIIH;
- securityprofile.failed login attempts max time — Bpems, B TEYEHHE KOTOPOTO

JIOITYCTUMO OIIHOUTHCS,
- securityprofile.password lock time — Bpems 61OKupOBaHMSI TOJTH30BATES.

B  caywae, «korma momp3oBaTedh B TEYEHHE ~ YCTAHOBIEHHOTO  BPEMEHH
(failed login attempts max _time) MPEBBIIIAET KOJIUYECTBO HEYJauHbIX MOMBITOK
ayrentudukanuu (failed login attempts), mapamerp «password lock time» wurHopupyercs u

M0JIb30BATEINb OJIOKUPYETCS HABCEr1a, T.€. 0 MOMEHTa pa30JI0KUPOBAaHUS €ro aIMUHUCTPATOPOM.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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KonnyectBo HeyaauHbIX NOMNbITOK BXo4a

securityprofile.failed_login_attempts =5

dp &y &y & &

time >

A

>
securityprofile.failed_login_attempts_max_time = 300 \‘ securityprofile.password_lock_time = 3600 J
T |

Vl

Bpems, B TeUEHME KOTOPOro AONYCTUMO OWMBUTLCA Bpems 610KMPOBKM No/b30BaTENSA

Pucynok 3.17 — Bpemennas nuarpamMma

Pa36ioknpoBaTh yYETHYIO 3alTUCh MOXKET TOJBKO CYyOBEKT, 001aJa0MMidi TOTHOMOYHASIMU
YIPABJIEHUs YYETHBIMM 3alMCSIMU IoJsib3oBateneid. Hanpumep, anmunuctparop b/l ¢ arpubyrom
pomu «Createrole». IIpu akruBupoBanHOM pacmupennn JDV naHHbIN CyOBEKT T0JKEH BXOIUTH B

rpymmy «dv_acctmgr.

3.2.6. Mepa 3amutsl YII/1.9
CYBJl «Jatoba» Bemonuser wMepy Oe3zomacHoctu YIIJ[.9 «Orpanuuenue uymcna
napajuIeIbHBIX CEAHCOB JTOCTYyMA JJISl KaKI0W yUETHOHM 3alHCH MOIb30BaTeNs HH()OPMAITMOHHOM

CUCTCMbD» B 4aCTU CIICAYIOUICTO Tpe6OBaHI/I}II

- CVYB/] obecrieunBaeT orpaHMYEHIE YHMCIIa apaJjIeIbHBIX CEaHCOB J0CTYyMa (KBOTOM

COEIMHEHUN) [T KayKIO0W yUETHOMN 3alUCH TOJIb30BaTeNs (poiu U poseit ¢ arpudyrom «Loginy).

[lonknrouenus mnoaws3oBareneil JDS orpaHuumBaroTCs B KapTOUYKE I0JIb30BATEINA

apaMmeTpoMm «JIMMUT MOJIKITFOYEHHI.

3.2.6.1. Ycuaenme YIII.9(3)
CYB]J] «Jatoba» peammsyer ycwunenme Mepsl 3amuthl YIIJ[.9(3) B wactu cnemyromiero

TpeOOBaHUS:

- CYB/l mo3BomsieT KOHTPOJIMPOBATH M OTOOpakaTh aJAMUHUCTPATOPY YHCIIO
aKTUBHBIX MapalieNbHbIX (OAHOBPEMEHHBIX) CEAHCOB (Ceccuid) A KaXKJIOM Y4YeTHOM 3amucu

oJb30BaTelEi.

Ne u3MeHeHUS: HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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OrpanudeHue 4uciia napaule]bHbIX CEAHCOB I0JIb30BaTENIEH BBIOIHIETCS BCTPOECHHBIMU
mexanuzmamu CYBJl ycranoBkoil mapamerpa « CONNECTION LIMIT» npu co3manuu uinu

HU3MCHCHUU POJIA.

OTtoOpakeHre aJIMUHUACTPATOPY YHCIIA MapalUIebHBIX CEAaHCOB aKTHBHBIX ITOJIb30BaTENICH

peanm3oBaHo GyHKIHOHATBHBIMU BO3MOKHOCTssMA CY Bl pu momonu SQL-komaH Tk

SELECT * from pg stat activity;

JIOMOTHUTENPHO B~ KOMIIOHEHTE  IIOJIb30BAaTENbCKOTO  BeO-mHTepdeiica s
anMuHUCTpaTOpoB «Jatoba data safe» B monmpasnene « AxkruBHocts bJ]» (DB Activity) Ha Bitagke
«IlogxntroueHus» 0TOoOpakaeTcs YUCIO AaKTHBHBIX NapajuleNIbHbIX (OJHOBPEMEHHBIX) CEAHCOB

(ceccuit) A Kaxa0M y4eTHOM 3aMUCH MOJIb30BaTENCH.

@toba Nogniovesus J0S ¢) Otrosims v
[ R— v
55 Mowmopuer &

@ mamwssrpocos v

P S—

My A pucos

Pucynoxk 3.18 — Ioxgpaznen «AxtuBHocTh b/[» (DB Activity), Bknanka «[loakimrodaeHus
Bxnaaka «I[logkmiouenust JDS» oToOpa)kaeT KOJIMYECTBO MOAKIIOYEHUN K KOMIIOHEHTY

MOJIb30BATENIbCKOTO BeO-uHTepdeiica 11 afMUHICTPaTopoB «Jatoba data safe».
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B Npomsqrenshsen. v 192.168.23762 D5 2.10.0-devel - Opera/ 124 0 (Windows 10) 1445

T —
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Pucynok 3.19 — Bxnaaka «Iloakintouenust JDS»
3.2.6.2. YII.9 4)
Komnonent «JDS» CYB/]] «Jatoba» peanusyet ycunenue mepsl 3amuTsl YII/1.9 (4) B wactu

CJIEIyIOIETO TPeOOBaHMUS:

- OIOBEIEHUE AIMUHUCTPATOPA O TOIMBITKAX IPEBBILIEHUS YUCIA yCTAHOBJIEHHBIX
JIOITYCTUMBIX aKTUBHBIX [TApaJIJIEJIbHBIX (OJHOBPEMEHHBIX ) CEaHCOB (CeCcCUil) I KaX /101 y4eTHON

3aIllMCH.

Jlns peanu3anuu mMoTpedyeTcsl co3aaTh KaHald COOBITHHA B pasiene «YBEIOMIICHHUS» B

koMrioHeHTe «JDS».
‘ NQ N3MCHCHUA. ‘ HOI{HI/ICB OTB. JHULIA: ‘ I[aTa BHCCCHUA U3M.
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Co3paHue KaHana cobbITUA

HauueHoBaHNE *

Konu4ecTeo CeaHcoB

MporpaMMELIA KOMIOHEHT *

[cva,u VJ

Liene *

Jalog v
TN COBBITHA *
COBbITUA Y4ETHBIX 3aMMCed v

CofbltmAa *

ﬂpEElb[LLIeHHE HKOMWUYeCcTEa OQHOBPEMEHHGIX CESHCOB

Pucynok 3.20 — Hactpoiika kaHana cOOBITUIA JUIsl KOHTPOJIS NTapaJlIeIbHBIX CEAHCOB
II0JIb30BATEIICH

[Tpu co3manny KaHama COOBITHI JOJKHBI OBITH BRIOPAHBI TAPAMETPHI:

- [Tporpammubiii koMnoHeHT — «CYB]I»;

- Lens — coyxebnast Bl «ja_logy;

- Tumn coObitnst — «COOBITHS yUETHBIX 3aIHCEn;

- CoObitus — «IIpeBbliieHne KOIM4YecTBa OTHOBPEMEHHBIX CEAHCOBY.

Ha xontponmupyemoit CYBJ] nomkeH OBITh yCTaHOBJIEH areHT KOMITOHEHTa «ja_Log»

KOTOPBIN Oy/eT mepeaaBartsb KypHai coObITuil B cirykeOHas B[ «ja_logy.

Komnonent «JDS» mnepuommdeckn Oyner mpocmarpuBaTh ciyxkebnyio bJl «ja log»
BBIOMPATH COOBITHS OE30MMACHOCTH W TIPH UX HAXOXKJIEHUH TEPENUIeT COOOIIEHNE Yepe3 CEPBUCHI

E-mail n/umm Zulip.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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3.3. O0ecnieuyeHne HEJTOCTHOCTH MH(OPMALMOHHON cHCTeMbl MH(OpPMALMU U
UH(popMaALUH

3.3.1. Mepa 3amutsl OLJI.1
CYB]Jl «Jatobay BemomHsier mepy Oe3omacHoctu OIJI.1 «KonHTposb 1emocTHOCTH
MpOrpaMMHOI0  OOECIEeUeHHMs, BKJIIOYas MPOrpaMMHOE OO€CleueHHe CpEeACTB  3allUThI

nH(pOpMAII» B YACTH CIIEAYIOMIET0 TPEOOBaHUS:

— CYBJl ocyiecTBisieT KOHTPOJIb IEIOCTHOCTA COOCTBEHHBIX KOMIIOHEHTOB, IIO

KOHTPOJIbHBIM CYMMaM KOMIIOHCHTOB CPCACTB 3alllUThHI I/IH(l)OpMaI_II/II/I AVHAMWYCCKHA B IIPOMECCC

pabotsl CYB/I.

Komnonent CYB/I «ja_CSum» — KOMIIOHEHT KOHTPOJIS LIEIOCTHOCTH 10 anropurmy MD,
KOTOPBIM C YCTAaHOBJIEHHOM NEPUOAMYHOCTBIO IPOBEPSET KOHTPOJIbHBIE CYMMbl YCTaHOBJIEHHBIX

Ha KOHTpoJIb (aitnoB. KoMnoHeHT BbInosIHEH B (hopmare extension (pacmupenus) CYB/L.

Kontponbubeie cymmBbl (paiiioB IMIOPTUPYIOTCS C AUCTPUOYTUBHOTO Aricka Ne 2 paiimamu

¢dopmara *.csv. Iy KaKJ10ro U3 KOMIOHEHTOB IIPEAHA3HAYEH OTAEIbHBIN (aili.

Pe3ynbraTel MpOBEpPKH KOHTPOJIS HEIOCTHOCTH Hepenarorcs B ciyxebnyto CYB]l uepes

KOMITOHEHT IeHTpanu3oBaHHOT0 cOopa 3ammceii coobituiit CYB/] «ja_Logy.

3.3.2. Mepa 3amutsl OLJL.2
CYB]Jl «Jatoba» Bwmonusier Mmepy Oe3omacHoctu OLJL.2 «KoHTpodh IEenOCTHOCTH
nH(pOpMaIHH, CoAeprKalieiics B 6azax TaHHBIX HHPOPMAIIMOHHON CUCTEMBD) B YaCTH CIIEAYIOIIETO

TpeOOBaHUS:

— CYB/] ocymiecTBisieT KOHTPOJIb LEIOCTHOCTH, OOBEKTOB 0a3 JTaHHBIX (XpaHUMBIX
MpoLeayp, TPUITEPOB U T.A.), MO KOHTPOJbHBIM CyMMaM B MpoLecce 3arpy3ku U (Uin)

JTMHAMHYECKH B TIPOIECCE paOOTHI.

CYB/l mmeer BHEmHUN KOMIIOHEHT initdb, omHOW M3 (QyHKIMOHATBHBIX BO3MOXKHOCTEH
KOTOPOTO SIBJIIETCS MPOBEPKAa KOHTPOJIBHBIX CYMM IPH HMCIOJb30BaHWM mapamerpa -k --data-
checksums. B sTom cnydae ocymiectBisiercs mpoBepka Bcex komrnoHeHToB CYB/l nunamuuecku,

B npouecce padotel CYB/I.

3anyc1< IMPOBCPKU KOHTPOJIBHBIX CYMM MOXHO YCTAHOBHUTHL B HPOHCCCEC HNHCTAJIIAIUHA

CVB/I.

‘ Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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3.3.3. Mepa 3amutsl OLJL.7
CYB]] «Jatobay emonasier Mepy 6e3omacHoct OLJL.7 «KoHTpOIb TOYHOCTH, TTOTHOTHI U
MPABWIHBHOCTA JAHHBIX, BBOJUMBIX B HH(POPMAIMOHHYIO CHUCTEMY» B YaCTH CIEIYIOIIETO

TpeOOBaHHUS:

- CYB/l ocyiiecTBisieT KOHTPOJIb TOYHOCTH, TMOJHOTHI M MPaBUIBHOCTU JIAHHBIX,

BBOAMMBIX B b/l, ycTaHaBnuBas:
a) TUIBI JaHHBIX B TA0NHIAX;
0) pa3MepHOCTh BBOAMMBIX 3HAYCHU;
B) JIOIyCTHUMble HA0OPHI CUMBOJIOB.

CYB/l nmeer cOOCTBEHHBIN MEXaHH3M KOHTPOJISI BBOAWMBIX JaHHBIX, KOTOPBIA padoTaer
CO BCEMH THITAMU JJAHHBIX (II€TIOYNCICHHBIMHU, BEIIIECTBEHHBIMH, CTPOKOBBIMH, OWHAPHBIMHU H T.1.)

1 HC ITO3BOJISICT BBOAUTH JaHHBIC, OTJIMYHBIC OT YCTAHOBJICHHOI'O THIIA.

3.4. Perucrpanus codobiTnii 0e3onacuoctu (PCbH)

C60p coObITHii 0€30MaCHOCTH OCYIIECTBIsIETCA ImyTeM coopa coObituii ¢ neneBbix CYB/I.
B nannom cimyuae moxa ompexaenenuem CYBJ| monumaercs kak y3en kiactepa CYB/, tak u

ornenbHas CYB/I.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Pucynok 3.21 — Cxema B3aumozeiictBus Jatoba Data Safe ¢ menessimu CYB/]

I O Mexay yanamu
) Ha nioBoii U3 yanos TCP/IP Libpg 5432
Mexay yanamin

Mporokon Jadog
TCP/IP Libpq 5432

CBT - cepBep/knactep
cepBepoB Linux/Windows

J1J1st BEIIOJTHEHUST MEP 3aIIUTHI HHPOPMAITUU B YACTH PETUCTPAIIMH COOBITHI 0€30macHOCTH
JOJKHA OBITH BBIMOTHEHA HacTpoiika 1eneBbix CYB/I.

3.4.1. Mepa 3amutsl PCBH.2

3.4.1.1. VYcuuaenue PCb.2(1a)

CYB]] «Jatoba» BemonHser mepy Oe3omacHoctu PCB.2 «Omnpenenenue cocraBa u

coniepkanuss WH(POpMAIMK O COOBITUSX OE30MAaCHOCTH, TOJUICKANINX PETHCTPAIlUN» B YaCTH

clemyroniero TpedboBanus K ycuiieHnto Mepsl 3amutel PCh.2(1a):

CVYB/]] «Jatoba» obecrieunBaeT 3auCh JOMOJHUTEIBHON HHPOPMAIIMHA O COOBITHIX

0€30MacHOCTH, BKIIIOYAIONIYIO MOJIHOTEKCTOBYIO 3alKCh MPUBUICTHPOBAHHBIX KOMaH[ (KOMaH[,
YIPABISIOMINX CUCTEMHBIMU (QYHKITHSIMH).

Ne u3mMeHeHus:

‘ HOI[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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B nomosHeHMM K CTaHTAPTHBIM MEXaHU3MaM PEruCTpalud COOBITUH 0€30MacHOCTH,
UCIOJNIb3yeTcs pacmuperne «pgAudity, KOTOpoe MOMUMO yKa3aHHON MEPhI TIO3BOJISIET BBITIOJHUTH
tpeboBanus [[OCT P 59548 — 2022 «3ammura uadopmaruu. Perucrpanus coObITHI 0€30aCHOCTH.

TpeboBanus Kk perucTpupyemMoit HHPOPMAIHN.

IIpu 3TOM CTpyKTypa COOBITHI O€30MaCHOCTH MEHSETCS, KaK MPEACTaBICHO Ha PUCYHKE

Pucynok 3.22 — Ctpykrypa coObITHs 0€3011aCHOCTH

3.4.2. Mepa 3amutsl PCB.3
CYB]Jl «Jatoba» Bemomnser mepy Oezomacuoctu PCB.3 «COop, 3ammuch u XpaHeHHE
uHpOpMAIH O COOBITHSIX 0€30MaCHOCTH B TEUEHHE YCTAaHOBJICHHOTO BPEMEHU XPAHEHUS» B YaCTH

CJIEIYIOIIUX TPEOOBAHUM:

- CYB/] «Jatoba» obecrieunBaeT cO60p, 3aMuch U XpaHeHHE HHPOPMALIUU O COOBITHIX

0€30I1aCHOCTH B TCUCHUE YCTAHOBJICHHOT'O BPECMCHU XPAHCHUA,

- CVYB]/l npenocraBisieT BO3MOXHOCTh ABb B TeKylmuii MOMEHT BpEMEHH BbIOOpa

COOBITHI 0E30MMaCHOCTH.

Bpewmst xpanenust coObITHI 6€30MTaCHOCTH YCTAHABIMBACTCS B KOH(MUTYPAITMOHHOM (aiiie

«postgresql.confy» B mapamerpe «log rotation_age» paBHbIid «90d».

@ Hcnonp3oBaTh mapaMerp porammu 1o pasmepy (aitna «log rotation size» He
nenecoodpazHo. PexomeHayeTcss ocTaBUTh mapaMeTp poTtanmuu paBHBIM «(0», 9TO

COOTBETCTBYET OTKJIIOUEHUIO [TapamMeTpa.

[Ipu ucnonszoBanuu kommoHeHnta JDS, kak omucano B Ycunenue PCB.3(1), Bpems

xpaHeHus yBenuuusaercs, T.K. CYB]] He umeer orpanuuenuii no pasmepy bJI.

3.4.2.1. VYcuaenue PCB.3(1)
CYB]J «Jatoba» peammsyer ycunenue mepsl 3ammuTsl PCB.3(1) B wactu criemyromero

TpeOOBaHUS:

‘ Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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- CYB]Jl o0ecneunBaeT UEHTPAIM30BAHHOE AaBTOMATHU3UPOBAHHOE YIpPaBICHHE

cOOpOM, 3aIUChI0 ¥ XpaHEHUEM HH(POPMAITUU O COOBITUSIX OE30MaCHOCTH.

[Tpu ucnionp3zoBanuu KomroHeHTa JDS coObITHS 6€30MTaCHOCTH COXPAHSIOTCS B CITYKEOHON
BbJl. JlanHbIe coOMpalOTCs B aBTOMATHYECKOM DPEKMME TPU MOMOIIM areHTOB cOOpa JaHHBIX C

kaxxsoi uncramwsinuu: cepsepa CYB/, knacrepa CYB/I.

[IpenBapurenbHO,  Kaxkaas W3  TMOJKOHTPOJIBHBIX  WHCTAJUIIIHMNA  MPOXOIHT
KOH(UTYpUPOBAaHWE W JJISI YCTAHOBKH CPOKOB XpaHEHHUS COObITHH O€30MacHOCTH MapamMeTp

poTtanus 3a/1aeTcs B KOHPUTYPAIMOHHOM (aiiyie B COOTBETCTBHH C OMMCAHUEM B MMyHKTE 3.4.2.

s
—
7 o’
ja_log_agent
.
'
W
'
Jbs ja_log_server
N\
4
'
o’
ja_log_agent

Pucynox 3.23 — Cxema paboThl KOMIIOHEHTA

Jlnist mepenaun coObITHI 0€30MaCHOCTH MCIIONIB3YETCSl KOMIIOHEHT «ja_Logy, onmrcanHbIl B
nokymente 643.72410666.00067-07 98 01-12. «PykoBomctBo mno Hactpoiike. Yacts 12.

LenTpanu3oBannsiii coop 3ammceit coosituii CYB/l. Kommonent «ja_Logy.
Kommonent ycranaBnuaercs Ha 1ieneBbix CYB/] u Ha ciryxxebnoit CYB/] JDS.

B cuyxebnoit CYBJl JDS cozmaerca cimyxebnas b/l «ja log», B xortopyio Oynmyt
nepeaaBaTbesi coObITUsA Oe3omacHoCTH. [IpocMoTp coObiTui OyAeT AoctymneH uepes pazzaen JDS

Event List.
NQ N3MCHCHUA. ‘ HOZ[HI/ICB OTB. JIh1a. ‘ I[aTa BHCCCHUA U3M. ‘
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VYupasienne cO0poM COOBITHII OE30MAaCHOCTH OCyHIecTBisieTcss ¢ cepepa JDS B Buie

TUPEKTUBBI, YTO 0OECTICYNBACT IIEHTPATM30BAHHOE YIIPABICHUE COOBITHSAME O€30IMaCHOCTH.

3.4.3. Mepa 3amutsl PCB.6
CYB]Jl «Jatoba» Bemomusier mepy OeszomacHocT PCB.6 «['enepupoBaHne BpEeMEHHBIX

METOK ¥ (WJIM) CHHXPOHH3AIUS CUCTEMHOTO BPEMEHW» B YaCTH CJIECAYIONIETO TpeOOBaHUS:
— CVYB/] ocymiecTBIsIET CHHXPOHU3ALNIO CUCTEMHOT'O BPEMEHHU.

CYB/Jl B mpomecce (GyHKIMOHHUPOBAHHS aBTOMATHYECKH CHHXPOHH3UPYET CHCTEMHOE

BpeMs CO BPEMEHEM ONEPALIMOHHOM CHUCTEMBI, Ha KOTOPOIl OHA yCTaHOBJIEHA.

3.4.4. Mepa 3amutsl PCB.7
CYB/]] «Jatobay Bemonusier Mepy 6e3omacnoctu PCh.7 «3amura nndopmarum o COOBITUSIX

0€3011aCHOCTH» B YACTH CJIEIyIOIMX TpeOoBaHui k Mepe 3amuTsl PCB.7:
- CYB]] obecrieunBaet 3amuTy uH(GOpMAITN O COOBITHSIX OE30ITaCHOCTH;

- JOCTYyN K HACTPOMKE MEXaHW3MOB PETUCTPAIMH COOBITUN O€30MacHOCTU JTOJKEH

ocymecTBIAThCI Ab 1100 ¢ CnoaB30BaHNEM CHEIIMATBFHON YUETHON 3aIUCH.
3amura nHGOpPMAIHH O COOBITHSIX OE30ITACHOCTH 00ECTIEYMBACTCS B HECKOJIBKO JTAIOB:

1) Ha cropone neneoii CYBJl 3ammra OCyIIECTBIISETCS Ha YPOBHE JOCTyIa K
karanoram data u log. JlocTynm BO3MOXEH OT UMEHH M C MPaBaMH CHCTEMHOW Y4ETHOW 3alHcu

ONEPALMOHHON CUCTEMBI «POStgres», OT UMEHU U C IPaBaMU YYETHOM 3aIIMCH, BXOIAIIEH B IPYIIILY

«AJIMUHUCTPATOPBI».
2) Ha ctopone ciyxe6Hoit CYB/] MexaHu3m 3aliuThl HIEHTHYEH.
3) JUig 3a1uThl JAHHBIX MCIOJIB3YETCS BECh CHEKTP MEp 3alllUThl, TakuX Kak A,

VYIIJ u T.1., MOCKONBKY COOBITHS Oe30macHoCcTH XpaHsaTcs B b1

4) Ha ypoBHe mnpuioxeHuss JOCTyn K pasfesiaM OrpPaHMuYEH IpeayCTaHOBICHHON
JIBYXKOMIIOHEHTHOH posieBoi Mozenbio. Ilpsamoro nocryma k CYB/] mons3oBatenu Jatoba data

safe He UMEIOT.

3.4.5. Mepa 3amutsl PCB.8
CYB]] «Jatoba» Bemomusier mepy OeszomacHoct PCB.8 «Obecrneuenne BO3MOXKHOCTH
MIPOCMOTpA U aHaIIn3a HHOpPMAIIHH O IEHCTBUSX OTACTBHBIX NOJb30BaTelNel B MH(POPMAITMOHHOM

CUCTCMC» B 4aCTH CJICAYIOLICTO TpC6OBaHI/IH:
Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- CYB]Jl obecreunBaeT BO3MOKHOCTH NPOCMOTpa W aHaiW3a HWHGOPMAIUH O

JNEUCTBUAX OTACNbHBIX IoJib3oBaTeneit CYB/I.

3.4.5.1. VYcuuaenue PCB.8(1)
CYB]J «Jatoba» peammsyer ycunenue mepsl 3ammuTsl PCB.8(1) B wactu criemyromero

TpeOOBaHUsA:

- CYB]Jl «Jatoba» obecreunBaeT BO3MOKHOCTh aBTOMATH3MPOBAaHHON 00pabOTKH

3anucel perucTpanuu (ayaura) coObITHIl 0€3011aCHOCTH Ha OCHOBE KPUTEPUEB U30UPATEIBHOCTH.

JUIs  BBIIONIHEHHWST MeEphl 3alUThl  MHPOPMANMA B  KOHPUTYpAIIMOHHOM  (ailie

«postgresql.conf» s mapamerpa «log_line prefix» ycraHaBauBaroTCs ciaeayromue 3HAYCHNUS:

%a = application name;
%u = user name;

%d = database name;

%r = remote host and port;
%1 = command tag;

%e = SQL state.

[IpocmoTp coObITHIT 0€30MaCHOCTH TMOC]IE UX HAKOIUICHHS BO3MOXKEH KaK CTaHJAapTHBIMU

CpeacTBaMu, Tak U MpU MOMOIIU KoMiioHeHTa JDS.

IIpu arperanuu coObITHII O€30IaCHOCTH OHU COINOCTABIISIFOTCS KaTEropusM (KpUTEpHUsIM)

BaKHOCTH cOObITHSA. CIIMCOK CTOJIOLOB JOCTYIIEH Ul BIOOPA MOJIb30BATEISM.

@DyHKIIMOHAJIbHBIE BO3MOKHOCTH IIPOCMOTpPa COOBITHI O€301aCHOCTH NMPUBEJIEHBI B 1. 2.3.3

«Pasnen JDS «Event Listy.

Tabonuma 3.8 — Coucok cTodIoB

HaumenoBaHue Onucanue
Event data JlaTa coOBITHS
Criticality Kputnunocts coObITHS
Class Turm coObITus
User name MM nonb3oBaTens
Database name Hmst 6a3bl JaHHBIX
Process ID Nnentudukarop mnpoiecca

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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HaumenoBanue

Onucanue

Client host

Knuentckuii yzen

Port number

Homep nopra

Session ID

WNnentudukarop ceccun

Per-session line number

Howmep cTpoku kaxnoun ceccun

Command tag

Ter xkomaHBI

Session start time

Bpewms nagana ceccun

Virtual transaction ID

BupryanbHblil naeHTU(PUKATOP TPAH3AKLIUU

Regular transaction ID

Nnentudukarop TpaH3aKLUU

Error severity

YpoBeHb BaXXHOCTH OIIUOKHU

SQLSTATE code

Kox ommokun SQLSTATE

Error message

Coo0mienue 00 omuoke

Error message detail

[Togpo6HOCTH K cOOOIIEHNIO 00 OIINOKE

Hint

ITonckaska K cooOIeHN0 00 OIInoOKe

Internal query that led to the error

BnyTtpennmii 3ampoc

Character count of the error position

therein

Homep cumBOna BHYTpEHHEro 3arpoca,

IIPOU30LLIA OIIMOKa

rac

Error context

KoHTekcT ommoku

User query that led to the error

3anpoc nojab30BaTes

Character count of the error position

therein

HOMep CHMBOJIA B 3aITPOCE IMOJIb30BATCIIA

Location of the error in the PostgreSQL

source code

Pacnosnoxxenne ommOKy B UCXOTHOM KOJIE

JIOTIOIHUTENBHO ABTOMAaTHYECKH 00paldaThIBAaeT KypHaJIbI

0e30ImacHOCTH KOMIIOHEHT «pgBadger», koTopslii codupaer manubie 0 SQL-3anpocax:

- Overall statistics — oOmIas CTaTUCTHKA;

- The most frequent waiting queries — HanboJiee YaCThIe 0KUIAIONTUE 3AMTPOCHI;

- Queries that waited the most — 3ampocs! ¢ HanOOIBIIMM BpEMEHEM OXKUJAHHS;

perucTpanuu  CoObITUIA

- Queries generating the most temporary files — 3ampocsl, TreHepupyronme OoJbIIe

BCETO BPEMEHHBIX (PailsioB;

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Queries generating the largest temporary files — 3ampocel, TeHepupyOINEe caMble

OoubIIe BpeMeHHbIE (ailiibr;

The slowest queries — camble MeJICHHBIE 3aTIPOCHL;

Queries that took up the most time — 3ampocel, 3aHUMAaBIITHE OOJIBIIIE BCETO BPEMEHH;
The most frequent queries — caMble YacThbIe 3aIIPOCHI;

The most frequent errors — camble YacThle OLINOKY;

Histogram of query times — rucTorpaMMa npoA0KUTENIEHOCTH 3aIIPOCOB;
Histogram of sessions times — ruCTOrpamMma MpoI0JKATETFHOCTH CECCUT;

Users involved in top queries — mosib30BaTenu HanboIee YacThIX 3aMPOCOB;
Applications involved in top queries — mpuIOKeHUsT HANOOJIEE YACTHIX 3aIPOCOB;

Queries generating the most cancellation — 3anpocel, BbI3BIBAIOIINE HAUOOJBIIIEE

KOJIN4YCCTBO OTMCH,

Queries most cancelled — Hanbosee yacTele OTMEHEHHBIE 3aIIPOCHI;

The most time consuming prepare/bind queries — camble TPYAOEMKHE 3aIPOCHl Ha

MOJITOTOBKY/TIPUBSI3KY TAPAaMETPOB.

I[OCTYHHBI CJICaAyromure OTYCThI C TOYaCOBBIMHA Fpa(l)I/IKaMI/I, Pa3saACJICHHBIMU Ha IICPUOJIBI I10

IIATb MUHYT:

SQL queries statistics — craructuka SQL-3armpocos;

Temporary file statistics — cTaTHcTHKa BpEMEHHBIX (ailsioB;

Checkpoints statistics — cTaTUCTHKa KOHTPOJIBHBIX TOYEK;

Autovacuum and autoanalyze statistics — cTaTHCTHKa aBTOBaKyyMa M aBTOaHAJIN3a;
Cancelled queries — oTMEHEHHBIE 3aMIPOCHI;

Error events (panic, fatal, error and warning) — coObITust ommOOoK (manuka, haraabHas

omuOKa, OmunoKa U MpeaynpexKIcHIE);

Error class distribution — pacnipenenenne KjIaccoB OMMOOK.

KpyroBble nuarpaMMbl 0 pacpe/IeIeHUN:

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- Locks statistics — craTucTika 6J0KHPOBOK;

- Queries by type (select/insert/update/delete) — 3ampocel 1O  THITY

(BBIOpaTH/BCTAaBUTH/OOHOBHUTH/YIATUTh);

- Distribution of queries type per database/application — pacmnpeneneHue THIIOB

3aIpoCcoB MO 6a3e JaHHBIX/TIPHIIOKEHUIO;

- Sessions per database/user/client/application — ceaHChl s Kaxaol 0a3bl

JAHHBIX/TIOJE30BATENICH/KITMSHTOB/ TIPHIIOKEHUH;

- Connections per database/user/client/application — KOJTUYE€CTBO MOIKITIOYCHUH IS

KaXKI0W 0a3bl TaHHBIX/TI0IH30BATENCH/KITHEHT OB/ IPUIIOKEHU;
- Autovacuum and autoanalyze per table — aBToBakyyM U aBTOaHAJIN3 110 TaOIHUIIE;

- Queries per user and total duration per user — 3ampocChl MOJB30BATENSI M OOIIAs

MMPOAOJKUTCIIBHOCTD 3aIIPOCOB ITOJIB30BATCIIA.

3.5. Ob6ecnieuenue AOCTYIIHOCTH uHopManuu (pe3epBupoOBaHue,
KJacTepu3anus U BoccTaHoBJaeHue nHpopmanuun) (OAT)

3.5.1. Mepa 3amutst OAT.4
CYB]Jl «Jatoba» Bwmonusier mepy Oe3omacHoctu OJT.4 «Ileprogmueckoro pe3epBHOTO
KONHMPOBaHUs HMH(POpPMALMKM Ha pe3epBHBIC MAIIWHHBIE HOCHUTENH HWH(GOpPMAIUN» B YacTu

CJIeTYFOIINX TPeOOBAHUM:

- CYB]Jl of0ecmeunBaeT pe3epBHOE KOMMPOBaHWE WHGOpPMAIMK HA PpPE3epPBHBIC

MAaIllMHHBIC HOCUTCIN I/IH(I)OpMaHI/H/I C yCTaHOBHCHHOﬁ NEPUOJUIHOCTBIO,

- CYB]Jl oOecneunmBaeT pETUCTPAIMIO COOBITHI, CBSI3aHHBIX C PE3EPBHBIM

KONMPOBaHHEM WH(GOPMAIK Ha Pe3epBHbIE MAIIMHHbIE HOCUTENIN HH(OpMaLny.

3.5.2. Mepa 3amutsl OT.5
CYB]] «Jatoba» Bwmonasier mepy Oe3omacrHoctu OJIT.5 «ObGecmneueHne BO3MOXKHOCTH
BOCCTAHOBJICHHSI MH(OpPMAIIUU C PE3EPBHBIX MAITWHHBIX HOCHTENEH WHpopMammu (pe3epBHBIX

KOMUI) B TEYCHHUE YCTAHOBIEHHOTO BPEMEHHOT'O HHTEPBAIA» B YaCTH CIICAYIONTUX TPEOOBAHMIA:

- CYB]l olecrmeunBaeT BOCCTAHOBJIEHHE HWH(POPMALNU C PE3EPBHBIX MAIIMHHBIX

HocuTenel nHpopmaryu (Pe3epBHBIX KOMHN);

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- CYB]] obecrnieunBaeT pEruCTpaldi0 COOBITHIA, CBSI3aHHBIX C BOCCTAHOBJICHUEM

nH(OpPMAINH C PE3EPBHBIX MAIIMHHBIX HOCUTENEH nHpOpManuu.

Mepsr 3amutsl napopmanun OT.S u OAT.6, T.e. pesepBUpoBaHUE W BOCCTAHOBIICHHUE
uHpOpMAIMHM  BBITIOJMHSIOTCS KOMIIOHEHTOM «pg ProBackup», omucanHeIM B JOKyMEHTE

643.72410666.00067-07 98 01-04 «PyxoBoxctBo mo Hactpoiike. Yacte 4. PacmmpeHHoe

pesepBHOE KonmpoBanue. Kommonent «pg_ProBackupy.

Ucnons3yst «pg ProBackup», MOXHO BBIIIOJHUTH TOJTHOE WM HHKPEMEHTAIBHOE

pe3epBHOE KOMMPOBAHHE:

- MIOJIHBIE PE3EPBHBIC KOMHH COAEpX AT BCe (ailyibl JTaHHBIX, HEOOXOIUMBIC IS

BOCCTAHOBJICHHUS KJlacTepa 0a3 JaHHBIX C HYJIS,

- HWHKPCMCHTAJIBHBIC KOIMMW CO3JAI0TCA HAa YPOBHC CTPAHUIl NAHHBIX W BKIIKOYAIOT

TOJIBKO Ty I/IH(l)OpMaHI/IIO, KOTOpas N3MCHUJIACh CO BPCMCHH ITOCJICTHCTO KOIMMPOBAHUS.

PesepBHoe
KonuposaHue

Y Y

MonHasa konus NHKpeMeHTanbHoe
FULL pe3epBUpoOBaHUE
\ 4 Y
CTpaHu4yHoe Pa3sHocTHoe
KOMunpoBaHue KonupoBaHue
PAGE DELTA
v | v v | v
Pexxum ), nl Pexum Pexum Pexum Pexxum Pexxum
ARCHIVE B o STREAM ARCHIVE STREAM ARCHIVE STREAM
Y
KonuposaHue
N3MEHeHUN
PTRACK
(He ons norokoBoro
pe3epBMpOBaHUS)

Pexxum
STREAM

Pucynok 3.24 — Cxema pexxuMOB KOIMPOBaHUS

Paznen «PesepBuoe konupoBanue» (BACKUP) komnonenTta JDS ynpaBisieTr KOMIOHEHTOM
«pg_ProBackupy, T.e. pe3epBupoBaHreM U BOCCTAHOBJICHHEM WH(GOPMAIIUU, W BBITIOIHSIET MEPHI

samutel uHGOpMmaru OJ[T.5 u O/IT.6.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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\ P, b, o admin
@étoba / Pesep P P konuu Xpauunuwa & gumancTpaTop CYBD
8% Monuopuur Q Mowuck ¢) O6HoBuTs Co3pate
T — XpaHnnawe (&% D Pasmep Craryc PexuM Haqano BoinonHeHa OKOHHaHUe BbIMOMHEH. . m
all

i6 jatoba-6 SQuUOQD ~200MB o Boinontero Delta 29012025 29012025

2 5442

& Knactepsi v

i6 jatoba-6 sarwa = 508MB ® Bunonteno Full 201 2025 2901202
m AyAUT N OTYETHOCTL v -

Pucynok 3.25 — Crincok pe3epBHBIX KON
CVYB/] «Jatoba» ¢ Bepcueii siapa 18 ucnonb3yer i pe3epBHOTO KOMMUPOBAHUS KOMIOHEHT
«wal-g» obnagaromuii aHATOTUYHBIMU (YHKIIMOHAIBHBIMA BO3MOXXHOCTSIMH U BBITTOTHSIOIIAN

Mepsl 3amuThl nHbopmaru O/T.5 u O/IT.6.

=1 root@node1: fusr/local/bin

postgres@nodel:~5 wal-g wal-verify integrity

INFO: 2025/88/13 15:59:28.347806 Current WAL segment: 00000025000000000000007A

INFO: 2025/88/13 15:59:28.347967 Building check runner: integrity

INFO: 2025/08/13 15:59:28.348385 Detected earliest available backup: base 000000250000000000000077
INFO: 2025/08/13 15:59:28.348396 Running the check: integrity

[wal-verify] integrity check status: WARNING
[wal-verify] integrity check details:

postgres@nodel:~$

Pucynox 3.26 — IIpoBepka co3nanubix PK npu nomomu wal-verify integrity

3.5.3. Mepa 3amutst OIT.6

3.5.3.1. ¥Ycuaenue OAT.6 (2)

CYB]l «Jatoba» Bwmomaser wMepy OesomacHoctu  OJIT.6  «Kmacrepuszamus
WH()OPMAIIMOHHOW CHUCTeMBbl W (WJIM) €€ CEerMEHTOB» B YacTH CIEAYIONEro TpeOOBaHUS K

ycuienuto Mepsl 3amutsl OT.6 (2):
- CYB/I ocymiecTBIsIeT KJIacTepHU3aIHI0 CEPBEPOB 0a3 TaHHBIX.

Knacrepuzamust ocymiecTBisercss KOMIOHEHTOM «jaDogy, ommcaHHBIM B JOKyMEHTE
643.72410666.00067-07 98 01-01 «PykoBoacTBO 1o HacTpoiike. HacTte 1. YipaBiaeHue pexumom

paboTs y310B Kinactepa. KommoneHnt «jaDogy.

[Tpu ¢dopmMupoBaHuM KiIacTepa BBIOMPAIOTCS HECKOJIBKO CaMOCTOSITENBHBIX CEPBEPOB C
ycranoBinenHbiMu CYBJ[. Ha kaxaom u3 cepepoB koHdurypupyercs yrunura jadog ctl. Ha
cepBepe, KOTOPBIA TUIAHUPYETCS UCIOJIb30BaTh B ponu Master, Ha ceTeBOll uHTEpdeiic
YCTaHaBJIMBAETCS JOMOJHUTENbHbIN MyonuuHbil [P — agpec, Ha KoTOphIi OyayT oOpamaTbes

IIOJIB30BATCIIN.

Ne u3MeHeHUS: ‘ HOZ[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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Mexny cepBepamMu HaCTpauBaEeTCs pEIUIMKaLMs, BHECEHHbIE U3MEHEHNU Ha cepBepe Master

3aIMCHIBAIOTCS HA CEPBEP HIIU cepBepa ¢ polibio Slave.

B cnyuae kpurnueckoro c6ost mpumensiercst mexann3m STONITH (Shoot-The-Other-Node-

In-The-Head). [lanee ogun u3 cepBepoB OepeT Ha ceOst poias Master.

FnaBHbIV y3en Pe3epBHbIV y3en
= ~\ P2P o6MeH - N
jaDog e ; ; jaDog
Penn 7 Kau ns
jadog.exe < > jadog.exe
~— ~—
— cyba cyBa, ——
«Jatoba» i «Jatoba»
: jadog_ctl.exe jadog_ctl.exe 5
J—— — ]
Pl J . J
S (ENENUR W I : S ....................................... :

\-)(OGUJ.VM IP-ap.pec)(J

( CerMeHT cetn )

(- = [ oBepeHHbIN
APM APM |P-anpec
rnonb3oBaTend agMUHUCTpaTopa

jadog_ctl.exe

L - J

PucyHnok 3.27 — ®usnueckasi CTpyKTypa y3JI0B KilacTepa

Komnonent JDS B paznene «Jlangmadt» BeimonHseT GOpMUpPOBaHUE U MOIKIIOUYEHUE K

KJactepy chopMupOBaHHOTO KOMIOHEHTOM jaDog.

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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VYmpasnenue kinactepoM rpousBoautcs B pazaene «Kmacrepsn» (CLUSTERS)

Jatoba Tavags / Knserepei j2Dog Ofwosuts T v A Mogkmowuca Cosgare
p

A Nanpuagt ~ e pe Misersnyaen Putiic P setivs Died Fensirg Rezoy Rewinding Panding rasat Panding relcad

o g1 QEetidend s

10.88.4.96 1

oz o spoderane

& Crmacnn orer v
A veegow v
D Hacrpe -

Pucynok 3.28 — JlocTynHbIe KiacTepsl
Knacrepuzamus cepepoB CYBJl mo3BoyisieT HCMOIB30BaTh KOMIIOHEHT OalaHCHPOBKHU
MOJIKITIOYEHNN Tob30Bareneil «jaPooler». KomnoneHT pazompaeT 3ampochl OT MOJIb30BaTEeNeH U
otmpasisieT Ha master-cepsep 3anpocsl READ-WRITE, a 3anpocst Tuma READ-ONLY Ha slave-

cepsep. Takum 0Opaszom pacnpezaensercs Harpy3ka Ha cepBepsl CYB/I.

RW, MASTER RO, SLAVE
—— - - - - K}
| = =
. —Read req = | _ T replp T
M\ _Writereq— I I r > — " —
Y ;
I sync
vl

v
A » ‘Write req-p> % [Ny 2 <E —replp <E
S

i R
I I syvnc
' N H = =
f,\ ::;::er:q: - I L —> T =repl T
| — —
- 4
RW, MASTER RO, SLAVE

Pucynok 3.29 — Cxema pabotsr komnonenTa jaPooler

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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4. TPEBOBAHMUA 110 BESOITACHOCTHU UH®OPMAIIUH 110 ITPUKA3Y
DOCTIK Ne 64

Brmonnenne tTpeboBanuil Mo 6€30MacHOCTH WH(GOPMAIMH aHAIIOTUYHO BBHIOJTHEHHUIO MEP
3alIUThl WH(GOPMAINH, TPUBEACHHBIX B pasaene 3 «Mepbl 3amuTel HHGOPMAIMI» HACTOSIIETO

JIOKYMEHTA.

ComnocTaBienne Mep 3auThl HHPOPMALUU U TpeOOBaHUH MO 0e30macHOCTH HHPOPMALIUN

pUBEACHO B Tabnuue 4.1.

Tabmuna 4.1 — @ynkunu 1 TpeOOBaHMS 1O 3aIIUTE HHPOPMALIUN

74 BechS““ L JCGYBJ] 118 Mpukaze: ®CTIK
KHHU u
R I'acC | uClin KBO
Rt 1612548 & Ne64 Nl7 | Ne2i J}Z;f
= |8 © © © 0
=8| || ®|Oo|H| O
TpeboBanus mo MepsI 3a1IMTHI
0e3onmacHocTH HH(OpManuu HHpopMa U
Unentudukanys u Unentudukanys u
I IlxIx!Ix!Ix!Ix!Ix!l x| x ayTeHTU(UKAIIHS ayTeHTU(UKAIIHS
nones3oBaTeneil B CYB/] CyOBEKTOB JOCTyINa U
(MAD) o0bekroB nocryna (MAD)
VYnpasieHue J0CTyIoM B VYnpasieHue 10CTyIoM
2 X | X | X | X | X | X | X | X | CYBO VIO CyOBEKTOB JAOCTYIa K
obbekram pocryna (YII[)
Kontpons nenoctHocTr B Obecnieuenue
CYB/] (OLJT) LIETOCTHOCTH
33X I X | X | X[ X[ X | X | X WH(POPMALTMOHHON
cHCTeMbl 1 HHPOpPMALIH
(0D
Peructpanus coObIThii Peructpanus coObITHii
XX XX XXX X 6ezonacHoct B CYB/I (PCB) | 6ezomacnoctu (PCB)
PesepBHOE KOMMpOBaHUE U Obecnieuenue
51 X|—| X |— ] X | —| X | — | BoccranoBienue B CYB]/] JOCTYIMHOCTH MH(pOpMAIIH
(OAT) (OAT)
Obecnieyenne 1OCTYMTHOCTH Obecnieuenue
6 | X | —| X |—| X |—| X | — | CYBA(OAT) JOCTYIMHOCTH MH(pOpMAIIH
(OAT)
OrpanndeHue nporpaMMHON
TIX XXX XX XX cpenst B CYB]] (OI1C)

IIpumeuanue:
1) JductpuOytus.

2) OO0pa3 koHTelHepa.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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4.1. Orpanuuyenue nporpammuoii cpeasl B CYB/I (OIIC)
CYB]l peanusyer BbINIONHEHWE TpeOOBaHWN 1O Oe3omacHOCTH  MHGPOPMAIINH,
ycTaHoBlIeHHblE M. 15 «OrpanuueHue mnporpammHoi cpenp» npukaza PCTOK Poccum ot

14.04.2023 Ne 64 B yacTu crneAayromuxX TpeOOBaHUM:
BrisiBienue u 610kupoBanue 3arpy3ku B aapecroe npoctpanctso CYB/I:
- I1O He BKIJIFOUEHHOTO B IIEPEUEHb Pa3pELLIEHHOIO;
- 10O, nenocTHOCTh KOTOPOIO HApyLIEHA.
Cepsep CYB/] npu nonbiTKe ayTeHTU(HUIIMPOBAHHOTO MOJIH30BATENIS, TAKOTO KaK:
- Anmunuctparop CYB/I;
- Anmunuctparop b/I;

MMEIOIIETO COOTBETCTBYIOIIME aTpUOYTHl POJIM M MPUBHIETUN YCTAHOBUTH PAaCIIUpPEHUE,
CYB/l mpoBepsieT MmO CHEMUAIBHBIM aTpUOyTaM MOMIMHHOCTh MPOTPAMMHOTO OOecredeHus

BXOAAIICIO B KOMIIJICKT ITIOCTAaBKU.

Ha craguu xontposns opuruHaibHocTy 110 CYB/] npuHuMaer pemeHue o NpoaoKeHUn

MIPOBEPOK MIIM O OJIOKMUPOBAHUM MOMBITKM ycTaHOBKH [10.

[IporpammHOe oOecrniedeHue MpolIeaiee MPOBEPKY Ha IMOUIMHHOCTb, MPOBEPSETCS Ha
nenoctHocTh kKommnoneHToM CYBJl «ja CSumy». Eciam mpoBepka mpoiimena ycmemrHo, [10

yCcTaHaBIUBaeTcs, B o0parHoM ciydae [1O GrokupyeTcst [uist yCTaHOBKH.

4.2. KOHTPOJIb LIeJIOCTHOCTH B CHCTeMe yIIpaBJjieHusl 0a3aMM JaHHBIX
CYB/l peanuzyet o0ecrieynBacT BHINOIHEHNE TpeOoBaHMiA IO 0€30MacHOCTH HH(POPMAIIHH,
ycranoBieHHbIe 1. 9 «Obecnieuenue nenoctHocT» npukaza PCTIK Pocecun ot 14.04.2023 Ne 64

B YaCTH CJICTYIOIHUX TPeOOBaHUI:

- CVYBJl nomxHa KOHTPOJMPOBATh LIEJIOCTHOCTh B IPOLECCE 3alyCcKa CHCTEMBI

ynpaBjieHus 6a3aMu JaHHbIX | i

o KOH(UTYpaIuu CUCTEMBI yIIpaBIIeHUs 0a3aMu JaHHBIX;

! konTpons nenocrroctu B npouecce 3amycka CYBJ] ais npoueayp (MporpaMMHOTO KOJa) CHCTEMBI YIIPABIIEHHUS

0a3aMu JaHHBIX HE IpUMeHUM K qaHHoMy tairy CYB/]

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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o KoH(uUryparuit 6a3 TaHHBIX;
o npouenyp (IporpaMMHOro K0/a), XpaHUMBIX B 0a3ax JJaHHBIX.

Kontpons mnenoctHoctt B CYBJl ocymectBiasiercs kommoHeHTOM «ja CSumy» ¢

YCTaHOBJIEHHOH NEPUOANYHOCTBIO U Tipu 3amycke CYB/I.
KonTtpons kondpurypamun CYBJl BeImogHSIETCA T10:
- KOH(UrypauoHueiM (aiinam camoit CYB/I:
o pg_hba.conf;
o pg_ident.conf;
o postgresql.conf;
- KOH(UTYPAIIMOHHBIM (paiijlaM KOMIIOHEHT;
- CITykeOHBIM, KOH(PUTYPAIIMOHHBIM Ta0IUI[aM BCTPOCHHBIX KOMITOHEHT;
- COCTaBY BCTPOEHHBIX KOMIIOHEHT (pacIIMpeHuil);
- BHyTpeHHel ctpyktype CYB/I (nepeuens b/ u 1.11.).

OOHapyXeHre HeCOOTBETCTBUS BBI30BET KOMIIOHEHT SecurityProfile, koTopsriii O1okupyer

nonb3oBareneit CYB/I.

Kontpons xondurypamust b/ ocymectBisiercs mo mapameTrpam, IpUCYIIUX KOHKPETHOM

b/l, Takux Kak:

nms B/

- sranenen b/ (OWNER);
- koaupoBka (Encoding);

- OID;

- HabOp pacIIupeHuit.

OOHnapyeHre HeCOOTBETCTBUS BBI30BET KOMIOHEHT SecurityProfile, koTopsriii O1okupyer

nonb3oBareneit b/l u CYB/I.

ITpu xoHTpoOIIE Ipouenyp (mporpamMmmHoro koaa) bl KOHTpoaupyeTcs HeI0CTHOCTD:

- HPOHEAYD,

Ne u3MeHeHUS: ‘ HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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- INZEINIVIH
- TPUTTEPOB;
- IIOJIB30BATCIIbCKHUX THUIIOB JaHHBIX,

- MPEICTABICHUN;

MaTCpUuaJIbHbIX HpCHCTaBHCHHﬁ.

OOHnapyXeHre HeCOOTBETCTBUS BBI30BET KOMIIOHEHT SecurityProfile, koTopsriii O1okupyer

nonb3oBareneit CYB/I.

Bce coOwitust peructpupytorces B xxypHane coobrtuii CYBJl. OnqHako yduThIBasi BAXKHOCTh
uniuaeHTa Ub, pexkomenayeTcst co3aath KaHall COOBITHIA B pa3zielie « Y BeIOMIICHH KOMIIOHEHTA

JDS nns onepatuBHoro onosemenus agmuauctpatopos CYBJ[ u BI.

CospaHune KaHana cobbITUK

HaHMEHOBaHWE

EnokKMpoBKka non b30BaTENer

MporpaMMHGLIA KOMIOHEHT

cCYeO —
Llensb

Jalog o
Twn co6bITHA *

CoBbITHA YYeTHBIX 3anvcen V
CobbITHA *

Bnokwpoeka w

Pucynok 4.1 — Co3ganue kaHana coObITUIMA

Ne u3MeHeHUS: HOZ[HI/ICB OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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S. TPEBOBAHMUA 110 BE3OITACHOCTHU HH®OPMAIIUHA 110
I'OCT P 57580.1-2017

Brimonaenne 6a30BOro cocraBa TEXHHYECKUX MEp 3aIIUTHI HH()OPMAIUH, YCTaHOBICHHBIX
I'OCT P 57580.1-2017, aHamoru4HO BBIOIHEHUIO MEp 3aIIUTH MHPOPMALUU MPUBEACHHBIX B

paszpenax:
e 3 «Mepsl 3aUTH HHPOPMALIUNY;
e 4 «TpeboBanus no 6e3onacHocty nHpopmanuu no [Tpukazy @CTIK Ne 64».

ComnocraBienne 0a30BOro COCTaBa TEXHHUECKUX MEP 3aIIUTHl HHPOPMAIMH, MEP 3aIUThI

uH(popmanmu u TpeboBaHUl 1Mo O6e30macHOCTH HH(OpPMAIIK PpUBEIeHO B TabmuIe 5.1.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabmumua 5.1 — ComocraBnenne 0a30BOro coCTaBa TEXHHUECKUX MEp 3alIMTHl HH(POpPMAaLnu, Mep 3alluThl HHPOpPMAMKA U TPEOOBAHUHN MO

6e3onacHOCTH HH(OpMAITUU

N Bepcun sapa CYBJL I'OCT P 57580.1-2017 Mpukazst PCTIK
j J4 J5 Jé J18
KHNHU u
Iponecc I'ncC | uC1iin KBO
O T T N T < R B ] Hoanporece Ne64 Nel7 | Ne2l Ne239,
= 8| | O o O TpeGoBanus no Meph amrre:
Ba3zoBslii cocTtaB Mep 0e3omacHOCTH
HHpopMaun
HHpopManun
IIponece 1 «Obecneyenne 3amMTHI HHPOPMALUH IIPH Unentuduxanus u Unentuduxanus u
YIpaBJeHHH JOCTYIOM ayTeHTU(UKAIIHS ayTeHTU(UKALHS CYyObEKTOB
Hoanpounecc «AnenTnduranus, MoJIb30BaTENEl B J0CTyNa U 00bEKTOB AOCTYIA
ayTeHTH(QUKALMS, ABTOPH3AIHSA CYBA (MAD) (MAD)

(pasrpaHuyeHue A0CTyNa) Npu
OCYIIeCTBJIEHUM JIOTHYECKOT 0
AOCTYIA»

Bba3zoBriii cocTaB Mep o
UICHTU(UKAIY U
ayTEeHTU(PUKAIUH
CyOBEKTOB JIOTHYECKOTO
JIOCTyTa

ba3zoBriii cocTaB Mep mo
OpraHu3alliy yIpPaBICHUS
Y OpraHU3alUU 3aIIUThI
WUICHTU(UKAIIMOHHBIX U
ayTeHTU(UKAITMOHHBIX
JTAHHBIX

Bba3zoBriii cocTaB Mep o
aBTOPU3AILUU
(pasrpaHUYeHUIO
JOCTyNa) npu

Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Bepcun sapa CYBJL I'OCT P 57580.1-2017 Hpuxkazst PCTIK

J4 J5 Jé J18

OCYyHICCTBJIICHUU
JIOTUYCCKOro JOCTyIia

IIponece 1 «Obecneyenne 3amMTHI HHPOPMALUH IIPH VYmpasienue VYmpaieHre J0CTyIIOM
YIPaBJIEeHHH JOCTYIIOM» noctynom B CYB/] CyOBEKTOB JAOCTyIa K
IMoanpouecc «Yupasienue yderabivu | (YII/I) obbekram poctyna (YII)
3aMUCAMHU H NPAaBaMHU Cy0HEeKTOB
JIOTHYECKOr0 T0CTYNay

ba3zoBriii cocTaB Mep mo
OpraHu3aluu 1
KOHTPOJIO

2 | X [ X | X | X | X | X | X |X HCIIOJIB30BAHUS YUETHBIX
3amucedl cyObeKTOB
JIOTHYECKOT'0 JIOCTYIA
ba3zoBriii cocTaB Mep mo
OpraHu3alyy, KOHTPOIIO
MPEAOCTABICHUS
(o13BIBa) U
OJIOKUPOBAHUIO
JIOTHYECKOT'0 JIOCTYIA

KonTpons Obecnieyenne HenOCTHOCTH
3 X I XX | X | X | X | X |X LEIOCTHOCTH B WH(POPMAITMOHHON CHCTEMBI U
CYBA (O1LJI) uHpopmaruu (OLT)

Hoanponecc «AnenTnduxanus, Perucrpanus Peructpanus coObITHii
ayTeHTH(QUKALMS, ABTOPH3AIHA cOOBITHIH 6ezonacnoctu (PCBH)
XX | X [X (pasrpanuveHue J0CTyIa) Npu 0e30MacHOCTH B
OCYIIeCTBJICHUH JIOTHYEeCKOT0 CYB/ (PCB)
JOCTYIa»

4l x I x| x| x BbasoBelIii coctaB Mep Io
perucTpannu coObITHI
3alIUTHl THPOPMALHH,
CBSI3aHHBIX C
UICHTU(UKATIHEH,
ayTeHTU(UKAIMEH 1
aBTOpHU3aluel

Ne u3MeHeHUS: HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Bepcun sapa CYBJL

I'OCT P 57580.1-2017

Hpuxkazst PCTIK

J4

J5 Jé

J18

(pasrpannyeHUEeM
JOCTyNa) Ipu
OCYILIECTBIICHHHU
JIOTHYECKOT'0 JIOCTYIa

Hoanpounecc «YnpapiaeHne y4eTHBIMH
3aNMCSAMU M TPAaBaMHU Cy0OBbeKTOB
JIOTHYECKOI'0 JOCTYNa»

ba3zoBriii cocTaB Mep mo
pEerucTpanuy COOBITHIA
3aIUThl UHPOPMAIIHH U
KOHTPOJIO
KCIIOJIb30BAHUS
MPENOCTaBICHHBIX IIPaB
JIOTUYECKOr 0 AOCTYMa

HHpopMAUN»

IMpouecc 6 «YnpaBiieHre NHIMIEHTAMY 3aIUTHI

Hoanponecec «MIOHMTOPHHT H AHAJIN3
coOBITHI 3aIUTHI HHpOPMAI

ba3zoBriii cocTaB Mep mo
OpTaHH3aINN
MOHHUTOPHUHTA JJAHHBIX
PETUCTPAIIUU O COOBITUSIX
3aIUTHl THPOPMAIIUHY,
(dbopMupyeMbIX
00BEeKTaMU
nH(}OopMaTH3AIUH

PezepBHoe
KOIMUPOBAaHUE U

BOCCTAHOBJICHUC B

CYBJ1 (OJIT)

Obecnieyenne 1OCTYIMTHOCTH
nnpopmarun (OT)

OOecneuenne

Obecnieyenne 1OCTYMTHOCTH

nocrynnoctd CYBJl | undopmannu (OAT)

(OAT)

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M: ‘
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Bepcun sapa CYBJL

I'OCT P 57580.1-2017

Hpuxkazst PCTIK

J4

J5

Jé

J18

X

X

X

X

Orpanndenue

MIPOrpaMMHOMN Cpezbl

8 CYBJI (OI1C)

pouecc 3 «KOHTPOJIb LEJOCTHOCTH U 3aLIMIIEHHOCTH
HH(OPMALMOHHOH MHPPACTPYKTYPBI»

ba3zoBriii cocTaB Mep mo
KOHTPOITIO OTCYTCTBHS
M3BECTHBIX (OMMCAHHBIX)
YSI3BUMOCTEH 3aIUThI
nH(popMaun 00BHEKTOB
nH(OopMaTH3aIUH

IIpumeuanue:

1) AuctpubyTus.

2) Ob6pa3 koHTelHepa.

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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5.1. IIpouecc 1 «Ob6ecneyenue 3aMThl UHGOPMALMH NIPU YIPABJICHUHU JT0CTYILOM)

5.1.1. Hoanpouecc «YnpaspjaeHue y4eTHBIMH 3alIUCAMH M MPABAMH CY0ObeKTOB JIOTHYECKOI 0 JOCTYIa
CYB/l B moxmporecce «YTpaBiIeHHE YYETHBIMU 3alACSIMU W MPaBaMH CYOBEKTOB JIOTHYECKOTO OCTYIa» BBIMONHAET 0a30BBIA COCTaB

TEXHUYECKUX MEP 3alIUTHl HHPOPMAIIMK B YaCTU CIEAYIONINX TPEOOBAHUMN, IPECTABICHHBIX B MyHKTAX:
— 5.1.1.1 «ba3oBbIil cocTaB Mep MO OpraHU3aluy U KOHTPOJIIO UCIOIb30BaHUs YUETHBIX 3alMCEd CyOBEKTOB JJOTUYECKOTO JIOCTYIIaN;
— 5.1.1.2 «ba3oBblil cocTaB Mep MO OpraHU3aluy, KOHTPOJIIO MPEJOCTaBIEHN (OT3bIBa) U OJIOKUPOBAHUIO JIOTHUECKOIO JOCTYIa;

— 5.1.1.3 «ba3oBeIii cOCTaB MEp MO PETUCTPALMH COOBITHH 3aIIUTH MH()OPMALIMU U KOHTPOJIO MCIOIH30BAHMS MPEAOCTABICHHBIX TPaB

JIOTHYCCKOTO OOCTYyIIa».

5.1.1.1 ba3oBslii cocTaB MeEP Mo Opra’Hu3anuu U KOHTPOJI0 HCIIOJb30BaHUS YYCTHBIX 3anucen Cyﬁ'beKTOB JIOrHYECKOro 1ocryna

Tabnuna 5.2 — ba3oBslii cocTaB Mep 10 OPraHU3alUK U KOHTPOJIIO UCIOJIb30BAHMS YUETHBIX 3aIIUCEN CyOBEKTOB JIOTHUECKOTO JOCTYya

VcaoBHoe Yposens,
o0o3HaUYeHHME CopaepskaHue Mep cHCTeMbI 3aIIUTHI 3alUTEL
U HOMep unQopManun uHpopManuu Peammzanus B CYB/JI «Jatoba»
Mephbl 1
V3IIL.1 OcymiecTBiieHNE JTOTMYECKOT0 JOCTyNa T Mepa 3amutel UA®D.1 B yacTu crieayromux TpeOOBaHUIA:
M0JIb30BATEISIMH U AKCILTyaTallHOHHBIM UACHTU(DHUKAIMIO U ayTeHTU(UKAIUIO TT0JIh30BATENEH, SBIISIOUIIXCS
MIEPCOHAIIOM O] YHUKAJIbHBIMU U pabOTHHUKOM OmepaTopa;
NepCOHU(PUIMPOBAHHBIMH YYETHBIMH
3aMUCsIMHU
V3I1.3 KoHTposb 0TCYTCTBHS HE3a0I0KMPOBAHHBIX T BelInonHseTcs yroJiHOMOYEHHBIM aIMUHUACTPATOPOM Ha OCHOBAHUU
YUETHBIX 3aIlUCel: CBE/ICHUH 0 (PaKTHUECKOM peKUMe pabOoThl COTPYIHHKOB C HCIIOJIb30BAaHHUEM
- YBOJICHHBIX Pa0OTHHKOB; ¢byHKIMu «YpaBieHue JOCTYIIOM CyOBEKTOB JI0CTYyIa K 00BbEKTaM

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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YcaoBHoe
o003HaUeHHEe
U HOMeP
Mepbl

ConepxaHue Mep CHCTEMbI 3alIUTHI
uHpopManuu

YpoBennb
3alUThI
uHpopManuu

1

Peanuzanus B CYB/] «Jatobay

- paOOTHUKOB, OTCYTCTBYIOIIUX HAa pabodyeM
Mecte 6osee 90 KajaeHIApHBIX THEH;

noctrynay (3amutHas mepa YIIZ.1).

- pabOTHUKOB BHEITHUX (TIOPSTHBIX)
OpraHu3aIui, MpPeKpaTUBIIUX CBOIO
NESTENBbHOCTh B OpraHU3aliu

BrInosnHseTcss ynoJIHOMOUYEHHBIM aIMHUHUCTPATOPOM Ha OCHOBAHHUH
CBE/ICHUH 0 (PaKTHUECKOM peKUMe paboThl COTPYIHHKOB C HCIIOJIb30BAaHHEM
¢byHKIMU «YTpaBiaeHue JOCTYIIOM CYOBEKTOB JI0CTYyIa K 00BbEKTaM
noctynay (3amurtHas mepa YII/1.1). s nons3oBaTeneil, BEIMOTHSIOMINUX
paboTHI 1O TOTOBOPHBIM 0053aTeNbCTBAM (PMKCHPOBAHHOTO CPOKA
npoBesieHus padoT ycuserue Mepsl 3amuthl YII/1.1(2) B yactu cnemyromux
TpeOOBaHMIA:

aBTOMAaTHUYECKOE OJIOKMPOBAHUE BPEMEHHBIX YUETHBIX 3aIlUCel
M0JIb30BATENCH 0 OKOHYaHUU YCTAHOBJICHHOTO MEPUO0/1a BPEMEHH JUTS UX
UCTIOJIb30BAHUSI.

5.1.1.2 Ba3oBblii cocTaB Mep M0 OPraHU3aUNU, KOHTPOJIIO NPe10cTaBIeHusl (0T3bIBA) M 0JIOKHPOBAHMIO JIOTHYECKOI0 10CTyNAa

Tabnuma 5.3 — ba3oBeIiii cocTaB Mep 1O OPTaHU3aIMH, KOHTPOJIIO MTPEIOCTaBICHUS (OT3bIBA) M OJIOKHPOBAHUIO JIOTUYECKOTO JIOCTYIIA

VcaoBHoe Yposenn
o0o3HaUYeHHME Copaepskanue Mep cHCTeMbI 3aIIUTHI 3alMTh]
nadopmanuu Peammzanus B CYB/] «Jatobay
1 HOMep uHpopManuu
Mephbl 1
V3IL.8 XpaHeHue 3TaIOHHOH HH(OPMAITIH O T Komnonent «Jatoba data safe» nmeer pyHKIIMOHATIBHYIO BO3MOXHOCTb
MPEJOCTaBICHHBIX MTPaBax JIOTUYECKOTO ¢dopmupoBath «MaTpuily AOCTyHa» MO aTpuOyTaM MoJb30BaTeseh u
J0CTyIa U 00ecrieyeHne 1EeIOCTHOCTH BBITpYXath ee B (paitn MS Excel. (1. 3.3.1)

Ne u3zmMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA:

‘ JaTta BHEeC

CHUS U3M: ‘
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VcaoBHoe Yposenn
o0o3HaUeHHME CopaepskaHue Mep CHCTeMbI 3aIIUTHI 3alUTEL
U HOMep ungopMAanun uHpopManuu Peammzanus B CYB/JI «Jatoba»
Mepbl 1
yKa3aHHON MH(POpMALUU A Taxoke B paznene «User Risk» ¢popmupoBats MaTpuily Ha3HaYeHHBIX
CUCTEMHBIX NpuBwiIeruu. (im. 3.1)
Hoxyment 643.72410666.00067-07 98 01-07
V3II1.10 HckmoyeHrne BO3MOKHOTO OECKOHTPOJILHOTO T VII/1.2 «Peanu3amnus He0OXOIUMBIX METOJIOB, TUIIOB (UTCHHE, 3aITHCh,
CaMOCTOSITEIILHOTO PACIIMPEHUS BBITIOJTHEHUE UM WHOW THIT) ¥ IPABHJI pa3rPaHUUEHUS TOCTYIIa.
[10JIb30BATEIAMU IIPEAOCTABICHHBIX UM IIpaB Ha yposue CYB/] HazHauatoTcst aTpuOyThl pOJIei U CUCTEMHBIE
JIOTHYECKOTO JOCTYIa MPUBHIIETUH, KOTOPBIE HCKITIOYAIOT OECKOHTPOJIHOE PACIIMPEHUE TTPaB
V3II.11 HckmoyeHrne BO3MOKHOTO OECKOHTPOJILHOTO T VII/1.2 «Peanu3anus He0OXOAUMBIX METOJIOB, TUIIOB (UTCHHE, 3aITHCh,
M3MEHEHHSI MOJIb30BATEISIMH MTapaMeTpOB BBITIOJTHEHUE UM WHOW THIT) M TIPABHJI pa3rPaHUUEHUS TOCTYIIa.
HACTPOEK CPEACTB U CUCTEM 3AIUTHI Hacrpoiiku konpurypauuu CYBJl u B/] npousBoasrcs: ynoJTHOMOYEHHBIM
uHpopMmanuu, mapamerpoB HacTpoek AC, M0JIb30BATEJIEM C COOTBETCTBYIOIIMM HAOOPOM MPUBHIIETUH.
CBSI3aHHBIX C 3aIIUTON MH(pOpMAUU OLJI.1 «KOHTpOJIb IIENOCTHOCTH MPOrPaMMHOT0 00eCIIeUeHus, BKITIOYast
porpaMMHOE 0OecrieueHre CPeCTB 3aIUThl HHPOPMAIIID
Komnonent «ja_CSumy obecrieynBaeT KOHTPOJIb IIETOCTHOCTH U B TOM
qHCIIe LETOCTHOCTh KOH(PUTypallMOHHBIX (haoB
Hoxyment 643.72410666.00067-07 98 01-14
V3I1.13 KoHTposb npekpaiieHus npe1ocTaBIeHus T Ycunenne mepsl 3amuTsl YI1/1.1(2) B yactu cnenyromux TpeOOBaHUI:
JIOTHYECKOTO JOCTyNa U OJIOKUPOBaHHE aBTOMAaTHUYECKOE OJIOKMPOBAHUE BPEMEHHBIX YUETHBIX 3aIlUCel
YUYETHBIX 3allUCel MPHU UCTEUCHUHU TIeproIa M0JIb30BATENCH 0 OKOHYaHUU YCTAHOBJICHHOTO MEPUO0/1a BPEMEHH JUTS UX
(cpoka) nmpeaocTaBiIeHHs JIOTHYECKOTO HCIOJIb30BAHUS
JocTymna
V3IL.15 YcranoBienue (pakToB HEUCIIOIB30BAHUS T Ycunenne mepsl 3amuTsl YII/1.1 (36) B uactu TpeboBaHMii:
CyOBbeKTaMH JIOTHYECKOTO JI0CTYIa 3) B MHPOPMALIMOHHON CUCTEME JIOJIKHO OCYIIECTBISATHCS
MPEOCTaBICHHBIX UM IIPaB Ha OCYIIECTBIICHHUE aBTOMAaTHUYECKOE OJIOKMPOBAHNWE HEAKTUBHBIX (HEUCIIOIb3YEMBIX) YUETHBIX

Ne u3zmMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA:

‘ JaTta BHEeC

CHUS U3M: ‘
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VcaoBHoe Yposenn
o0o3HaUeHHME CopaepskaHue Mep CHCTeMbI 3aIIUTHI 3alUTEL
i HOMEp nndopMammm nadopmanuu Peammzanus B CYB/] «Jatobay
Mepbl 1
JIOTUYECKOTO JOCTYIa Ha MPOTSHKEHUN 3aIucei moJib30BaTeNe mocue nepuo a BpeMeH! HeMCIOIb30BaHuU:
MepHoJia BPEMEHH, IPEBHITIAOINIEro 45 qHei 0) 6onee 45 mHeil;
ITo ncreueHnn ykazaHHOTO BpeMeHH Y3 OyzaeT 3a0JI0KupoBaHa O YeM
OyzeT COOTBETCTBYIOIIAs 3aMUch B )xypHane ayautra CYB/I.
V3II1.18 Peanu3zanus BO3MOKHOCTH OIIPEIEIEHUS T Komnonent «Jatoba data safe» nmeer pyHKIIMOHATBHYIO BO3MOXKXHOCTb
COCTaBa MPeI0CTABICHHBIX MPaB JIOTUYECKOTO ¢dopmupoBath «MaTpuily AOCTyIa» Mo aTpuOyTaM MoJjb30Baresei (1.
JOCTYyIa [l KOHKPETHOTO CyOheKTa 3.3.1)
JIOTHYECKOTO JOCTYIa A Taxoke B paznene «User Risk» ¢popmupoBats MaTpuily Ha3HaYeHHBIX
CUCTEMHBIX NpuBwiIeru. (im. 3.1)
HoxymeHt 643.72410666.00067-07 98 01-07

5.1.1.3 ba3oBblii cocTaB MeEP 0 perucrpanuu COOBITHH 3alllUThI I/IH(I)OpMaHI/II/I N KOHTPOJII0 UCITOJIL30BAaHUA NMMPEAOCTABJICHHLIX IIPaB

JIOTHYECKOro 1ocryna

Tabmuua 5.4 — ba3oBbIif cocTaB Mep MO PETUCTPAIMH COOBITHH 3aIIMTH HHPOPMALIUN U KOHTPOJIO MCIIOIb30BAHUS MPEIOCTABICHHBIX TPaB

JIOTHYCCKOTO J0CTYyIIa

CBSA3aHHBIX C JICUCTBUSIMH, U KOHTPOJIb
JNEUCTBUN DKCIUTYaTallMOHHOI'O IIEPCOHAIIA,
o0Jaaronero NpUBMUIETHPOBAHHBIMU

YcioBHOe YpoBenb
3aIUTHI
o0o3HaUYeHHME CopaepskaHue Mep cHCTeMbI 3aIIUTHI
Peammzanusa B CYBJ «Jatoba»
1 HOMep HHpopManuu uHpopmanun 1 A
Mephbl 1
V3I1.22 Perucrpanus coObITHIA 3a1IUTH HH(POPMAIINH, T PCB.2 «Onpeznenenue cocrtaBa U coJiepKaHus HHPOPMALIUU O COOBITHIIX

0€301MaCHOCTH, TIOUIEKAINX PErHCTPALIUNY.
Ycunenue mepsl 3amuTel PCB.2(1a) B wactu cieytoiero tpeboBaHus:
®  3AaIUCh JIOTIOJIHUTENFHONU HHPOPMALIUHU O COOBITHIX 0€30TacCHOCTH,

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M: ‘
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YcaoBHoe
o003HaUeHHEe
U HOMeP
Mepbl

ConepxaHue Mep CHCTEMbI 3alIUTHI
uHpopManuu

YpoBennb
3alUThI
uHpopManuu

1

Peanuzauus B CYB/] «Jatobay

IIpaBaMu JIOTUYECKOTO JOCTYIIa,
MIO3BOJISIFOIIMMHU OCYIIECTBUTD IECTPYKTUBHOE
BO3JICHICTBUE, IPUBOALIEE K HAPYLIEHUIO
BBITIOJTHEHUS] OM3HEC-TIPOLIECCOB WIIN
TEXHOJIOTUYECKUX MPOLECCOB (PMHAHCOBOU
OpraHu3aluu

BKJIIOUYAIOLTYIO IOJTHOTEKCTOBYIO 3alIMCh PUBUIIETHPOBAHHBIX KOMaH/]
(KOoMaHJI, ympaBISIOMIMX CUCTEMHBIMHU (DYHKIIMSMH)

V3I1.23

Perucrpanus coObITHIA 3a1IUTH HH(POPMAIINH,
CBSI3aHHBIX C JEUCTBUSMM, U KOHTPOJIb
JNEUCTBUN DKCIUTYaTalMOHHOIO IIEPCOHAA U
M0JIb30BaTENeH, 00IaJaloMuX MpaBaMu
JIOTMYECKOTO0 0CTYyMa, B ToM yncie B AC,
MIO3BOJISIFOIIMMHU OCYIIIECTBUTH ONIEPALIUN
(TpaH3aKIK), MPUBOIAIINE K (PMHAHCOBBIM
MOCIIEICTBUAM JUI (PUHAHCOBOW OpraHu3aLui,
KJIMEHTOB Y KOHTPAareHTOB

V3I1.24

Perucrpanus coObITHIA 3a1IUTH HH(POPMAIINH,
CBSI3aHHBIX C ACHCTBUSMH, U KOHTPOJIb
JNEUCTBUN DKCIUTYaTallMOHHOI'O IIEPCOHAIIA,
o0Jaaromero npaBaMu 1o yrpaBJICHUIO
JIOTUYECKUM JIOCTYIIOM

V3I1.25

Perucrpanus coObITHIA 3a1IUTH HH(POPMAIINH,
CBSI3aHHBIX C ACUCTBUSAMH IO YIIPABICHUIO
YUYETHBIMH 3aIUCAMH U IIPAaBaMHU CYOBEKTOB
JIOTHYECKOTO JOCTYIa

Bce cobbiTus 6e3onacHoctu peructpupytores Uznennem. PCB.3 «Coop,
3aIlUCh M XpaHEHHEe HHPOPMALIUHU O COOBITHSIX 0€30IIaCHOCTH B TEUCHUE
YCTaHOBJICHHOTO BPEMEHH XPaHECHUS»

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JaTta BHEeC

CHUS U3M:
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5.1.2. Hoonpouecc «HUnenTupukanus, ayrTeHTH(PUKAUMs, aBTOpU3anMs (pasrpaHM4YeHHMe [OCTyNa) NPH OCYUIeCTBJICHUH
JIOTHYECKOI'0 J0CTYIa»

CYB/Jl B nmoanpouecce «Mnentuduranus, ayTeHTH(UKANNSA, aBTOpU3aAMs (pa3rpaHHUEHUE JOCTyINa) MPH OCYIIECTBICHUHU JIOTUYECKOTO

JOCTYTIa» BBIMOTHAET 0Aa30BBI COCTAB TEXHUYECKUX MEP 3alIUTHl HH(POPMALIMK B YaCTH CIEAYIOMINX TPeOOBAaHUH, MPEACTABICHHBIX B MTyHKTAX:
— 5.1.2.1 «ba3oBsIii cocTaB Mep MO UACHTU(DUKALNN U ayTeHTU()UKAINUN CyOBEKTOB JOTHUECKOTO JOCTYTIay;

— 5.1.2.2 «ba3oBbIil cocTaB Mep MO OpraHU3aIMH YIPABJICHUS W OpPraHU3alMH 3aIIUThl MACHTU(PUKAMOHHBIX U ayTeHTU(UKAINOHHBIX

TAHHBIX ),
— 5.1.2.3 «ba3oBblil cocTaB Mep MO aBTOpU3ALMH (Pa3rpaHUYEHUIO JOCTYIA) IPU OCYIIECTBIECHUHU JOTMYECKOI0 JOCTYIIa;

— 5.1.2.4 «ba3oBeIii cOcTaB Mep MO perucTpanuy COOBITUH 3aIIMTHI MH(OPMAIMK, CBI3aHHBIX C MACHTHU(UKaIMeH, ayTeHTUPHUKAIIEeH 1

aBTOpU3alMel (pa3rpaHUYEHUEM JI0CTYIIa) IPHU OCYIECTBIEHUH JIOTHUECKOT O JOCTYyHay.

5.1.2.1 Ba3oBblii cocTaB Mep N0 HAeHTHGUKALUM U AyTeHTHPUKAINH CY0OBEKTOB JIOTMYECKOro 10CTyIa

Tabmuna 5.5 — ba3oBslii cocTaB Mep 1Mo HASHTH()HUKAINY U Ay TEHTH(PHUKAINHA CyOBEKTOB JIOTHIECKOTO TOCTyIa

YciaoBHoe Yposenn
o6o3nauenne | CoepsKkanHue Mep CHCTEMbI 3amUThl | o HTRI
nHdopManuu Peanuszanusa B CYB/I «Jatobay»
1 HOMep HHpopManuu
Mephbl 1
P/.1 Wnentudukanus u onHodakropHas H NA®D.1 «nentudukanus u ayTeHTUDHUKALMS TT0Ib30BATENICH, SBIISIONIMXCS
ayTeHTU(UKAIUS TTOJIb30BaTeNeH pabOTHHKAaMU OTepaTopar»
P/1.3 Wnentudukanus u onHodakropHas H NA®D.1 «nentudukanus 1 ayTeHTUDHUKALMS TT0Ib30BaTENICH, SBIISIONIMXCS
ayTeHTU(UKAIUS SKCIUTYyaTallMOHHOTO pabOTHHKAaMU OIepaTopar»
nepcoHana

‘ Ne u3MeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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VcaoBHoe Yposens
ob0o3Hauenne | Cogep:kaHue Mep CHCTEMbI 3ALUTHI 3aliTEL
i HOMEp nn@opMammm nadopmanuu Peammzanus B CYB/] «Jatobay
Mepbl 1
P/1.8 CoxpeiTHe (HEOTOOpakeHue) mapoieit T NA®D.5 «3amura 0OpaTHON CBSI3U MPH BBOJE ayTEHTU(PHUKAITMOHHON HHPOPMAITIID)
IIPU UX BBOJIE CYOBEKTAaMU JIOCTYIIA
PI.11 BpemenHnast 6;10KHpOBKa yUeTHON T NA®D.4 «YrpaBieHue cpeCTBaMU ayTeHTU(PUKALMKU, B TOM YHCJIe XpaHEHHUE,
3aIMCH I0JIb30BATENEH Mociie BbIJIa4a, MHULIMAIHU3aLus, OJIOKUPOBAHUE CPEJICTBAMU ayTeHTU(UKAIIUHN 1
BBITIOJTHEHUS PsiZia HEYCIeITHBIX NPUHATUE MEP B CIIydae yTpaThl U (MJIM) KOMIIPOMETAIIUU CPEICTB
IIOCJIEOBATEIBHBIX MOIBITOK ayTeHTU(UKAITTIY.
ayTeHTU(UKAIMN HA TIEPUOT BpEMEHHU VYcunenue k mepe 3amutsl UAD.1 (11).
He MeHee 30 MuH. (YIIA.6) «OrpanndeHne HeyCIEIHbIX MOMBITOK BX01a B MH(POPMALMOHHYIO
cuctemy (J1ocTyna K "HGOPMAIMOHHON CUCTEME)»
PI.12 3anpeTr MHOXXECTBEHHOU T VIIA.9 «Orpannuenue uyncia napajijieibHbIX CEaHCOB AOCTYyMA AJsl KK I0H

ayTeHTU(UKAIIUN CYOBEKTOB
JIOTUYECKOTO JIOCTYIIA €
HCIOJIb30BAHUEM OJHOM YYETHOMU
3aIUCH IIyTE€M OTKPBITHUS
MapaJuICIbHbIX CECCUN JIOTHYECKOIO
JOCTYIa C UCIIOJIb30BAHUEM Pa3HBIX
APM, B TOM uucie BUPTyalbHBIX

YUYETHOH 3aIKCH NOJIB30BaTENs HHPOPMAILIMOHHOM CUCTEMBI»

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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5.1.2.2 ba3oBblii cocTaB Mep 10 OPraHU3aliy YIPaBJIeHUsS U OPraHU3AIUH 3AIUUThI HICHTU(PUKANMOHHBIX U AYyTEeHTU(PHUKAMOHHBIX
JAAHHBIX

Tabnuua 5.6 — ba3oBblii cocTaB Mep M0 OpPraHU3alUK YIPABICHUS U OPraHU3alHK 3alH Tl HACHTH(HUKAMOHHBIX U ayTeHTH()UKAIMOHHBIX TaAHHBIX

VcaoBHoe Yposenn
o0o3Hauenne | Coaep:kaHue Mep CHCTEMbI 3ALUTHI 3aliTEL
nadopmanuu Peammzanus B CYB/] «Jatobay
1 HOMep HHpopManuu

Mepbl 1

PJI.19 Cwmena naposeit moJib3oBaTeneit He T VYcunenue k mepe 3amutel MAD.1 (1)
pexe OAHOro pas3a B roj

PJ1.20 Cmena naposneit 3KCITyaTallioOHHOTO T VYcunenue k mepe 3amutel MAD.1 (1)
IIepcoHaja He PeKe OJTHOTO pasa B
KBapTas

PJ1.21 Hcnonb3oBanue moiap30BaTENIMHU T VYcunenue k mepe 3amutel UAD.1 (1)
[apoJIel JUIMHOW HE MEHEE BOCbMU
CHUMBOJIOB

PJ1.22 Hcnonb3oBaHue 3KCIUTyaTallMOHHBIM T VYcunenue k mepe 3amutel UAD.1 (1)
[IEPCOHAJIOM IMAPOJIEN JUIMHON HE MEHEE
LIECTHAATH CUMBOJIOB

P/1.23 Hcnonbs3oBanue npu GOpMUPOBAHUU T NA®D.4 «YrpaBieHue cpeCTBaMU ayTeHTU(PUKALIMK, B TOM YHCJIe XpaHEHHUE,
napoJieif CyObeKTOB JIOTHUECKOTO BbIJIa4a, MHULIMAIHU3aLus, OJIOKUPOBAaHUE CPEJICTBAMU ayTeHTU(UKAIIUHN U
JI0CTYyIIa CUMBOJIOB, BKJIFOUAIOLTUX IIPUHATHE MEP B ClIydae yTpaThl U (UJIM) KOMIIPOMETAIMHU CPEACTB
OyKBBI (B BEpXHEM U HIDKHEM ayTeHTU(UKAIIID)
peructpax) u uupsl

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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5.1.2.3 Ba30Bblii cocTaB Mep N0 aBTOPU3aluM (Pa3rpaHUYeHHUI0 10CTYIa) PH OCYLEeCTBJICHNH JOrHYeCKOro 10CTyna

Tabnuua 5.7 — ba3oBblit cocTaB Mep MO aBTOpU3ALUHU (Pa3rPaHUYECHHIO JOCTYIIA) MPU OCYIIECTBICHUHU JOTUYECKOTO TOCTyMa

YcaoBHoe Yposenn
o6o3Hauenne | Coaep:Kanie Mep CHCTeMbI 3amuThl | A WMTEI
i HOMEp nnGopMammm nadopmanun Peammzanus B CYB/] «Jatobay
MepblI 1
P/1.30 ABTOpH3a1Us JIOTHYECKOTO I0CTYNA K T NA®D.1 «nentudukanus 1 ayTeHTUDUKALMS TT0Ib30BaTENIEH, SBIISIONIMXCS
pecypcam octyna, B ToM uncie AC pabOTHHKAaMU OTepaTopar
P1.31 Peanu3zanus He0OXOAMMBIX METOIOB T VII/1.2 «Peanu3amnus He0OXOUMBIX METOJIOB, TUIIOB (UTCHHE, 3aITUCh, BBITIOJHECHUE
(IMCKpEMOHHBIN, MaHJATHBIH, WM UHOM THIT) ¥ IPABUJI pa3rpaHUUYECHUS IOCTyIa»
POJIEBOI WJIM MHOUM METOJT) IpU
pasrpaHUYEHUH JIOTHUYECKOTO J0CTYIa
K pecypcam J0ocTyma
P1.32 Peanu3zarus ponesoro merona (¢ T VII/1.2 «Peanu3amnus He0OXOUMBIX METOJIOB, TUIIOB (UTCHHE, 3aITUCh, BBITIOJHECHUE
OmpeeNeHUEM TSl KAk A0 poJin WJIM MHOM THIT) U TIPaBUJI pa3TpaHUUYEHUs JOCTYIa
MpaB JIOCTYIA) IPHU pa3rpaHUuECHUN
noruueckoro aoctymna B AC
PJ1.33 Peanu3zanus He0OXOIMMBIX THIIOB T VII/1.2 «Peanu3amnus He0OXOUMBIX METOJIOB, TUIIOB (UTCHHE, 3aITUCh, BHITIOJHECHUE

(uTeHue, 3auCh, BHITIOJHEHUE UITH
WHOM THUI) U MIPAaBUJI pa3rpaHUueHUs
JIOTUYECKOT0 JIOCTYIA K pecypcam
noctyna, B Tom unciie AC

WM UHOM THIT) ¥ IPABUJI pa3rpaHUUYECHUS TOCTyIa»

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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5.1.2.4 Ba3oBblii cocTaB Mep 110 PerucTPauuu cOObITHI 321U THI HHPOPMALIMH, CBA3AHHBIX ¢ HIeHTH(PHKanMed, ayTeHTH(GuKannei u
aBTOpH3anuen (pasrpaHuYeHneM J0CTYIA) PH OCYLIECTBICHUH JJOTHYECKOro 10CTyna

Tabmuua 5.8 — ba3oBrIii cocTaB Mep MO PETUCTPALIMU COOBITUH 3aIIMTHI HH(POPMALINH, CBA3AHHBIX C UACHTU(UKALIEH, ayTeHTH()HUKaNen 1
aBTOpH3aIMel (pasrpaHUYCHUEM JOCTYIIA) IPU OCYIIECTBICHNUHN JIOTHYECKOTO JOCTYIIA

BEeHb
YciaoBHoe Ypose
o0o3HaueHne Copaepskanue Mep CHCTeMbI 3aIIUTHI 3alMTEI
uHopmanumn Peanuzauus B CYB/] «Jatobay
1 HOMep uHpopManuu
Mephbl 1
P/1.39 Perucrpanus BBIOTHEHHUS CyObEKTaMHU T PCB.3 «C6op, 3anuce 1 XpaHeHHe HHPOPMALIUU O COOBITHIX
JIOTMYECKOTO JOCTYIA Psijia HEYCIEeITHBIX 0€30IMaCHOCTH B T€UCHHE YCTAaHOBJICHHOTO BPEMEHH XPaHECHUS»
MOCIIEIOBATEIbHBIX MOIMBITOK ayTeHTU(UKAIIIH
P/1.40 Perucrpanus ocymiecTBiaeHus CyObeKTaMu T PCB.3 «C6op, 3anuce 1 XpaHeHHe HHPOPMALIUU O COOBITHIX
JIOTHYECKOTO JOCTYIa UACHTU(DUKAIIUN 1 0€30I1aCHOCTH B T€UCHHE YCTAHOBICHHOTO BPEMEHH XPaHECHUS»
ayTeHTU(UKAITUU
P/1.41 Peructpanus aBropusanuu, 3aBepiieHus 1 (UIn) T PCB.3 «C6op, 3anuce 1 XpaHeHHe HHPOPMALIUU O COOBITHIX
npepbIBaHus (IPUOCTAHOBKH) OCYILIECTBIICHUS 0€30I1aCHOCTH B T€UCHHE YCTAHOBICHHOTO BPEMEHH XPaHECHUS»
HKCIUTYaTal[MOHHBIM IIEPCOHATIOM H
M0JIb30BATEISIMH JIOTHYECKOTO JIOCTYIIA, B TOM
gucie B AC
P/1.42 Perucrpanus 3amycka nporpaMMHBIX CEPBHUCOB, T PCB.3 «C6op, 3anuce 1 XxpaHeHHe HHPOPMALIUU O COOBITHIX
OCYIIECTBISIOMINX JIOTUYECKUN JOCTYII 0€30IaCHOCTH B T€UEHHE YCTAHOBJICHHOTO BPEMEHH XPaHECHUS»
P/1.43 Perucrpanus n3MeHeHUH ayTeHTU(PUKAITMOHHBIX T PCB.3 «C6op, 3anuce 1 XxpaHeHHe HHPOPMALIUU O COOBITHIX
JAHHBIX, UCTIOJIB3YEMBIX JIJIsl OCYIIECTBICHUS 0€30IMaCHOCTH B T€UCHHE YCTAHOBICHHOTO BPEMEHH XPaHECHUS»
JIOTHYECKOTO JOCTYIa

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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5.2. pouecc 3 «KOHTPOJIb HETOCTHOCTH H 3AIIHINIEHHOCTH HH()OPMAIIMOHH Ol HHPPACTPYKTYPHD»

5.2.1. Ba3oBblil cOcTaB Mep MO KOHTPOJIK OTCYTCTBUS U3BECTHBIX (OMUCAHHBIX) YA3BUMOCTEH 3a1iMThl HHGOpMAIUU 00bEKTOB
HH(pOPMATH3ALUU

Tabnumna 5.9 — ba3oBbIil cocTaB Mep MO KOHTPOJK OTCYTCTBHUS U3BECTHBIX (ONMMCAHHBIX) YSI3BUMOCTEH 3alUTHl HHPOPMAIUU OOBHEKTOB

uH(pOpMaTH3AIIH
YeaoHoe J poperts Peanuzanus
o0o3HaueHne 321U THI
ConepxxaHue Mep cHCTeMbI 3alIUTHI HHPOPMALHMHT nadopmanuu| B CYb/J
" HOMep
«Jatoba»
MepslI 1
[31.8 KoHTpone oTCyTCTBHSI M OO€cleYeHHE OINMEPaTUBHOIO YCTPAHEHHsI M3BECTHHIX (ONMMCAHHBIX) YSA3BHUMOCTEH, cMm. 1. 5.4.2
ykazaHHbIX B myHKTax L[3U.1 — [I31.6 HacTosiieil Tabnuiipl, MyTeM CKaHUPOBAHUS U aHAJIW3a COCTaBa, BEPCUI
u napameTpoB Hactpoek npukiagaoro 110, IO AC u cucremuoro I10, peanusyromiero GpyHkuuu odecrneueHus
3alIUThl HH(GOpPMAIMHU U (WITH) BIMSIONIEro Ha oOecreueHue 3auiiThl nHpOopMalnu (Janee B HaCTOSILIEM pa3zese
— cucremHoe [10) <*>, ycTaHOBJICHHOTO HA CEPBEPHOM U CETEBOM 000pYIOBaHUU

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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5.3. Ilpouecc 6 «YnpaBJjieHHe HHIIUAEHTAMH 3aIIUTHI HHGOPMAILTHI
5.3.1. Hoanpouecc « MOHMTOPUHT M AHAJIU3 COOBITHH 3AIUTHI HHpOpPpMaTUN»
CYB]] B noamponiecce « MOHUTOPHHT U aHAIM3 COOBITHI 3alIUThl HH(POPMAIIUN BBIMONHIET 0A30BBIN COCTAB TEXHUYECKUX MEP 3aIIUTHI

nH(GOpPMAIINH B YACTH CJIEAYIOINX TPeOOBAaHMIA, MTPEICTABICHHBIX B myHKTe 5.3.1.1.

5.3.1.1 ba3oBblii cocTaB Mep N0 OPraHM3alM¥M MOHMTOPHMHIA [JAHHBIX PErHCTPALMH O COOBITMAX 3alMTHI MHpopMauuu, GpopmMHpyeMbIX
o0bexTaMM HHPOPMATH3ANMHU

Tabmuua 5.10 — ba3oBblit cocTaB Mep MO OpraHU3aluyd MOHUTOPHHTA JAHHBIX PETUCTPAIIUH O COOBITHAX 3alIUTH HH(POPMAIIH, (OPMHUPYEMBIX
o0beKTaMu H(POPMATH3AINH

YciaoBHoe Yposenn
o0o3Hauenne | CoaeprxkaHue Mep CHCTeMbI 3aIIUTHI 3alUTEL
— Y — nadopmanun Peammzanus B CYB/] «Jatobay
Mepbl 1
MAC.4 Opranuzanys MOHUTOPUHTA JAHHBIX T JlocTynl Ha YTEHHE JaHHBIX NIPEAOCTABIISIETCS YUETHBIM 3allMCSM 10JIb30BaTeeH
PETUCTPAIH O COOBITHUSAX 3aIUTHI cornacHo Matpure nocryna YIIJ[.2 «Peanu3zamus He0OX0JMMBIX METOAOB, TUIIOB
uHpopManuu, GopMHUPYEMBIX (dreHue, 3aIUCh, BHIIIOJHEHUE WJIM MHON THII) U IPABUJI pa3rpaHUUEHUs AOCTYIIa».
cucreMHbIM I10, onepannoHHBIMU Ycunenne mepsl 3amuTsl PCB.3(1) B uacTu cienyromiero Tpe6GoBaHus:
cucremamu, CYBJ] ® IICHTPAJIM30BAaHHOE aBTOMATH3MPOBAHHOE YIpaBieHHEe COOpOM, 3alKChI0 H
XpaHEeHHuEeM HH(POPMAIIUU O COOBITHIX 0€30IacHOCTH

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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5.4. Onucanne peann3anuu OTAeJbHBIX 6230BBIX MeP 3aIIUTHI HH(POPMALUH

5.4.1. bazoBas mepa MAC.4 «Opranm3anuss MOHMTOPHUHIA [aHHBIX perucTpaluv o0 COOBITUAIX 3alUTBI HHpoOpManMu,
¢popmupyembix cucremunim IO, onepaunonnsimu cucremamu, CYBJ»

B CYB/] «Jatoba» opranuzaiusi MOHUTOPUHTA JAHHBIX PETUCTPAIMH O COOBITHAX 3amuThl HHGopMmanmn, hopmupyemsix CYBJI, BeimoaHeHa

B3aUMO/JIEICTBUEM KOMIIOHEHTOB:
— KOMIOHEHT «pgAudity BRIOIHIET paciinpenne Mmexanu3ma perucrpanuu coosrtuit CYB/I;
— kxommoHeHT «ja_Log» obecneunBaer neHTpanu3oBanueii c6op codsrruit CYB/I;

— KOMITOHEHT IOJIb30BaTEIIbCKOTO BeO-uHTEep(delica mis aqrMuHUCTpaTopoB «Jatoba data safe» mpemocraBmsier rpaduueckuii nHTEpdEiic

npocmotpa coobituii CYB/] 1 MexaHu3M yBeJOMIICHUIA.

Kommnonent «pgAudit»

B nononneHnne k craHAapTHBIM MEXaHW3MaM perucrpannu coobiTuii 6e3onacHoct, B CYB/I «Jatoba» ucnons3yercs pacmmpenue «pgAudity,
KoTOpoe 1mo3BosisieT BeINoIHUTH TpeboBanus [OCT P 59548 — 2022 «3amura nnpopmanmu. Peructparnus coOsituii 6e3omacuoctu. TpeboBanus K
peructpupyemoit uHbopmanum». W Takum o0Opa3zom oOecreynMBaeT 3amuch JOMOJHHUTEIHLHON WHGOpPMAIMU O COOBITHUSAX OE30MacHOCTH,

BKJTIOYAOIYIO TIOJTHOTEKCTOBYIO 3alIMCh PUBUIIETUPOBAHHBIX KOMaH]] (KOMaH I, yIPaBJISIFOIINX CUCTEMHBIMU (DYHKIIUSMH).

IIpu 3TOM CTpyKTYypa COOBITUI O€3011aCHOCTH MEHSETCS, KaK IIPEACTABICHO Ha pUCyHKe 3.22.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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time stamp with mer-sessian line

regutar
. wer name database name process 1D dient hast [ part mumber | sewsion 1D [command tag

transaction 1D

SORSTATE code

TR

Pucynok 5.1 — CtpykTypa coObITHs 0€3011aCHOCTH
CpaBHenue peructpupyembix SQL-koMaHJ npu cTaHIAPTHOM peructpaiuu coobsituil 6ezonacHoctu CYB/l u ¢ npuMeHeHnEM KOMIIOHEHTA

«pgAudit» mpuBeneno B Tabaume S5.11.

Tabnuna 5.11 — CpaBHuTenbHas Tabauna peructpupyeMbix SQL-komang

log_statement pgAudit
IMapametp SQL-KoMaHbI 3ANHCHIBACMBIC B IMapamerp | SQL-koMaH[BI 3alIMCBIBAEMBIEC B KYPHAJI
JKypHAJT
ALL ALL
SELECT
READ
COPY TO
INSERT INSERT
UPDATE UPDATE
DELETE WRITE IDIEILIETNE
TRUNCATE TRUNCATE
MOD
COPY FROM COPY FROM
PREPARE
EXECUTE
EXPLAIN ANALYZE
CREATE CREATE
DDL ALTER DDL ALTER
DROP DROP

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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log_statement pgAudit
IMapametp SQL-KoMaHbI 3ANHCHIBACMBIC B IMapamerp | SQL-koMaH[BI 3alIMCBIBAEMBIEC B KYPHAJI
JKypHAJT
CALL
FUNCTION
DO
GRANT
REVOKE
ROLE
ALTER DEFAULT PRIVILEGES
SET ROLE
DISCARD
FETCH
MISC CHECKPOINT
VACUUM
SET
MISC_SET | SET
NONE NONE

Kommnonenr «ja_Log»

Komnonent ycranaBnuBaercs Ha 1esneBbix CYB/] u Ha cinyxkebnoit CYBJ] JDS.

B cyxebnoit CYB/] JDS cozmaercs ciryxxebnast B/ «ja_logy», B koTopyro OyayT nepeaaBaThesi COObITHS Oe30macHOCTH. J[aHHbIe coOuparoTcs

B aBTOMaTHYECKOM PEKHMME IPU TTOMOIIH areHTOB cOOpa NaHHBIX C KaXKIOW WHCTAJUISAIINN:
— cepsepa CYB/I;
— xkiactepa CYB/I,

9TO 00ECTIEYMBACT LEHTPATUIOBAHHOE YIIPABICHHE COOBITUAMU OE30MAaCHOCTH.

Ne u3MeHeHUS: ‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cxema paOOTHI KOMIIOHEHTa MIPECTAaBIIEHA HA PUCYHKE 5.2.

ja_log_agent

P

”

o’ ®

e’
DS ja_log_server

\
: '
N’

ja_log_agent

Pucynok 5.2 — Cxema paboTbl KOMIIOHEHTa

[TpocMoTp cobbITH Oyaet moctymeH yepes pasnen JDS «Event Listy.

KommnoHeHT mosib30BaTe/ibcKOro Bed-unTepgeiica 11 atMuHUCTPaTOpoB «Jatoba Data Safe»

Paznen JDS «Event List» (Cnincok codbITHii)

Ne u3MeHeHUS: HOI[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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Pazmen JDS «Event Listy paspaboran c yderom tpeboBanmii ['OCT P 59548-2022 «3Bammura undopmanuu. Perumcrparus coObITHi
6e3omacHocTu. TpebGoBaHus k peructpupyemoirr mHpopmarmm» (yTBEpKIeH W BBeAeH B jaeiictBue [lpukazom dDenepanbHOTO areHTCTBa IO

TEXHUYECKOMY PETyJIMpPOBaHMIO U MeTposioruu oT 13 ssuBaps 2022 r. Ne 2-cT).

Paznen «Event List» npennasnaden s mpocMoTpa coObITHA, cOOpaHHBIX ¢ Kaxaon nHctamusiuuu CYB/I.

d
(J,\atoba Nlawawagr / CYBA / CYB[Hacepeepe ~ / CRMCOK COBBITUiM ) O6HoBuTH
& Meuo CYB .
ja_log Q_ Mowex = ®unsTp
< Hasap
[aTacodbmia N Kareropna MCTOUHIK COGBITHT BaKHOCT Moaxnouerne oT [ NoaposHocTH MiA nonb3osaTens IR Gadbl AaH HbiX m
B: o0630p "
= 202512-25 11:44:42.812 YNpaBnenve fakHbI Jalog_test COOBLIEHME cHcTema B FoToBa...

48 HasHauenve poneit

20251225 11:44:42.782 Yrpaenee fankel..  jalog_test COOBLUEHME KOHTPOMSHaA TOUK..
£ Mapametpsi CYB]

202512-25 11:44:42.742 YrpaBnenie AaHHb! jalog_test COOBLUEHVE HauaTa KOHTPOMbH..
[® npasuna goctyna

202512-25 11:44:42.729 Yrpasnenne fanHbl.  jalog_test COOBLUEHME 3anHch REDO HasH...
M DocTynuie pacumpenia
B Hacrpoin an probackup 20251225 11:44:42.729 Yrpasnenme ganHb jalog_test COOBLEHME sanucu REDO o6pa.
&= Ponu CYBA 20261225 11:44:42.729 Vipasnee faukl..  jalog_test COOBLLEHME HeBepHan A Ta..
B cnucok cosurmuit 20251225 11:44:42.721 YrpaBnenye faukb jalog_test COOBLUEHVE cuctema B/l 6bina..
@ Nposneme! u pewenun v

202512-25 11:44:42.506 Yrpasfienme fanHbl..  jalog_test COOBLUEHME pagora cHCTEMb ..
S, AxTueHocTb BIL v

2025-12-25 11:44:42.485 Yrpasnenne fankbl..  jalog_test COOBLUEHME NS NPUEME NOKA...
LDAP cHHXpOHM3aLIA

20251225 11:44:42.475 Ynpaenenme ganibl..  jalog_test COOBLEHME Ans npuéma nogicn.

@ naponsksie nomutn v

Pucynoxk 5.3 — Paznen «Event Listy (Criucox coObITHIA)

Paszxen JDS «Event List» ocHaren:

— II0JIEM KOHTEKCTHOI'O [TOMCKA;

— HabopoMm GHUIBTPOB;

— MEXaHU3MOM BbIOOpa 0TOOpa)kaeMbIX MOJIEH;

- MEXaHU3MOM aBTOMATHUYCCKOI'O 06HOBHCHH${.
Ne u3MeHeHUS: ‘ Iloamuck oTB. auLA: ‘ I[aTa BHCCCHHA U3M:
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Bpewms xpanenus xxypranoB coobituii CYB/] orpann4eHo TONbKO BBIIEICHHBIM JUCKOBBIM IPOCTPAHCTBOM Juis ciryke0Hou B/l «ja_logy.
Paznen «YBenomuenusn» (Notifications)

Opraam3anus moHuTopuHara coobituii CYB/l He orpaHnunBaeTcsl TOJIBKO IEHTPaATM30BaHHBIM cOopoMm coObituii ¢ CYB/l u rpadguueckum

UHTEpPeicoM Usl UX TPOCMOTpa. B 0MONHEHNH K ONMCaHHOMY pealn30BaH MEXaHU3M yBeaomiieHui aamuauctpatopoB CYB/l u BJI.
Komnonent «JDS» nepuoandecku Oyaer mpocmarpuBath ciykebnyto b/l «ja_log» BeiOupats coObITHS 0€30MaCHOCTH U TIPH UX HAXOXKICHUU
nepenuier cooduieane yepes ceppuchl E-mail n/umm Zulip.

MexaHu3M yBeTOMIICHHI COAEPHKUT B ceOe TpU THUIA MOMCKA COOOIICHU:

1) Ommbku B/JI.

ITouck BBITOIHSETCS MO KJ1acCy COOBITHS WJIH 110 Kooy COOBITHS.

2) CoObITHS yUETHBIX 3aIUCEN.

[Touck BBIIOTHSETCS TIO KITFOUEBBIM (pazam st BemmoaHeHus: mep 6ezomacuoctu YIII.1 (5) u YII.9 (4) B coorBercTBuM ¢ [Ipukazom Ne 17
OCTIK Poccun.
3) [Ipon3BONABHBIN TEKCT.

[Towck BBIMOJIHAETCS MO KIFOYEBBIM CIIOBAM, 3aJlaBaeMbIM I10JIb30BaTeiiem JDS.

Bun paznena «Ysenomnenus» (Notifications) mpejcraBiieH Ha pucyHKe 5.4.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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@toba YBeAOMNEHHA | COOBLIGHHA Ouepeny 06paGoTUHKY ) 06HoBuTL

3. nNanpuwagr v

Cratye HavmeHosakue (kov) sanarins MepioansHOCTS (WHTepBan) 06paBOTKN OHepen, MHH CyBbl COOBUIEHNI: A% OTNPABKH YBEAOMexitit

8BS Monutopunr
Pa6oraer Processing message queue 1 Email, Zulip

@ Ananuz sanpocos M
Pasoraer Transfer EventLog items 1

% Noakmoyennn JDS

PaboTaer Populate Jalog messages 1
|ED Peacperoe konnposarine

P 3 PaGoTaer Remove expired refresh tokens 10080
-

A veepomnenns ~ Patotaer Lockout inactive users 240

TIONMCIN U KaHaNbl COBLITHE
CooBuein

KyDH2R cooBIeHMit

HacTpoiikn v

Pucynok 5.4 — Cniucok kaHajaoB COObITUM
[lepeuncnennple PyHKINOHATBHBIE BO3MOXHOCTH O0ECTIEYMBAIOT BO3MOXKHOCTH OPTaHM3AlMd MOHUTOPHHTA COOBITHI WH(OPMAIMOHHON
oe3onacHoctu CYB/l u peanuzaiuu mepst MAC.4.
5.4.2. bazoBas mepa LI3U.8 KoHTpoJb OTCYTCTBUSI M3BECTHBIX (ONMCAHHBIX) YSA3BMMOCTeH 3aMThl HHGOPMAUMU O00BEKTOB
HHpOpMATH3ALHH
CYB]] «Jatoba» B cocTaBe cBOMX (hYHKIIMOHAIBHBIX BO3MOXXHOCTEH HE MMEET TEXHUYECKOW BO3MOKHOCTH CAMOCTOSITETHHOTO KOHTPOJIS H

YCTpaHEHHU ysA3BUMOCTEN, myTeM ckaHupoBanus Bepcun CYB/I.

Brinonnenue 6a3zoBoii mepol 3amuthl [[3W.8 obecneunBaeTcs rapaHTuiiHbiMU oOsi3atenbcTBaMu Paspaboruuka (mpousBoautens) CYB]]

«Jatobay, 3apukcupoBanHbIMU B TIoapasene «lIpouenypa yctpanenus ys3sumocteiny @opmysipa Ha M3nenwe.

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JI4Ia: ‘ I[aTa BHCCCHHA U3M:
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I[MapaMeTpbl NapoAbHOMH NOJTUTHKH N0 YMOJYAHUIO

Tabmuna I11.1 — [TapameTpbl mapoabHON TOTUTHKH 110 YMOTYAHUIO

NPUJIOKEHHUE 1

ITapamerpsl B Mun-e Makc-e
ITapamerp IIpumeyanue npodgue mno 3HAYeHHe | 3HA4YeHHe
YMOJTYAHHUIO
ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs TIPOQUIIS IO YMOTYAHUIO 'default’
securityprofile.special chars apoJib IOJHKCH COJIEPIKaTh yKa3aHHbIC CUMBOJIBI (Ha00p cuMBOJIOB He | \!"#$%&()*+,-
ABIISICTCS 0053aTEIBHBIM U MOXKET OBITh M3MEHEH ) J5<=>2@[1" "{
i~
securityprofile.lower case count napoJyib JIOJDKEH COAEp)KaTh KaK MHUHMMYM | CHMBOJ B HIDKHEM | 1 0 256
peructpe
securityprofile.upper case count Mapoib JOJDKEH COJep,aTh Kak MHUHUMYM | cHUMBOJ B BepxHeM | 1 0 256
peructpe
securityprofile.numbers count 1apoJib JOJDKEH COAEpKaTh Kak MUHUMYM 1 1tudpy 1 0 256
securityprofile.special _count [apojb JOJDKEH COoJep)kaTh Kak MHMHMMYM | cneucuMBon u3 | 1 0 256
3ajaHHOTO Habopa special chars
securityprofile.minimum length MUHHMaJbHasl JUIMHA [1apoJisl paBHA 6 CUMBOJIaM 6 6 256
securityprofile.maximum length MaKCHMaJIbHas AJIMHA MapoJid paBHa 32 cUMBOJaM 32 6 256
securityprofile.minimum_changes MUHHMAaJbHOE KOJIMYECTBO M3MEHEHUH, KOTOPOE OJKEH coaepxkath | 0 0 256
HOBBIH MAapOJIb M0 CPABHEHUIO C MPEIBITYIINM
securityprofile.failed login attempts | komuuecTBO HeyaadHbIX NONBITOK BXoaa B CYB/] 10 0 Int Max
securityprofile.password lock time | Bpemsi, Ha KOTOpoe OJIOKMpYETCS IMOJIb30BaTeNb MpH MpeBbimeHuu | 3600 -1 Int Max
KOJM4ecTBa HeyaauHbIX nonbITOK Bxoja B CYB/I (1 yac B cexkyHaax)
securityprofile.password min life ti | Bpemss B cekyHzax, B TeueHHE KOTOPOrO TMapoib JoJukeH | 0 0 Int Max
me MCIOJIb30BAThCS M HE MOXKET ObITh H3MEHEH

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

JlaTa BHECEHUS U3M:
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ITapamerpsl B Mun-e Makc-e
ITapamerp IIpumeyanue npodgue mno 3HAYeHHe | 3HA4YeHHe
YMOJTYAHHUIO
securityprofile.password_life time BpeMsl B CEKyHJaX, B T€YEHHE KOTOPOTO MOXET ObITh Mcmosb30BaH | 15 552 000 -1 Int Max
Tekymui napoub (180 gHeit B cekyHaax)
securityprofile.password grace time | BpemMs B CEKyHJaX, B TEUEHHE KOTOPOTO TMOJb30BaTelnb MOXeT | 0 -1 Int Max
MCIOJb30BaTh TEKYIIUH MMapojib C HATOMUHAHUEM O HEOOXOJAUMOCTH
€ro CMEHHUTh 10 OJOKMPOBKHM aKkayHTa. Bpems mnpubasisercs K
BpPEMEHH, YCTaHOBJIEHHOMY B securityprofile.password life time
securityprofile.password reuse time | Bpemsi MeX/y IOBTOPHBIM HCHOJIb30BAHUEM OJTHOTO U TOTO k€ raposs | 0 -1 Int Max
(B cexyHax)
securityprofile.password reuse max | HOBTOpPHOE HCIOJIb30BAHUE MAPOJIS 3aMPEIIECHO -1 -1 Int Max
(Ims MOBTOPHOTO HMCHOJB30BAHUS MApOJsl Oe3 OrpaHHMYEHHUI HaIo
ykazatb password reuse time=-1 u password reuse max =-1)
securityprofile.store password encry | XpaHeHue napoJieid B 3aKpbITOM BUJIE True True False
pted = true
ITapameTrpsl A9 KOH(PUIYPHPOBAHUSA pa3Mepa KIIIA paclIdpeHus
securityprofile.profiles cache limit | MakcuManbHOE KOIMYECTBO MPOQUIICH, XPAHUMBIX B KAIIIE 10 0 Int Max
securityprofile.accounts cache limit | MakcuManbHOE  KOJMYECTBO  IOJIb30BATENIbCKUX  aKKayHTOB, | 1000 0 Int Max
XPaHUMBIX B K3IIIE
securityprofile.password_history cac | MakcuManbHOE KOJMUYECTBO MapoibHBIX Xdmied (mdS) xpanumsix B | 10000 0 Int Max

he limit

KomIe

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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IMapamerps! napoabHoi noautTuku FSTEC _1_Class

Tabmuna I11.2 — INapameTpsr maponsHoi noautuku FSTEC 1 Class mo ymoaganuto

ITapamerpsl B Makc-e
ITapamerp IIpumeyanue
npogue 3HAYeHHEe

ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs IPOQUIIS IO YMOTUYAHUIO '"FSTEC 1 Class'
securityprofile.special chars napoJIb JOJDKEH CO/AEPKaTh YKa3aHHbIE CUMBOJIBI \1"#$%&()*+,-

(Habop CHMBOJIOB HE SBJISIETCS 00s13aTEILHBIM M MOKET OBITH U3MEHEH) J5<=>2@™ ]}~

'

securityprofile.lower case count napoJib JOJDKEH COIEPKaTh KAK MUHUMYM | CUMBOJI B HIXKHEM PETHCTpPE 1 256
securityprofile.upper case count 11apOJIb IOJDKEH COJIEP’KAaTh KAK MUHUMYM | CHMBOJI B BEPXHEM PETUCTPE 1 256
securityprofile.numbers count napoJIb JOJDKEH COIEpKaTh Kak MUHUMYM | 1tudpy 1 256
securityprofile.special _count [apojb JOJDKEH COJEp)KaTh KaK MUHUMYM | crnencuMmBOJ U3 3ajaHHoro | 1 256

Habopa special chars
securityprofile.minimum length MUHUMaJbHasl JUIMHA IApOJIs 8 256
securityprofile.maximum length MaKCHMaJIbHas AJIMHA 1apoJIs 256 256
securityprofile.minimum_changes MHUHUMAJIbHOE KOJIMYECTBO MU3MEHEHUMN, KOTOPOE JOJIKEH cojiepKaTh HOBbIN | O 256

1apoJib O CPABHEHHIO C MPEABLIYIIUM
securityprofile.failed login attempts | komuuecTBO HeymauHbIX TONBITOK BXoaa B CYB/] 4 Int Max
securityprofile.password lock tim BpeMs, Ha KOTOpoe OJOKHpYeTCsl TMOJb30BaTeNlb Mpu mpeBbimeHuu | 2700 Int Max

KOJIMYECTBA HEY/IauHbIX MOMNBLITOK Bxosia B CYB]/] (B cexyH1ax)
securityprofile.password min_life ti | Bpemsi B cekyHnax, B TeYeHHE KOTOPOTO MapoJjb AOJDKEH UCHOJb30BaThbes U | 0 Int Max
me HE MOXeET ObITh U3MEHEH
securityprofile.password_life time BpeMs B CEKYH/IaX, B TEYCHHE KOTOPOTO MOKET OBITh MCIIONIb30BaH Tekymmumii | 5184000 Int Max

11apoJb (B CEKYHAAX)
securityprofile.password grace time | Bpems B CeKyHJax, B TEYCHHE KOTOPOTO IMOJIb30BaTEIh MOKET HUCIO0JIL30BaTh | () Int Max

TCKYH_IHﬁ nmapojib ¢ HAallOMUHAHHUEM O HCOGXOZ[I/IMOCTI/I €ro CMCHUTHL 10
OJIOKMPOBKH akKayHTa. Bpems npubasisieTcss K BpeMeHH, YCTaHOBJICHHOMY B
securityprofile.password life time

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerpsl B Makc-e
ITapamerp IIpumeyanue
npogue 3HAYeHHEe
securityprofile.password reuse time | Bpemsi MEXIy MOBTOPHBIM HCIOJIH30BAaHUEM OIHOTO M TOTO ke maposs (B | 0 Int Max
CEeKyHJax)
securityprofile.password reuse max | HOBTOPHOE UCHIOJIb30BAHUE MAPOJIS -1 Int Max
securityprofile.store password encry | XpaHeHHe apoJieii B 3aKPBITOM BUJIC True False

pted

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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IMapamerps! napoabHoii noautTuku FSTEC _2 Class

Tabmuna I11.3 — INapameTpsr maponsHOoi nonutukun FSTEC 2 Class mo ymoadanuio

ITapamerpbl Makc-e
ITapamerp IIpumeyanue
B nIpodue 3HAYeHHEe
ITapameTrpbl A1 KOH(PUTYPHPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMSs IPOQUIIS IO YMOTUYAHUIO ' FSTEC
2 Class'
securityprofile.special chars napoJib JOJDKEH COJCPIKaTh YKa3aHHBbIC CHMBOJIBI (Habop cumBosioB He sBisiercs | \!"#$%&()*+
00s13aTEIbHBIM ¥ MOXKET ObITh N3MEHEH) ,-
J5<=>2 @10
[~
securityprofile.lower case count | mapoisb 10JDKEH coliepkKaTh Kak MUHUMYM | CHMBOJI B HIDKHEM PErUCTpe 1 256
securityprofile.upper case count | mapoip I0JDKEH COJEpkKaTh KaK MUHUMYM | CHMBOJI B BEPXHEM PETUCTPE 1 256
securityprofile.numbers countl napoJIb JOJDKEH COIEpKaTh Kak MUHUMYM | 1tudpy 1 256
securityprofile.special count Mapoib JOJKEH COJAepKaTh KaKk MHHUMYM | CIIEIICHMBOJ W3 3aJaHHOro Habopa | 1 256
special chars
securityprofile.minimum length | MuHMManbHas AITMHA TAPOJIS 8 256
securityprofile.maximum length | makcuManbHas AIUHA MAPOJIS 256 256
securityprofile.minimum changes | MUHMManIbHOE KOJMYECTBO U3MEHEHUH, KOTOPOE JAOJKEH COAEp)KaTh HOBBIM maposb | 0 256
110 CPABHEHUIO C MPEJIBIIYIIINM
securityprofile.failed login attem | xommuecTBO HeyAauHBIX MOMBITOK BXoaa B CYB/] 5 Int Max
pts
securityprofile.password lock ti | Bpemsi, Ha KOTOpoe OJIOKHMpYETCS IOJIb30BaTeNlb IMpH TMpEeBbIIICHUH KoiudecTsa | 1200 Int Max
me Heyna4yHbIX nonbITok Bxoaa B CYB/I (cexynnax)
securityprofile.password min_life | Bpemsi B cekyHaax, B TeUeHHE KOTOPOTO MapoJib T0JDKEH UCTOIB30BATHCSA U HE MOXKeT | 0 Int Max
_time OBbITb U3MEHEH
securityprofile.password_life tim | Bpemsi B ceKyH/ax, B T€4€HHE KOTOPOTO MOXKET OBITh MCIIOJIB30BaH TEKYLIHH nmaponb | 7776000 Int Max

c

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerpbl Makc-e
ITapamerp IIpumeyanue
B nIpodue 3HAYeHHEe

securityprofile.password grace ti | Bpems B CEKyHIaX, B T€Y€HHE KOTOPOTO MOJB30BATENIb MOYKET UCTIOIB30BaTh TeKyIuii | 0 Int Max
me napoiib ¢ HAaTlOMHHAHUEM O HEOOXOJAMMOCTH €ro CMEHHUTD JI0 OJOKUPOBKH aKKayHTA.

Bpewms npuOaBIsSIeTCS K BPEMEHH, YCTaHOBIICHHOMY B

securityprofile.password life time
securityprofile.password reuse ti | Bpemsi MeXy TOBTOPHBIM HUCIOJB30BAHUEM OJTHOTO U TOTO ke mapoJis (B cekyHnax) | 0 Int Max
me
securityprofile.password reuse m | MOBTOPHOE HCIIOIH30BAHKE ITAPOJIIS 1 Int Max
ax

XpaHEHHUE [1ApOJIEH B 3aKPBITOM BUJIE True False

securityprofile.store password en
crypted

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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IMapamerps! napouabHoii noantuxku CIS

Tabmuua I11.4 — IapameTps maponasHON noauTuku CIS o ymMoTd9aHuio

ITapamerpsl B Makc-e
ITapamerp IIpumeyanue
npoguie 3HAYeHHE
ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs IPOQUIIS IO YMOTYAHUIO 'CIS'
securityprofile.special chars napoJIb JOJDKEH CO/AEPKaTh YKa3aHHbIE CUMBOJIBI \I"#8% & () *+,-
J5<=>@f] [}
securityprofile.lower case coun | mapojb JOJDKEH COAEp)KaTh KaKk MUHUMYM () CHMBOJIOB B HHKHEM PETHCTpPE 0 256
t
securityprofile.upper case coun | mapoib JOJDKEH COAEPKaTh KaKk MUHUMYM () CHMBOJIOB B BEPXHEM PETUCTPE 0 256
t
securityprofile.numbers count napoJIb JOJDKEH COIEPKaTh Kak MUHUMYM | 1tudpy 1 256
securityprofile.special count Mapoib JOJKEH coAepkaTh kak MUHUMYM ( CIEICMMBOJN W3 3agaHHOro Habopa | 0 256
special chars
securityprofile.minimum length | MuHUMaNBEHAs JUTMHA TAPOIIS 14 256
securityprofile.maximum length | MakcumasipHas AMHA TApoOJIs 256 256
securityprofile.minimum chang | MEUHUMaJbHOE KOJIMYECTBO M3MEHEHHUH, KOTOPOE JOJDKEH COAEp:KaTh HOBBIM maposib | 0 256
es 110 CPABHEHUIO C MPEJIBIIYIIINM
securityprofile.failed login atte | kommuecTBO HeymauHbIX TOMBITOK BXoaa B CYB/] 5 Int Max
mpts
securityprofile.password lock ti | Bpemsi, Ha KOoTOpoe OJOKHMpYeTCsl MOJIb30BaTelb NpPU IpPEeBBIIIEHUH KosmdectBa | 900 Int Max
me Heyna4yHbIX nonbITok Bxoaa B CYB/I (B cexyHaax)
securityprofile.password min_li | BpeMms B cekyHaax, B T€4YEeHHE KOTOPOTO MapOJib JOJHKEH UCIIOJIb30BaThCs U HEe MoxkeT | 6400 Int Max
fe time OBbITh U3MEHEH
securityprofile.password_life ti | Bpems B cekyHaax, B T€4€HHE KOTOPOTO MOKET OBITh MCIOJIB30BAH TEKYIIUH mapossb | 7776000 Int Max

me

(B cekyHaax)

Ne u3zmMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerpsl B Makc-e
ITapamerp IIpumeyanue
npoguie 3HAYeHHE

securityprofile.password grace | BpeMs B CEKyHIaX, B TEUEHUE KOTOPOTO MOIH30BATEIh MOMKET UCIIOJIB30BaTh TeKymui | 0 Int Max
time NapoJib C HAalOMUHAHUEM O HEO0OXOJUMOCTH €0 CMEHUTh IO OJOKMPOBKHM aKKayHTA.

Bpewms npuOaBIsSIeTCS K BPEMEHH, YCTaHOBIICHHOMY B

securityprofile.password life time
securityprofile.password reuse t | BpeMs MeXay MOBTOPHBIM HCIIOIb30BAaHHEM OJHOTO M TOTO K€ mapois (B cekyHaax) |0 Int Max
ime
securityprofile.password reuse | MOBTOpPHOE MCIIOJIb30BAHUE TTAPOJIS 5 Int Max
max
securityprofile.store password e | xpaHeHUE mapoJiel B 3aKPHITOM BUJIE True False

ncrypted

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapameTps! naposbHoi noautuku Corporate_1

Tabmuua I11.5 — IapameTpsr naponbpHO# nonautuku Corporate 1

ITapamerpbl | Makc-e
ITapamerp IIpumeyanue
B Ipouie | 3HAYECHHUE

ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs IPOQUIIS IO YMOTYAHUIO ' Corporate 1'
securityprofile.special chars napoJIb JOJDKEH CO/AEPKaTh YKa3aHHbIE CUMBOJIBI \I"#8%&()*+

-

N, :;{<=>?@[]A

_ i~
securityprofile.lower case cou | mapoiib 10JDKEeH coJiepKaTh Kak MUHUMYM 1 CHMBOJI B HUDKHEM PErucTpe 1 256
nt
securityprofile.upper case cou | mapoJib I0JDKEH COJIEpkKaTh Kak MUHUMYM | CUMBOJI B BEPXHEM PETUCTPE 1 256
nt
securityprofile.numbers count | mapoJib I0JKEH COJIEpkKaTh KaK MUHUMYM 2 (P 2 256
securityprofile.special count 1apoJIb JOJDKEH COJIEpXkKaTh KaK MUHUMYM | criericuMBOJI U3 3aJaHHOTO Habopa special chars | 1 256
securityprofile.minimum lengt | MUHMMabHAs ATUHA TAPOJIS 6 256
h
securityprofile.maximum_ lengt | MakcuManbHast JUIMHA TAPOIIS 256 256
h
securityprofile.minimum chan | MUHMMaJbHOE KOJMYECTBO H3MEHEHHUH, KOTOPOE JOJDKEH COAEp)KaTh HOBBIM mapoJib 1o | 0 256
ges =0 CPaBHEHHMIO C NPEABLAYILIUM
securityprofile.failed login att | xonudecTBo HeyqauHbIX MONBITOK BXoaa B CYB/] 5 Int Max
empts
securityprofile.password lock | Bpems, Ha KOTOpoe OJIOKUPYETCs MOJIb30BaTeNb MPU MPEBBIIICHUN KOJIMYECTBA HEYIAuHBIX | -1 Int Max
time nonbITok BxoJa B CYB/] (B cexyH1ax)
securityprofile.password min_ | BpeMs B ceKyHJaX, B TeU€HHE KOTOPOTrO MapoJib AOJKEH MCIIOIB30BaThCsA U HE MOXKET ObITH | 0 Int Max

life time

U3MCHCH

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:




114
643.72410666.00067-07 94 01

ITapamerpbl | Makc-e
ITapamerp IIpumeyanue

B Ipouie | 3HAYECHHUE
securityprofile.password_life t | Bpemst B cekyHIax, B T€4EHHE KOTOPOTO MOYKET OBITh MCIOJIh30BaH TeKyIwii mapoib (B | 3888000 Int Max
ime CEKYHJIax)
securityprofile.password grace | BpeMss B CeKyHJaX, B T€UEHHE KOTOPOTO IOJIb30BATE€Nh MOXKET HCIOIB30BaTh TeKymuii | 0 Int Max
_time 1apoJib C HAMOMUHAHUEM O HEOOXOAMMOCTH €ro CMEHHUTh JI0 OJIOKMPOBKH akKayHTa. Bpems

npubaBIIeTCsl K BpeMEHH, YCTAaHOBJICHHOMY B securityprofile.password life time

securityprofile.password _reuse | BpeMsi MeX Iy TOBTOPHBIM HCIOJIB30BAHUEM OJTHOTO U TOTO XKe MapoJis (B CEKyHIaX) 0 Int Max
_time
securityprofile.password reuse | MOBTOPHOE HCIIOIH30BAHKE ITAPOJIIS 5 Int Max
_max
securityprofile.store password | xpaHeHHe mapojeil B 3aKpPHITOM BHJIE True False

_encrypted

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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IMapameTrpsl napoabHoii noautuku Corporate 2

Tabmuua I11.6 — INapameTps maponsHON nonutuku Corporate 2

ITapamerpbl | Makc-e
ITapamerp IIpumeyanue
B Ipouie | 3HAYECHHUE

ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs IPOQUIIS IO YMOTYAHUIO ' Corporate 2'
securityprofile.special NIapOJIb I0JKEH COJEPKATh YKa3aHHbIE CUMBOJIBI \1"#$%&()*+

-

A :;{<=>?@[]A

_ i~
securityprofile.lower case count | mapoip 10JDKEH coJiepkaTh Kak MUHUMYM () CUMBOJIOB B HIDKHEM PETUCTPE 1 256
securityprofile.upper case count | maposb I0JDKEH COJEpkKaTh KaK MUHUMYM | CUMBOJI B BEPXHEM PETUCTPE 1 256
securityprofile.numbers count 1apoJIb JOJDKEH COAEPKaTh KAK MUHUMYM 2 ITU(PEI 2 256
securityprofile.special count Mapoib JOJDKEH COJepXaTh Kak MHUHUMYM | CIencMMBON W3 3ajaHHOro Habopa | 1 256

special chars
securityprofile.minimum length | MUHMMaNbHas ATMHA TAPOJIS 12 256
securityprofile.maximum length | makcumanbHas QUHA MAPOIIS 256 256
securityprofile.minimum changes | MUHHManbHOE KOJIMYECTBO M3MEHEHHH, KOTOPOE JOJDKEH COJepaTh HOBBIM mapois 1o | 0 256
CPaBHEHHIO C MPEIBIIYIIUM

securityprofile.failed login attem | xonmuecTBO HeyaauHBIX MOMBITOK BXoaa B CYB/] 5 Int Max
pts
securityprofile.password lock ti | Bpemsi, Ha KOTOpoe OIOKHPYETCS MOJIB30BaTENb TP MPEBIIICHUH KOJMYECTBA HEYJauHbIX | -1 Int Max
me nonbITok Bxosa B CYB/] (1 yac B cexynaax)
securityprofile.password min_life | Bpemsi B cekyHaaX, B Te4CHHE KOTOPOTO MApOJIb JOJDKEH HCIIOIB30BAThCS M HE MOXKET ObITh | () Int Max
_time U3MEHEH
securityprofile.password_life tim | Bpemsi B cekyHIax, B T€Y€HHE KOTOPOTO MOKET OBITh MCIOJBL30BaH TEKyIIUi mapois (B | 7776000 Int Max

C

CEKYHJIax)

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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ITapamerpbl | Makc-e
ITapamerp IIpumeyanue
B Ipouie | 3HAYECHHUE
securityprofile.password grace ti | BpeMsi B CEKyHAaX, B TEUEHHUE KOTOPOTO MOJIL30BATENb MOXKET MCIOJB30BaTh TeKymuil | 0 Int Max
me 1apoJIb C HAMOMUHAHUEM O HEOOXOIMMOCTH €r0 CMEHHTD JI0 OJIOKMPOBKHU aKKayHTa. Bpems
npubaBIIeTCsl K BpeMEHH, YCTaHOBJICHHOMY B securityprofile.password life time
securityprofile.password reuse ti | Bpemsi MeXIy TOBTOPHBIM HCIOJIB30BAHUEM OJTHOTO U TOTO ke MapoJis (B CEKyHIaX) 0 Int Max
me
securityprofile.password reuse m | MOBTOPHOE HCIIOIH30BAHKE ITAPOJIIS 5 Int Max
ax
securityprofile.store password en | XxpaHeHHe TapoJei B 3aKPHITOM BHJIC True False
crypted

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapameTps! napoJsbHoii noantuxku Corporate_3

Tabmuua I11.7 — INapameTps maponasHON nonutuku Corporate 3

ITapamerpbl | Makc-e
ITapamerp IIpumeyanue
B Ipouie | 3HAYECHHUE

ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name uMs IPOQUIIS IO YMOTYAHUIO ' Corporate 3'
securityprofile.special NIapOJIb I0JKEH COJEPKATh YKa3aHHbIE CUMBOJIBI \1"#$%&()*+

-

N, :;{<=>?@[]A

_ i~
securityprofile.lower case count | mapoip 10JDKEH coJiepkaTh Kak MUHUMYM () CUMBOJIOB B HIDKHEM PETUCTPE 1 256
securityprofile.upper case count | mapoib I0JDKEH COJepkKaTh KaK MUHUMYM | CUMBOJI B BEPXHEM PETUCTPE 1 256
securityprofile.numbers count 1apoJIb JOJDKEH COAEPKaTh KAK MUHUMYM 2 ITU(PEI 2 256
securityprofile.special count Mapojb JIOJDKEH COJAepKaTh Kak MUHUMYM | CHEICMMBOJI W3 3aJaHHOTO Habopa | 1 256

special chars
securityprofile.minimum length | MUHMMaNbHas ATMHA TAPOJIS 16 256
securityprofile.maximum length | makcumanbHas QUHA MAPOIIS 256 256
securityprofile.minimum_changes | MUHMMalbHOE KOJMYECTBO M3MEHEHHH, KOTOpOE AOJDKEH COAEp’KaTh HOBBIM Maposb 1o | 2 256
CPaBHEHHIO C MPEIBIIYIIUM

securityprofile.failed login attem | xommuecTBO HeyAauHBIX MOMBITOK BXoaa B CYB/] 5 Int Max
pts
securityprofile.password lock ti | Bpemsi, Ha KoTOpoe OJOKHMpYeTCS TOJb30BaTElb TPH TMPEBBIICHUA KOJU4yecTBa | -1 Int Max
me HeynauHblx nonbITok Bxosaa B CYB/] (1 yac B cexynaax)
securityprofile.password min_life | Bpemsi B cekyHIax, B T€4eHHE KOTOPOTO Mapoib JOJDKEH MCIONIB30BaThes U HE MoxeT | 30 Int Max
_time OBbITb U3MEHEH
securityprofile.password_life tim | Bpemsi B cekyHIaX, B TeU€HHUE KOTOPOTO MOKET OBITh MCIIOJIb30BaH TEKYyIIUi mapoiib (B | 7776000 Int Max

C

CEKYHJIax)

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerpbl | Makc-e
ITapamerp IIpumeyanue
B Ipouie | 3HAYECHHUE
securityprofile.password grace ti | Bpemsi B CEKyHIaX, B T€U€HHE KOTOPOTO TOJIH30BATENh MOXKET HCIIOJIb30BAaTh TEKyIIUi | -1 Int Max
me napoiib ¢ HAaIlOMHHAHHEM O HEOOXOIUMOCTH €ro CMEHHTH JI0 OJIOKHPOBKM aKKayHTa.

Bpewmst mpubasisiercsi K BpeMEHH, yCTaHOBJICHHOMY B securityprofile.password life time
securityprofile.password reuse ti | Bpemsi MeXIy TOBTOPHBIM HCIOJIB30BAHUEM OJTHOTO U TOTO ke MapoJis (B CEKyHIaX) 0 Int Max
me
securityprofile.password reuse m | MOBTOPHOE HCIIOIH30BAHKE ITAPOJIS 5 Int Max
ax
securityprofile.store password en | XpaHeHue mapoJiell B 3aKpbITOM BUJIE True False
crypted

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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CoorBercTBue TpeOoBaHusAM npukazoB @CTIK k cocraBy coObITHI 0€30IIACHOCTH

Tabmuna I12.1 — CoctaB u coaep’anue perucTpupyeMon HHPopMauu

MNPUJIOKEHUE 2

TpeooBanust npukaszoB PCTIK k

N HanMeHoBaHME MONST Pacnosio:xxenue Omicanme Pacmimpenne coCcTaBy COOBITHIA
B 10Jif CYBJ Hpukaz ®CTIK | IIpukas PCTIK
Ne 17 Ne 64
1 Target DB ja_Log Heasn
. YHUKaNbHBIN
2 Id DB ja_Log HNnentuduxarop 3anucu
- uaeHTudukaTop
3 cat_id DB ja_Log Tun codbITHS Tun coObIThs Tun cobbIThs
4 comp_id DB ja_Log HaumeHoBaHMe KOMIIOHEHTA
5 sql_state code_class DB ja_Log Kon knacca coobrTus
. . R aTa M BpeMs aTa v BpeMs
6 time stamp with milliseconds postgres.csv LITaMII BPEMEHU C MULUIUCEKYHIAMH A p A p
COOBITHS COOBITHS
7 Criticality postgres.csv KPUTUYHOCTH COOBITHS
8 Class postgres.csv KJIACC COOBITHS
Unentuduxarop
9 user name postgres.csv WMS TIOJIB30BATEIIS cyObekTa
JIOCTyTa
Crernudukanus
'bEKTa JJOCTYTIA
10 | database name postgres.csv nMs 6a3bl JAHHBIX 0bbeKTa f10cTy
(;mormueckoe ums,
THUI, HOMEP)
11 process ID postgres.csv UaeHTU(UKATOP TpoIecca
12 | client host postgres.csv KIIMEHTCKUN y3eml
13 port number postgres.csv HOMEp IopTa
14 | session ID postgres.csv UICHTU(UKATOP CECCUU
15 | per-session line number postgres.csv HOMEP CTPOKH KaxKJIOU CECCUU

Ne u3mMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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TpeooBanust npukaszoB PCTIK k

No HauMeHoBAHME MONST Pacrnosiosxenue Omicanme Pacmimpenne €OCTaBy COOBITHIA
B 1oJif CYBJ Hpukaz ®CTIK | IIpukas PCTIK
Ne 17 Ne 64
16 | command tag postgres.csv TEer KOMaH/bI
17 | session start time postgres.csv BpeMs Hayajaa CeCCUu
18 | virtual transaction ID postgres.csv BUPTYAILHEL HACHTHGUKATOD
TpaH3aKIHH
19 | regular transaction ID postgres.csv UAeHTH(PHUKATOP TpaH3aKLUH
20 | error severity posteres.csv YPOBEHBb BaKHOCTH OHOKH (Y POBEHB Caenenus o
OIMOKH) Ba)KHOCTHU COOBITHS
21 SQLSTATE code postgres.csv kox ommbOku SQLSTATE
22 | error message postgres.csv cooOIIeHHe 00 OIIMOKe PesynbTar
22.1 Audit type postgres.csv THUII 3aIIACH COOBITHS pgAudit
22.2 Statement id postgres.csv Ne BeipaeHwust pgAudit
22.3 Substatement_id postgres.csv Ne nopBbIpaskeHust pgAudit
22.4 Class postgres.csv KJIaCC COOBITHS pgAudit
22.5 Command postgres.csv SQL-onepanus pgAudit
pgAudit Crernudukanus

: o0bekTa JocTymna

22.6 Object_type postgres.csv Tun o6bexra BJ] (TOrITecKkOe MM,
THUI, HOMEP)
pgAudit Crernudukanus
22.7 Object_name postgres.csv Nms o6bexTa Bl 00beKTa JocTyna
- (;Tormyeckoe ums,
THUI, HOMEP)

22.8 Statement postgres.csv [onuslii Teket SQL-3anpoca (ckpunra) | pgAudit
22.9 Parameter postgres.csv napamerpbl SQL-3ampoca (ckpumnTa) pgAudit
23 error message detail postgres.csv MOJIPOOHOCTH K COOOIIEHUIO 00 OIuOKe Pe3ymbraT
24 | hint postgres.csv MOJICKa3Ka K COOOIICHUI0 00 OmmoKe

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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TpeooBanust npukaszoB PCTIK k

No HauMeHoBAHME MONST Pacrnosiosxenue Omicanme Pacmimpenne €OCTaBy COOBITHIA
B 1oJif CYBJ Hpukaz ®CTIK | IIpukas PCTIK
Ne 17 Ne 64
internal query that led to the o
25 postgres.csv BHYTPEHHMH 3a1mpoc
error
character count of the error HOMEP CUMBOJIa BHYTPEHHEr0 3aI1poca,
26 i . postgres.csv
position therein rJie MPOM30LLIa OmMnOKa
27 | error context postgres.csv KOHTEKCT OIIUOKH
28 | user query that led to the error | postgres.csv 3aIpocC MOJIb30BaATENS
character count of the error
29 o . postgres.csv HOMEpP CUMBOJIA B 3alIpOCE MOIb30BATENSL
position therein
location of the error in the pacnonoKeHrue OMMOKH B HCXOAHOM
30 postgres.csv

PostgreSQL source code

KOoac

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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CoorBercTrBue codbiTHl CYB/I kaTeropusim mep 3amurthbl npuka3op ®CTIK

Tabmuna I13.1 — CootBercTBue cobObiTuii CYB/l kaTeropusim mep 3amuthl npuka3zos @CTOK

HHPUJIO’)KEHHUE 3

Kateropus co0biTus Raﬁe??)g::/ln::glﬁinﬂ sql_state code HanmeHoBaHue

Class 00 — Successful Completion
VipasiieHue JaHHBIMU 00000 successful completion

Class 01 — Warning
VYmpasieHne JaHHBIMU 01000 warning
YmpaiicHUE TaHHBIMU 0100C dynamic_result sets returned
VYmpasieHne JaHHBIMU 01008 implicit_zero bit padding
YnpaBneHue TaHHBIMU 01003 null value eliminated in set function
YnpaBneHue TaHHBIMU 01007 privilege not granted
YmpaBiieHUE JOCTYIIOM YIIA 01006 privilege not revoked
VYmpasieHne JaHHBIMU 01004 string_data_right truncation
YmpaiieHUE TaHHBIMU 01P01 deprecated feature
Class 02 — No Data (this is also a warning class per the SQL standard)
VYmpasieHne JaHHBIMU 02000 no_data
YnpasneHue TaHHBIMU 02001 no_additional dynamic result sets returned
Class 03 — SQL Statement Not Yet Complete

YnpasneHue TaHHBIMU 03000 sql_statement not yet complete

Class 08 — Connection Exception
VYnpasieHue 10cTyIom VI 08000 connection_exception

Ne u3zmMeHeHus:
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Kateropus co0biTus Raﬁe??)gf;lnggglﬁinﬂ sql_state code HanmeHoBaHue
VYnpasieHue 10cTyIom VI 08003 connection_does not_exist
VYnpasieHue 10cTyIom VI 08006 connection_failure
YnpasneHue 10cTynomM VI 08001 sqlclient unable to establish sqlconnection
VYnpasieHue 10cTyIom VI 08004 sqlserver_rejected establishment of sqlconnection
VYpaBieHue J0CTyIIOM YIIA 08007 transaction_resolution_unknown
VYmpaieHue J0CTyIIOM YIIA 08P01 protocol_violation
Class 09 — Triggered Action Exception
YmpaiicHUE TaHHBIMU 09000 triggered action_exception
Class 0A — Feature Not Supported
YmpaiicHUE TaHHBIMU 0A000 feature not supported
Class 0B — Invalid Transaction Initiation
VYmpasieHne JaHHBIMU 0B000 invalid_transaction_initiation
Class OF — Locator Exception
[Ipouee 0F000 locator_exception
[Ipouee 0F001 invalid_locator_specification
Class OL — Invalid Grantor
VYpaBieHue J0CTyIIOM YIIA 0L000 invalid_grantor
VYmpaBieHre J0CTyIIOM YIIA OLPO1 invalid_grant operation
Class 0P — Invalid Role Specification
VYmpaBieHne J0CTyIIOM YIIA 0P000 invalid_role specification
Class 0Z — Diagnostics Exception

YmpaiicHUE TaHHBIMU 02000 diagnostics exception
YmpaiicHUE TaHHBIMU 02002 stacked diagnostics accessed without active handler

Class 20 — Case Not Found

Ne u3zmMeHeHus:
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Kareropus co0bITus

AOOpeBuarypa
KATeropuu coObITHS

sql_state code

HaumMmenoBanue

praBHeHI/Ie JaHHBIMHA

20000

case_not_found

Class 21 — Cardinality Violation

[Ipouee 21000 cardinality _violation
Class 22 — Data Exception

YnpaBneHue TaHHBIMU 22000 data_exception
YnpaBneHue TaHHBIMU 2202E array_subscript_error
YnpaBneHue TaHHBIMU 22021 character not_in repertoire
YmpasiieHUE TaHHBIMU 22008 datetime field overflow
YnpasneHue TaHHBIMU 22012 division by zero
YnpasneHue TaHHBIMU 22005 error_in_assignment
YnpaBneHue TaHHBIMU 2200B escape_character conflict
YnpaBneHue TaHHBIMU 22022 indicator overflow
YnpaBneHue TaHHBIMU 22015 interval field overflow
VYmpasieHne JaHHBIMU 2201E invalid_argument for logarithm
YnpaBneHue TaHHBIMU 22014 invalid argument for ntile function
YnpaBneHue TaHHBIMU 22016 invalid argument for nth value function
YnpasneHue TaHHBIMU 2201F invalid argument for power function
YnpasneHue TaHHBIMU 2201G invalid argument for width bucket function
YnpasneHue TaHHBIMU 22018 invalid character value for cast
YnpasneHue TaHHBIMU 22007 invalid datetime format
YnpasneHue TaHHBIMU 22019 invalid escape character
YnpasneHue TaHHBIMU 2200D invalid escape octet

Ne u3zmMeHeHus:
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Kareropus co0bITus

AOOpeBuarypa
KATeropuu coObITHS

sql_state code

HaumMmenoBanue

YmpaiicHUE TaHHBIMU 22025 invalid escape sequence
YnpaBneHue TaHHBIMU 22P06 nonstandard use of escape character
YnpaBneHue 1aHHBIMU 22010 invalid indicator parameter value
YnpaBneHue TaHHBIMU 22023 invalid parameter value

YnpaBneHue TaHHBIMU 22013 invalid preceding or following size
YnpaBneHue TaHHBIMU 2201B invalid regular expression
YnpasneHue TaHHBIMU 2201W invalid row _count in limit clause
YmpaiicHUE TaHHBIMU 2201X invalid row count in result offset clause
YnpasneHue TaHHBIMU 2202H invalid tablesample argument
YnpasneHue TaHHBIMU 2202G invalid tablesample repeat
YnpasneHue TaHHBIMU 22009 invalid time zone displacement value
YmpaiieHUE TaHHBIMU 2200C invalid use of escape character
YnpasneHue TaHHBIMU 2200G most_specific_type mismatch
YnpasneHue TaHHBIMU 22004 null value not allowed

YnpasneHue TaHHBIMU 22002 null value no indicator parameter
YnpasneHue TaHHBIMU 22003 numeric_value out of range
YmpaiicHUE TaHHBIMU 2200H sequence generator limit exceeded
YnpasneHue TaHHBIMU 22026 string_data length mismatch
YnpasneHue TaHHBIMU 22001 string_data right truncation
YnpasneHue TaHHBIMU 22011 substring_error

YnpasneHue TaHHBIMU 22027 trim_error

YnpasneHue TaHHBIMU 22024 unterminated c_string

Ne u3zmMeHeHus:
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Kareropus co0bITus

AOOpeBuarypa
KATeropuu coObITHS

sql_state code

HaumMmenoBanue

YnpaBneHue TaHHBIMU 2200F zero_length character string
YnpaBneHue TaHHBIMU 22P01 floating point exception
YnpaBneHue TaHHBIMU 22P02 invalid text representation
YnpaBneHue TaHHBIMU 22P03 invalid binary representation
YnpaBneHue TaHHBIMU 22P04 bad copy file format

YnpaBneHue TaHHBIMU 22P05 untranslatable character
YnpasneHue TaHHBIMU 2200L not an xml document
YnpasneHue TaHHBIMU 2200M invalid xml document
YnpasneHue TaHHBIMU 2200N invalid xml content

YnpasneHue TaHHBIMU 2200S invalid xml comment
YnpasneHue TaHHBIMU 2200T invalid xml processing_instruction
YmpaiieHUE TaHHBIMU 22030 duplicate json object key value
YnpasneHue TaHHBIMU 22031 invalid argument for sql json datetime function
YnpasneHue TaHHBIMU 22032 invalid json text

YmpaiicHUE TaHHBIMU 22033 invalid sql json subscript
YnpasneHue TaHHBIMU 22034 more than one sql json item
YnpaBneHue TaHHBIMU 22035 no_sql_json item

YnpasneHue TaHHBIMU 22036 non_numeric_sql_json item
YmpaiicHUE TaHHBIMU 22037 non_unique keys in a json_ object
YnpasneHue TaHHBIMU 22038 singleton_sql json item required
YnpaBneHue 1aHHBIMU 22039 sql_json array not found
YmpaiieHUE TaHHBIMU 2203A sql_json member not found
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Kareropus co0bITus Raﬁe??)gf;lnggglﬁinﬂ sql_state_code HaumenoBanne
YmpaiicHUE TaHHBIMU 2203B sql_json number not found
YmpaiicHUE TaHHBIMU 2203C sql_json object not found
YnpaBneHue TaHHBIMU 2203D too_many json array elements
YmpaiieHUE TaHHBIMU 2203E too_many json object members
YnpaBneHue TaHHBIMU 2203F sql_json scalar required
YnpaBneHue TaHHBIMU 2203G sql_json item cannot be cast to target type
Class 23 — Integrity Constraint Violation
KonTpons nenoctaoctu 23000 integrity constraint_violation
KonTpons nenoctaoctu 23001 restrict_violation
KonTpons nenoctaoctu 23502 not_null violation
KonTpons nenoctoctu 23503 foreign_key violation
Kontpons nenoctaoctu 23505 unique_violation
KonTpons nenoctaoctu 23514 check violation
KonTpons nenoctoctu 23P01 exclusion_violation
Class 24 — Invalid Cursor State
[Ipouee 24000 invalid_cursor_state
Class 25 — Invalid Transaction State
YnpasneHue TaHHBIMU 25000 invalid transaction_state
VYmpasieHne JaHHBIMU 25001 active_sql_transaction
YnpasneHue TaHHBIMU 25002 branch transaction already active
YmpaiicHUE TaHHBIMU 25008 held cursor requires same isolation level
VYmpasieHne JaHHBIMU 25003 inappropriate_access_mode for branch transaction
VYmpasieHne JaHHBIMU 25004 inappropriate_isolation_level for branch transaction

Ne u3zmMeHeHus:
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AOOpeBuarypa

Kareropus co0bITus KATEropHH COOBITHSI sql_state_code HaumenoBanne
VYmpasieHne JaHHBIMU 25005 no_active sql_transaction_for branch_transaction
VYmpasieHne JaHHBIMU 25006 read_only sql_transaction
YnpaBneHue TaHHBIMU 25007 schema and data statement mixing not supported
YnpaBneHue TaHHBIMU 25P01 no_active sql transaction
VYmpasieHne JaHHBIMU 25P02 in_failed sql transaction
YnpaBneHue TaHHBIMU 25P03 idle in transaction session timeout

Class 26 — Invalid SQL Statement Name
YnpasneHue TaHHBIMU 26000 invalid sql statement name

Class 27 — Triggered Data Change Violation

VYmpaBieHne J0CTyIIOM YIIA 27000 triggered _data_change violation
Class 28 — Invalid Authorization Specification
Unentuduxanus NAD 28000 invalid_authorization_specification
Unentuduxanus NAD 28P01 invalid_password
Class 2B — Dependent Privilege Descriptors Still Exist
VYmpaBieHne J0CTyIIOM YIIA 2B000 dependent privilege descriptors_still exist
VYmpaBieHne J0CTyIIOM YIIA 2BP01 dependent_objects_still exist
Class 2D — Invalid Transaction Termination
VYmpasieHne JaHHBIMU 2D000 invalid_transaction_termination
Class 2F — SQL Routine Exception

VYmpaBieHne J0CTyIIOM YIIA 2F000 sql_routine exception
VYmpaBieHre J0CTyIIOM YIIA 2F005 function_executed no_return_statement
VYpaieHre J0CTYIIOM YIIA 2F002 modifying_sql data not permitted
YnpaBneHue 10cTynomM VI 2F003 prohibited sql statement attempted
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Kareropus co0bITus

AOOpeBuarypa

KATeropuu coObITHS

sql_state code

HaumMmenoBanue

VYmpaBieHne J0CTyIIOM YIIA 2F004 reading_sql_data not permitted
Class 34 — Invalid Cursor Name
[Ipouee 34000 invalid_cursor_name
Class 3§ — External Routine Exception
VYmpaBieHue J0CTyIIOM YIIA 38000 external _routine exception
VYmpaBieHue J0CTyIIOM YIIA 38001 containing_sql_not_permitted
VYmpaieHne J0CTyIIOM YIIA 38002 modifying_sql data not permitted
VYmpaieHne J0CTyIIOM YIIA 38003 prohibited sql_statement attempted
YnpaBneHue 10cTynomM VI 38004 reading sql data not permitted

Class 39 — External Routine Invocation Exception

YnpaBneHue TaHHBIMU 39000 external routine invocation exception
YnpaBneHue TaHHBIMU 39001 invalid sqlstate returned

YmpaiieHUE TaHHBIMU 39004 null value not allowed

YmpasiicHUE TaHHBIMU 39P01 trigger protocol violated

YmpasiicHUE TaHHBIMU 39P02 srf_protocol violated

YmpaiicHUE TaHHBIMU 39P03 event_trigger protocol violated

Class 3B — Savepoint Exception

PezepBHOE KONMpOBaHUE

oAT

3B000 savepoint_exception

PezepBHOE KONMpOBaHUE

oAT

3B001

invalid_savepoint_specification

Class 3D — Invalid Catalog Name

[Ipouee

3D000 invalid_catalog name

Class 3F — Invalid Schema Name

praBHeHI/Ie JaHHbBIMHA

3F000 invalid_schema name

Ne u3zmMeHeHus:
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Kareropus co0bITus Raﬁe??)gf;lnggglﬁinﬂ sql_state_code HaumenoBanne
Class 40 — Transaction Rollback
VYmpasieHne JaHHBIMU 40000 transaction_rollback
VYmpasieHne JaHHBIMU 40002 transaction_integrity constraint_violation
VYmpasieHne JaHHBIMU 40001 serialization_failure
YnpaBneHue TaHHBIMU 40003 statement completion_unknown
VYnpasieHue JaHHBIMU 40P01 deadlock detected
Class 42 — Syntax Error or Access Rule Violation
VYmpaieHne J0CTyIIOM YIIA 42000 syntax_error_or_access_rule violation
VYmpapieHne JaHHBIMU 42601 syntax_error
VYpaBieHre J0CTYIIOM YIIA 42501 insufficient privilege
YnpasneHue 10cTynomM VI 42846 cannot_coerce
VYpaBieHue J0CTyIIOM YIIA 42803 grouping_error
VYmpasieHne JaHHBIMU 42P20 windowing_error
VYmpasieHne JaHHBIMU 42P19 invalid_recursion
Unentnduxanus NA® 42830 invalid foreign key

VYmpasieHne JaHHBIMU 42602 invalid_name
VYmpasieHne JaHHBIMU 42622 name_too_long
VYmpasieHne JaHHBIMU 42939 reserved_name

KonTpons nenoctHocTr JaHHBIX OoLJI 42804 datatype mismatch

KonTpons nenoctHocTr JaHHBIX OoLJI 42P18 indeterminate datatype
VYmpasieHne JaHHBIMU 42P21 collation_mismatch
VYmpasieHne JaHHBIMU 42P22 indeterminate collation

Ne u3meHenust: [oanuce oTB. nUnA: ‘ Jlata BHECEHHS U3M:
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Kareropus co0bITus Raﬁe??)gf;lnggglﬁinﬂ sql_state_code HaumenoBanne
KoHTpons 11enocTHoCT JaHHBIX o 42809 wrong_object _type
YnpaBneHue TaHHBIMU 428C9 generated always
VYnpasieHue JaHHBIMU 42703 undefined column
VYnpasieHue JaHHBIMU 42883 undefined function
VYmpasieHne JaHHBIMU 42P01 undefined table
YnpaBneHue TaHHBIMU 42P02 undefined parameter
YmpaiieHUE TaHHBIMU 42704 undefined object
YnpasneHue TaHHBIMU 42701 duplicate column
YmpaiieHuE JaHHBIMU 42P03 duplicate cursor
YnpasneHue TaHHBIMU 42P04 duplicate database
YnpasneHue TaHHBIMU 42723 duplicate function
YnpaBneHue TaHHBIMU 42P05 duplicate prepared statement
YnpasneHue TaHHBIMU 42P06 duplicate schema
YnpasneHue TaHHBIMU 42P07 duplicate table
YnpasneHue TaHHBIMU 42712 duplicate alias
YmpaiicHUE TaHHBIMU 42710 duplicate object
YmpaiicHUE TaHHBIMU 42702 ambiguous_column
YnpasneHue TaHHBIMU 42725 ambiguous_function
YnpasneHue TaHHBIMU 42P08 ambiguous_parameter
YnpaBneHue 1aHHBIMU 42P09 ambiguous_alias
YnpasneHue TaHHBIMU 42P10 invalid column_reference
YnpasneHue TaHHBIMU 42611 invalid column_definition
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AOOpeBuarypa

Kareropus co0bITus KATEropHH COOBITHSI sql_state_code HaumenoBanne
YnpaBneHue TaHHBIMU 42P11 invalid cursor_definition
YnpaBneHue TaHHBIMU 42P12 invalid database definition
YnpaBneHue 1aHHBIMU 42P13 invalid function definition
YnpaBneHue TaHHBIMU 42P14 invalid prepared statement definition
YnpaBneHue TaHHBIMU 42P15 invalid schema_definition
YnpaBneHue TaHHBIMU 42P16 invalid table definition
YnpasneHue TaHHBIMU 42P17 invalid object definition
Class 44 — WITH CHECK OPTION Violation
[Ipouee 44000 with check option violation
Class 53 — Insufficient Resources

[Ipouee 53000 insufficient_resources

[Ipouee 53100 disk_full

[Ipouee 53200 out of memory

[Ipouee 53300 too_many connections

[Ipouee 53400 configuration limit exceeded

Class 54 — Program Limit Exceeded
YmpaiicHUE TaHHBIMU 54000 program limit exceeded
YnpasneHue TaHHBIMU 54001 statement too complex
YnpasneHue TaHHBIMU 54011 too_many columns
YnpaBneHue 1aHHBIMU 54023 too_many_arguments
Class 55 — Object Not In Prerequisite State

YmpasiicHUE TaHHBIMU 55000 object not in prerequisite state
YmpaiicHUE TaHHBIMU 55006 object_in use
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Kareropus co0bITus

AOOpeBuarypa
KATeropuu coObITHS

sql_state code

HaumMmenoBanue

VYmpasieHne JaHHBIMU 55P02 cant_change runtime param
YnpaBneHue TaHHBIMU 55P03 lock not available
YmpaiieHUE TaHHBIMU 55P04 unsafe new enum value usage
Class 57 — Operator Intervention
[Ipouee 57000 operator_intervention
[Ipouee 57014 query_canceled
[Ipouee 57P01 admin_shutdown
[Ipouee 57P02 crash_shutdown
[Ipouee 57P03 cannot_connect now
[Ipouee 57P04 database dropped
[Ipouee 57P05 idle session_timeout
Class 58 — System Error (errors external to PostgreSQL itself)
[Ipouee 58000 system_error
[Ipouee 58030 io_error
VYnpasieHue JaHHBIMU 58P01 undefined file
YnpaBneHue 1aHHBIMU 58P02 duplicate file
Class 72 — Snapshot Failure
YmpaiicHUE TaHHBIMU 72000 snapshot too old
Class F0 — Configuration File Error
[Ipouee F0000 config_file error
[Ipouee F0001 lock file exists

Class HV — Foreign Data Wrapper Error (SQL/MED)

praBHeHI/Ie JaHHBIMHA

HV000 fdw_error
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AOOpeBuarypa
KATeropuu coObITHS

sql_state code

HaumMmenoBanue

YmpaiicHUE TaHHBIMU HV005 fdw_column name not found
YmpaiicHUE TaHHBIMU HV002 fdw_dynamic parameter value needed
YmpaiieHUE TaHHBIMU HV010 fdw_function sequence error
YnpaBneHue TaHHBIMU HVO021 fdw_inconsistent descriptor information
YnpaBneHue TaHHBIMU HV024 fdw_invalid attribute value
YnpaBneHue TaHHBIMU HV007 fdw_invalid column name
YmpaiieHUE TaHHBIMU HV008 fdw_invalid column number
YnpasneHue TaHHBIMU HV004 fdw_invalid data type

YmpaiicHUE TaHHBIMU HV006 fdw invalid data type descriptors
YnpasneHue TaHHBIMU HV091 fdw_invalid descriptor field identifier
YnpasneHue TaHHBIMU HV00B fdw_invalid handle

YnpaBneHue TaHHBIMU HV00C fdw_invalid option index

YnpasneHue TaHHBIMU HV00D fdw_invalid option name

YnpasneHue TaHHBIMU HV090 fdw_invalid string length or buffer length
YnpasneHue TaHHBIMU HVO00A fdw_invalid string format
YnpasneHue TaHHBIMU HV009 fdw_invalid use of null pointer
YnpaBneHue TaHHBIMU HVO014 fdw _too many handles

YnpasneHue TaHHBIMU HV001 fdw_out of memory

YmpaiicHUE TaHHBIMU HVO00P fdw no schemas

YnpasneHue TaHHBIMU HV00J fdw_option name not found
YnpasneHue TaHHBIMU HVO00K fdw reply handle

YmpaiieHUE TaHHBIMU HV00Q fdw_schema not found
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Kareropus co0bITus Raﬁe??)gf;lnggglﬁinﬂ sql_state_code HaumenoBanne
YmpaiicHUE TaHHBIMU HVOOR fdw table not found
YnpaBneHue TaHHBIMU HVO0OL fdw unable to create execution
YnpaBneHue TaHHBIMU HVOOM fdw unable to create reply
YnpaBneHue TaHHBIMU HVOON fdw _unable to establish connection
Class P0 — PL/pgSQL Error
YmpaiieHUE TaHHBIMU P0000 plpgsql_error
YnpasneHue TaHHBIMU P0001 raise_exception
YmpaiicHUE TaHHBIMU P0002 no data found
YnpasneHue TaHHBIMU P0003 too_many rows
VYmpapieHne JaHHBIMU P0004 assert_failure
Class XX — Internal Error
[Ipouee XX000 internal _error
YmpaiieHUE JaHHBIMU XX001 data_corrupted
YmpaiieHUE TaHHBIMU XX002 index corrupted
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136

MNPUJIOKXEHHUE 4

CoorBercTBHe TpedGoBaHusaM npuka3oB ®CTIK k cocTaBy coObITHI 0€301IACHOCTH M CTPYKTYPa CIIPABOYHOM TA0IMLBI
€0 BceMHM noJisiMu 1is popmupoBanus JSON

Tabmuna [14.1 — CtpykTypa cripaBO4HOI TabIUIBI CO BceMu noisiMu 11t popmupoBanust JSON

TpeOGoBanue

K104 JSON Hauvenosanme FOCT P 5954g. | |Puas PCIOK N |- Tlpukcas CTIK N
2022 17 64
timestamp Hara u Bpems x Hara u Bpems Hara u Bpemst coObITHS
(Dopmat «/laTa u BpeMs», mpumep: 2019-05-20T18:30:15.587+04:00) coOBITUS
user WnenTudukarop yaeTHo# 3anucu X Wnentuduxarop _
(0 yMOTYaHHMIO — UMS TIOJIB30BATEIIS ) cyOBeKTa JocTymna
dbname WM 6a3bl JaHHBIX Crieruuxanus
X 0o0beKTa JIoCTyTa _
(Jrornaeckoe uMs,
THII, HOMEP)
pid Wnenrnduxarop npomecca X - -
remote host WMs xoMIIbIOTEpa KIMEHTA X - -
remote_port [Mopt xoMmBIOTEpa KIIMEHTA X — —
session_id Wnenrnduxarop ceanca X — —
line num Homep cTpoku BHyTpH ceaHca X - -
ps Ter xoMaHaBI X - -
session_start Bpemst Hauana ceccun X - -
vxid Wnentndukarop BUPTyaIbHON TpaH3aKIHH X - -
txid Wnenrnduxarop TpaH3aKIuu X - -
error_severity YpoBeHb BaKHOCTH OLITHOKH x _ CaezeHnst 0 BaXKHOCTH
coObITHS
state_code Kox SQLSTATE X — —
message Coobmenne 00 ommoke X - —
Audit type Tun 3anmcu coObITHS X - -
Statement id Ne BeIpakeHus X - -
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Tpebopamme | 2 @CTIK Ne | Mpukas ®CTIK Ne
Kuirou JSON HaumenoBanue T'OCT P 59548-
2022 17 64
Substatement_id Ne nozaBbIpaXkeHus X - -
Class Kiacc BeipaxeHus X - -
Command SQL-BrIpakeHue X - -
Object_type Tun oowexra BJ] Crieruuxanus
% 0o0beKTa JIoCTyTa _
(Jrornaeckoe uMs,
THII, HOMEP)
Object_ name Nwms obbekra B, Crieruuxanms
% 00beKTa JIoCTyTa _
(Jrormaeckoe uMs,
THII, HOMEP)
Statement Ionnsrit TekeT SQL-BBIpaskeHus X - -
Parameter IMapamerpsr SQL-BbIpaxkeHus X - -
application_name WMs KIMEHTCKOrO IPUIIOKEHHS X - -
backend type Tun obOcmyxuBaromero mporecca X - —
leader pid Wnenrnduxarop Beaymero npouecca rpymibl apajuleIbHbBIX UCTIOIHUTENEH X - -
query id Wnenrnduxarop 3anpoca X — —
secEventld Wnenrnduxarop Wnenrnduxarop
(Kox tuma cobsitus 6e3onmacHocty + Kom HanMeHOBaHUS COOBITHS X - cOOBITUS
6e3omacHocty + Kox koMnoHeHTa)
secEventType Tum x _ _
(n3 o «CokpallleHHOe HANMEHOBAaHHE THITA COOBITHSI OE30MACHOCTH )
secEventName HaunmenoBanue X _ _
(n3 mons «CokpallleHHOe HANMEHOBAaHHUE COOBITHS OE30I1aCHOCTI)
secEventSubject CyOBekT JocTymna X _ _
(TI0 YMOJTYQHUFO — MMSI TTOJTH30BATEIIS)
secEventLevel YpoBeHb BaXXHOCTH (M3 OIS «Y POBEHb Ba>KHOCTH) X - -
secEventHostName Wms cepBepa 6a3bl nanHsbIX (pg_gethostname()) X - -
secEventResultOperation Pe3ynbTar onepauuu X Pesynbrar _

(ITpunrMaeMble 3HAUCHNS: YCIICIIHBIH/HEYCIEITHBIN)

Ne u3zmMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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TpeOGoBanue
K104 JSON Hauvenosanme FOCT P 5954g. | |Pukas @CIOK N |- Tlpukcas CTOK N
2022 17 64

secEventAdminRights Hanuaue npas agMuHUCTpaTOopa

(ITpunrMaemble 3HAUCHHUS: 1a/HET) X - B
secEventlp CereBoli aipec UCTOUYHUKA BXOAA

(Popmar «CereBoit agpecy) X - B
secEventInputType Tun Bxoga

(ITpunnMaemoe 3HaYE€HHE: MHTEPAKTUBHBIN) X - B
secEventFullPath HanmenoBanue npounecca (TTOIHBINA MyTh)

(Popmart «Tekcr». YKa3bIBarOT HOJHBIH ITyTh) X - B
secEventLastInput Jata 1 Bpemsi ocieIHero BXxoaa

(Popmar «/laTa u BpeMs». YKa3bIBaIOT JaTy ¥ BpeMsl MOCIeJHEH aBTOpHU3alin X - —

YUETHOMU 3aIHCH)
secEventValidUntil Cpok aeiicTBUS yUETHOM 3aIucu

(Dopmar «/laTa/Bpems». YKa3bIBaIOT JaTy M BpeMsi OKOHYAHHS CPOKA JICHCTBUS x _

naposisi ydeTHo! 3anuch. Eciu cpok JeicTBHs apoiis y4eTHOM 3aluCH He B

OrpaHHYEH, YKa3bIBAIOT 3HAUECHHE, ONPEAEIIEMOE H3TOTOBUTENIEM CPEJICTBA)
secEventTypeAction Tun neiictBust

(ITpunnMaemble 3HAUEHNUS: cO3/laHNe/ M3MEHEHHe/ yaalleHue/ YTeHue/ 3ammcs/ %

WCTIONTHEHNE/ YCTAHOBKA/ OCTAaHOBKA/ 3aIyCK/ pe3epBHOC - a

KOIMPOBaHNE/BOCCTAHOBIICHUE/ IPYTOEL)
secEventComponentName Kommnonent I10

(Yka3pIBaloT KpaTKoe HANMEHOBAHHE) X - B
secEventComponentVersion Bepcus komnoneHTa x

(Popmart «Bepcus I10»)

secEventComponentDeveloper

Pa3pa6OT‘lI/IK KOMIIOHCHTA
(YKa3BIBaIOT IIOJIHOC O(bI/IHI/IaJ'H)HOG HaMMCHOBaHHC KOMHaHI/II/I)

secEventComponentType

Twum xoMoHeHTa

secEventSoftName

Haunmenosanue 110
(YkaspBaroT nosiHoe opunuansHoe HaumeHoBanue [10)

Ne u3zmMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Karou JSON

HaumeHnoBanue

TpeOGoBanue
I'OCT P 59548-
2022

IIpuxa3z @®CTIK Ne
17

IIpuxa3z ®CTIK Ne
64

secEventParameterNew

Hogsle (n3MeHeHHBIC) 3HAYCHUS TApaMETPOB KOH(UTypaLIH

(Popmart «TekcT». YKa3bIBaIOT B CIEIYIOIIEM BUE: «IIapaMeTp: cTapoe
3HAYCHUE => HOBOE 3HAYEHUE;». ECIIM napaMeTpoB HECKOIbKO, TO OHU
OTEJISIIOTCSI ITPY TIOMOIIH Pa3/ICIUTEINS <))

secEventParameterAll

3HaveHus IapaMeTpoB KOH(HUrypanun ja_seceventlog.

VYxazpBaercs npu coObitisix 119204 n 119205.

(Popmar "Tekcr". Yka3bIBaIoOT B CIEAYIOIEM BHE: "TapaMeTp: 3HaYeHHE;".
Ecin napamMeTpoB HECKOJIBKO, TO OHH OTAEISIOTCS NIPH TOMOIIY Pa3AEIUTENS

"M

secEventLogDelete

VY naneHHsli ¢aiin xxypHana ja_seceventlog.

VYxazeBaercs npu codsitin 119193,
Yka3bIBaeTcs MOJTHBIN ITyTh U UM (aiiiia ¢ pacIIMpeHUEM.

secEventPartitionClear

VY nanennas maptunys Tabauns ja_seceventlog.
VYxazeBaercs npu codsitin 119193,
Yka3pIBaercs yac, 3a KOTOPBIH yJalleHa HapTHLHS.

secEventLogSizeLimit

Jlumut oObemMa mamsTH, BBIJEIEHHOTO ISl XpaHEHUs! )KYPHAJIOB PETUCTPALIIH
coObITHIA Oe30macHOCTH ja_seceventlog.

VYxazpBaercs npu coObtrsix 119203 n 119206.

IMpu cobsrTrn 119203 (soft limit) paccunTeiBaeTcs Kak
ja_seceventlog.log size soft limit * ja seceventlog.maxsize.

ITpu cobsrTrn 119206 (hard limit) paccunTeiBaeTcs Kak
ja_seceventlog.log size hard limit * ja seceventlog.maxsize.

VxazpBaercs B kB.

secEventLogSize

VYxazpBaercs npu codbtrsix 119203 n 119206.

3anonHeHHBIH 00beM MaMsATH, BBIJICICHHOTO JUIsl XpPaHSHUS )KYPHAIIOB
peructpamnmu coObITHIA Oe30macHOCTH ja_seceventlog (OO0mmii pa3mep Bcex
(aiinoB J10roB).

VYkassBaercs B kB.

Ne u3zmMeHeHus:

‘ HO)_'[HI/ICI: OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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CrpykTypa cipaBo4HOI Ta0JUIbI ¢ IPABWIAMHU KOAUPOBAHUA COObITHH 0e30nacHOCTH A5 popmupoBanusa JSON

Tabmumna [14.2 — Crpykrypa cnpaBouHoii Tabnuibl (ja_seceventlog.secevent code desc) ¢ Tumamu W ypoBHEM BaKHOCTH COOBITHIA

0e30MacHOCTH
Nnentuduxarop | Tun codbiTHA Coxpamennoe | HammenoBaHue Coxpamennoe | YpoBeHb IIpumep BhIpaxkeHHUs
coObITHUS 0e30macHoOCTH HAHMMEHOBaHUE | COOBITHS HAMMEHOBaHHE | BAXKHOCTH
0e3omacHOCTH THIIA COOBITUSI | 0€30IIACHOCTH coObITHUS
0e3omacHOCTH 0e3omacHoOCTH
secEventld secEventType secEventName | secEventLevel
100100100 WNnentuduxarms u NAC OTtka3 BO BXOJI€ B NAC.1 CpeaHui
ayTeHTU(UKAIUS CBSI3U C TEM, UTO
cyOBeKTa J10CcTyma UACHTU(DUKATOP HE
3aperucTpupoBaH
100101100 WNnentuduxarms u NAC OTtka3 BO BXOJI¢ B HNACI.2 CpeaHui
ayTeHTU(UKAIUS CBSI3U C TEM, UTO
cyOBeKTa J10CcTyma UACHTU(PHUKATOD
3a0JIOKUPOBAH
100102100 WNnentuduxarms u NAC OTtka3 BO BXOJI¢ B HNAC/.3 CpeaHui
ayTeHTU(UKAIISL CBSI3H C
CcyOBeKTa ToCTymna HETMPaBUIbHBIM
napoJieMm
100104100 Wnentuduxanus u NACJ OTka3 BoO BXOJ€E B NACI.5 CpEeIHUU VALID UNTIL
ayTeHTU(UKAIUS CBSI3U C TEM, UTO
CcyOBeKTa IoCTyma 3aKOHYEH CPOK
JNEUCTBHUS apoJIst

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




141

643.72410666.00067-07 94 01

Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITHSI | 0€30I1ACHOCTH coObITHA
0e3omacHOCTH 0e3omacHOCTH
100105100 Wnentuduxanus u NACJ Ycnenmnslil BXo1 B Ycnennslit HU3KUU
ayTeHTU (UKL CUCTEMY BXOJl B CUCTEMY
cyOBeKTa J10CcTyma
100106100 WNnentudukarms u HAC] Brixog u3 cucteMsl Brixon u3 HU3KUN
ayTeHTU (UKL CUCTEMBI
cyOBeKTa J10CcTyra
100107100 Wnentuduxanus u NACJ Jpyrue coobITHs NAC/.8 HU3KUI
ayTeHTU(UKAIISL 0€301acHOCTH
cyOBeKTa J10CcTyma
103114100 VYnpasienue YV3II Coznanue yuetnont | YVY3IIL.1 HU3KUI CREATE ROLE
YUYETHBIMH 3aIHUCAMHU 3anmucu
[10J1b30BaTENEH
103115100 VYnpasnenue YV3I1 N3menenue VYV3IL.2 HU3KUN ALTER ROLE ... RENAME TO
YUYETHBIMH 3aIHUCAMHU HAaMEHOBAHUS
[I0JIb30BaTENEH YYETHOU 3aIUCU
103116100 VYmpasnenue YV3II WN3menenue napons | YY3IL.3 HU3KUU ALTER ROLE ... PASSWORD
YUYETHBIMH 3aIHUCAMHU YUETHOM 3anucHu
[I0JIb30BaTENEH
103117100 VYnpasienue YV3II VYnanenue yuetnoin | YY3IL.4 HU3KUI DROP ROLE
YUYETHBIMH 3aIHUCAMHU 3anmucu
[I0JIb30BaTENEH
105125100 VYnpasnenue YA Co3nanue tuma VAL HU3KUN CREATE POLICY

aTpuOyTaMu J0cTyna

J0CTyna

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITHSI | 0€30I1ACHOCTH coOBITHA
0e3omacHOCTH 0e3omacHOCTH
105126100 VYnpasinenue YA N3menenue tuna VA2 HU3KUHI ALTER POLICY ... RENAME
aTpuOyTaMu J0cTyna J0CTyIa TO ...
105127100 VYnpasnenue YA VY nanenue tuna VA3 HU3KUHI DROP POLICY
aTpuOyTaMu J0cTymna J0CTyIa
105128100 VYmpasnenue VAN Coznianue rpynimsl YALL4 HU3KUU CREATE GROUP
aTpuOyTaMu J0cTyna I10JIb30BaTemnei
105129100 VYmpasnenue VAN WN3menenue rpynner | YAJLS HU3KUU ALTER GROUP ... RENAME TO
aTpuOyTaMu J0cTymna I10JIb30BaTenei
105130100 VYnpasienue VAL VY naneHue rpymisl YALL.6 HU3KUI DROP GROUP
aTpuOyTaMu J0CTyna I10JIb30BaTenei
105131100 VYpasnenue VAL 3aneceHnue yuetHon | YAJL.7 HU3KUU ALTER GROUP ... ADD USER
aTpuOyTaMu J0cTyna 3alHCH B TPyIITY
[10JIb30BaTEEH
105132100 VYmpasnenue VAN VYnanenue yuetnoir | YAJL.8 HU3KUU ALTER GROUP ... DROP USER
aTpuOyTaMu J0cTyna 3aMHCH U3 TPYIIIBI
[10JIb30BaTEIEH
105133100 VYnpasnenue YAl N3menenue npas YAJL.9 HU3KUH GRANT
aTpuOyTaMu J0cTyna J0CTyIa
105134100 VYnpasnenue YA N3menenue YAL.10 HU3KUN ALTER DEFAULT PRIVILEGES
aTpuOyTaMu J0cTymna I1apaMeTpoB
KOH(HUIEHIINATEHOTO
pecypca

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAHMMEHOBaHUE | COOBITHS HAMMEHOBaHHE | BAKHOCTH
0e3omacHOCTH THIIA COOBITUSI | 0€30IIACHOCTH coOBITHA
0e3omacHOCTH 0e3omacHoOCTH
105136100 VYmpasnenue YAl Hpyrue coObITHs YAJl.12 HU3KUH
aTpuOyTaMu J0cTyna 0€301acHOCTH
106138100 Hocryn k J3U Omnbxka nomyuenns | JI31.2 CpenHuit
3allMIIAEMON JOCTyIIa
uHpopMaLun
106139100 Hoctyn J3U [Mocrymnenue J31.3 HU3KHI SELECT
3allMIIAEMON 3ampoca Ha
uHbopMau NPeJOCTaBICHUE
J0CTyIa
106145100 Hoctyn J3U Co3manue J131.9 HU3KHI CREATE SCHEMA/
3allMIaeMOn KOH(UIECHITNAIEHOTO TABLE/FUNCTION/ SERVER
uHpopMaLun pecypca
106146100 Hoctyn J3U H3menenue J3U.10 HU3KHI ALTER SCHEMA/
3allMIaeMOn KOH(UIECHITNAIEHOTO TABLE/FUNCTION/ SERVER
uHpOpMaLnu pecypca
106147100 Hoctym k J31 VY nanenue J3U.11 HU3KUN DROP SCHEMA/ TABLE/
3allMIaeMOn KOH(UIECHITNAIEHOTO FUNCTION/ SERVER
uHpOpMaLn pecypca
106148100 Jocrym K 31 Hpyrue coObITus J3U.12 HU3KHHI
3alIUIAEMOM 0€301acHOCTH
uHpOpMaLnu

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITHSI | 0€30I1ACHOCTH coObITHA
0e3omacHOCTH 0e3omacHOCTH
108152100 N3menenne NITHC3U Kondurypauus NITHC3U.1 BBICOKHH ALTER SYSTEM SET
[apaMeTpoB HACTPOEK koMrioHeHta C3U
CPEICTB 3alUThI HU3MEHEHA
uHpOpMaLuu
111162100 VYpasnenue Y30KIIO 3amyck Y30KIIO.1 HU3KUU
3aIyCKOM/OCTaHOBKOMH (3aBepiLeHuE)
KOMIIOHEHTOB porpamMmm u
IIPOrPaMMHOTO IIPOLIECCOB (3a/1aHuUH,
obecrnieueHus 3a/aq)
110159100 VYcranoBka/ynanenne | YYKIIO I1O ycranoBieHO YVKIIO.2 cpenHuit CREATE EXTENSION
KOMIIOHEHTOB
IIPOrPaMMHOTO
oOecrieueHHs
110160100 YcranoBka/ynanenune | YYKIIO Cnyx0a ynanena YVKIIO.3 cpenHuit DROP EXTENSION
KOMIIOHEHTOB
IIPOrPaMMHOTO
oOecrieueHHs
111162100 VYpasnenue Y30KIIO 3amyck Y30KIIO.1 KPUTHYECKUI
3aIyCKOM/OCTaHOBKON (3aBepliueHuE)
KOMIIOHEHTOB porpamMmm u
IIPOrPaMMHOTO IIPOLIECCOB (3a/1aHuUH,
obecrnieueHus 3a/aq)

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITHSI | 0€30I1ACHOCTH coOBITHA
0e3omacHOCTH 0e3omacHOCTH
119193101 VYpasnenue YXPCb KypHnan ouniiexn YXPCB.1 CpEeIHUU C .
oObITHE (OpMUPYETCS TTPU:
KypHaJIaMu
(3ammcs) 1. ynanenun aiina sxypHaia 1mo
perucTpaiun HCTEYEHHUIO NIEPH0JIa BPEMEHH,
COOBITHI 3aJJaHHOM B ITapaMeTpe maxage.
0€e30MmacHOCTH 2. OYUCTKE MapTULIUU B TabmuIe
BJI.
3. ynanenuu ¢aitna xxypHaia npu
HactymieHn# coobrtus 119206.
119194101 VYmpasnenue YXPCb KypuanupoBanue YXPCB.2 kputnueckuii | CoObITHE PopMUpYETCS MTPH
KypHaJIaMu OTKJIFOYEHO crapre CYB/], ecnu 3HaueHue
(3amucsmMu) napamerpa ja_seceventlog.log ue
perucrpanuu paBHo ALL.
COOBITHIA
0€301acHOCTH

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITUSI | 0€30IIACHOCTH coOBITHA
0e3omacHOCTH 0e3omacHoOCTH
119203101 VYpasnenue YXPCb IIpenynpexnenue o | YKPCB.5 BBICOKHH
CoOsbiTHEe hopMHpYeTCs, eclin
KypHaIaMu 3aIOJIHEHUH .
3aIl0JIHEH YCTAHOBIICHHBIN
(3anucsamn) YCTaHOBJICHHOTO
MPOLIEHT 00bheMa MaMsTH,
perucTpanuu MpoLIeHTa 00beMa
BBIJICJICHHOTO ISl XpaHEHUS
COOBITHI MMaMsITH, .
(aiinoB XypHAJIOB, 3aJAHHOM
0€301aCHOCTH BBIJICJICHHOTO JISt
napaMeTpamMmu
XpaHeHus ¢aiton
KYPHATTOB ja_seceventlog.maxsize
ja_seceventlog.log size soft limit
119205101 VYmpasnenue YXPCb KypnanupoBanue YXPCB.7 KPUTHYECKUI .
CoObITHE hopMuUpyeTcs moce:
KypHaIaMu BKJTIOYEHO
(3ammmcs) 1.crapra/pecrapra CYB/]
perucTpanuu 2.mepe3arpy3ku postgresql.conf
COOBITHIA
€CIT 3HAUEHHE MapaMeTpa
0€301acHOCTH

ja_seceventlog.log pasHo ALL.

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Nnentupuxarop | Tun codbiTHA Coxpamennoe | HammeHnoBaHue Coxpamennoe | YpoBeHb IIpuMmep BbIpaxeHHs
coObITHA 0e3omacHOCTH HAUMEHOBaHHUe | COOBITHA HAHUMEHOBaHUEe | BAKHOCTH
0e3omacHOCTH THIIA COOBITUSI | 0€30IIACHOCTH coOBITHA
0e3omacHOCTH 0e3omacHoOCTH
119206101 VYpasnenue YXPCb Ilepesanuch YXPCB.8 BBICOKHH
CoOsbiTHEe hopMHpYeTCs, eclin
KypHaIaMu COOBITHH B CBSA3U C .
3aIl0JIHEH YCTaHOBJIEHHBIN
(3anucsimn) 3alI0JIHEHUEM
MPOLIEHT 00bheMa MaMsTH,
perucrpanuu YCTaHOBJIEHHOTO
BBIJICJIEHHOTO JUISl XpaHEHUs
COOBITHI IpoIeHTa 00beMa .
(aiinoB XypHAJIOB, 3aJAHHOM
0e30macHOCTH [IaMSTH,

BBIJICJICHHOTO JISt
XpaHeHus ¢aiton
KYpHaJIOB

napameTpamMmu
ja_seceventlog.maxsize

ja_seceventlog.log size hard limit

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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CrtpyKTypa cCipaBO4YHOM TA0JUIbI ¢ KOMIIOHEHTamMu s popmupoBanus JSON

Tabmuna [14.3 — Ctpykrypa cripaBounoi Tabnwuisl (ja_seceventlog.secevent source desc) ¢ kommoHeHTamu st popmupoBanust JSON

Koa xommoHenra

Kommnouneur I1O

(KpaTKoe HAaUMEHOBaHHe)

PazpaboTunk KoMnoHeHTa

(mos1HOE OpuMATBHOE
HAHMEHOBaHHEe KOMIIAHNH)

Tun xkomMmoHeHTa

Haumenosanue 110

(mos1HOE OpHMAIBHOE
HanMeHoBaHue I10)

secEventld secEventComponentName secEventComponentDeveloper secEventComponentType secEventSoftName

100 jatoba OO0 «I"azundpopmcepBUCH Anpo CYBJ Snpo CYB/I Jatoba

101 ja_seceventlog 00O «I"azuHpoOpMCEpBUCH Pacimpenue KommoHeHT
perucTpamuu coObITHI
nH(pOPMAITMOHHOM
0€301acHOCTH

103 jaDOG OO0 «I"azuHdpopmcepBUCH Pacmmpenune KoMmoHeHT ynpaBieHus

PEKUMOM PaOOTHI Y3II0B
KJacrepa

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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HHPUJIOKEHHME 5

Crucok kiaroueid JSON s tuna coobiTus 0e3onacHocTu «AneHTHPUKAIMA U ayTeHTUPHUKALUA Cy0ObeKTa 10CTyna»

Tabmuna I15.1 — Crucok xmoueit JSON st Tuna coOpitust 6e3onacHoct «Maentndukanus u ayreHTUGUKAIUSI CyOBeKTa JOCTyIIa

Kuarou JSON

HaunmenoBanue

timestamp Hara n Bpems (Popmar «Jlata u Bpems»)

user Wnentudukarop yuernoit 3anucu (Ilo ymoauaHHIO — MM IOJTIB30BATENS)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop mnporecca

remote host

NMst koMIIBIOTEPA KIIMEHTA

remote_port [Topt KOMIIBIOTEpA KIIMEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komaHbI

session_start

Bpewms nHauana ceccuu

vxid

WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU

txid

Wnentuduxarop TpaH3aKIuu

error_severity

YpoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE
message CooO1menne 00 ommoke
Audit_type Tun 3anucu coObITHS

Statement id

Ne BeIpakeHuUs

Substatement_id

Ne moaseipaxkeHus

Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b/1

Ne u3zmMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

Object_name

Nwmst o6bexTa b1

Statement

ITonnsiit Teket SQL-BbIpaxeHust

Parameter

ITapametpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun obcmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIymiero nporecca rpynisl HapaiielbHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3amnpoca
secEventld Wnentudukarop
[IpaBumno popmupoBaHus:
Kon tuma cobrrtust 6e3onacHoctu+Koa HanMeHoBaHUs coObITHS Oe30macHOCTU+Ko1 KoMmoHeHTa
secEventType Tun (CoxkpalieHHOE HANMEHOBAHUE TUTIA COOBITHSI OE30TTACHOCTH)
secEventName HaumenoBanue (CokpallieHHOE HANMEHOBAaHUE COOBITUSI OE30MTaCHOCTH )
secEventSubject Cybmwekt nocryma (ITo ymom4aHuio — UM TOIH30BATENs)
secEventLevel YpoBeHb BaKHOCTH
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepanyun

(ITppHMMaeMble 3HAUEHUS: YCTICITHBINA/HEYCIICIIHBIN )

secEventAdminRights Hanuune npas agmunuctpatopa (IIpuHrMaemble 3HaUSHHS: 1a/HET)

secEventlp CereBoii anpec ucrounuka sxona (Gopmar «CeteBoil agpecy)

secEventInputType Tun Bxona ([IpynumaeMoe 3HaYeHUE: UHTEPAKTUBHBIN )

secEventFullPath HaumenoBanue npouecca (noassii myth) (Popmar «TekeT». YKa3bIBarOT MOJIHBIN IIYTh)

secEventComponentName

Kommnonenrt I10O (Kparkoe HanmeHOBaHUE)

secEventComponentDeveloper

Pa3paboTunk kKoMIIOHEHTa

secEventComponentType

Twunn koMIIoHEHTa

secEventSoftName

Haumenosanue I10

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnucok kiarwueit JSON quist THna co0bITHA 0€30IIACHOCTH «YIPaBjieHHe YYEeTHBIMHY 3allUCAMH I10JIb30BaTeei»
[TepBoie Tpu cumBosa 3HaueHus kitouda secEventld (mpentudukarop codbrtus 6e3omacuoctn) = 103.

Tabnuua I15.2 — Cnucok kiroueit JSON asns tuna coObITust 6€30MaCHOCTU « Y IpaBJICHUE YUETHBIMU 3aMTUCAMHU T0JIb30BaTEICH

Kuarou JSON

HaunumenoBanue

timestamp Hara u Bpems (Popmart «Jlara u Bpems»)

user Wnentudukarop yuetnoit 3anucu (Ilo ymoauaHuIo — MM IOJTB30BATENS)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop nporecca

remote host

NMst koMIIBIOTEPA KIIMEHTA

remote_port [Topt KOMIIBIOTEpA KIIMEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komMaHbI

session_start

Bpewms nauana ceccuu

vxid

WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU

txid

Wnentuduxarop TpaH3aKIuu

error_severity

YpOoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE
message CooOmenne 00 onmmoke
Audit_type Tun 3anucu coObITHS

Statement id

Ne BeIpakeHuUs

Substatement_id

Ne moaseipaxkeHus

Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b1

Object_name

Nwms o6bexTa b1

Ne u3zmMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue
Statement ITonnsiit Teket SQL-BbIpaxeHus
Parameter ITapametpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun obcmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIyIiero nporecca rpynisl HapaiielbHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3ampoca
secEventld Wnentudukarop

[IpaBumno popmupoBaHus:

Kon tuma cobrrtust 6e3onacHoctu+Koa HanmMeHoBaHUs coObITHS Oe30macHOCTU+Ko1 KoMmoHeHTa
secEventType Tun (CokpanieHHOe HANMEHOBAHUE THITA COOBITHS 0€30MAaCHOCTH)
secEventName HanmenoBanue

(CoxparieHHOC HAUMEHOBAHKE COOBITHS 0€30MTACHOCTH)
secEventSubject Cybmwekt nocryna (I[To ymoruaHuIO — UM TIOJIB30BATEINS)
secEventLevel YpoBeHb BaKHOCTH
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepanuu (IIpuHMMaeMble 3HaYCHHUSI: YCTICIITHBIN/HEYCTICTITHEIH )

secEventAdminRights Hannune npas agmunuctpatopa (IIpuHrMaemble 3HaUSHHS: 1a/HET)
secEventlp CereBoii anpec ncrounuka sxona (Gopmar «CeteBoil agpecy)
secEventLastInput Jlata ¥ Bpems IOCJIEIHEr0 BXoAa
(Dopmar «/laTa u BpeMs». YKa3bIBaIOT 1aTy U BpeMs NOCIEIHEN aBTOPU3ALMN YUYETHON 3alliCH)
secEventValidUntil Cpok zmelicTBHS yUETHOM 3aKcH
(Dopmar "JlaTa/Bpems". YKa3bIBalOT JaTy U BpeMs OKOHYAHUS CpOKa JAEHCTBHs yueTHOH 3anucu. Ecim cpok
JEUCTBUS YUETHOM 3aIllMCU HE OTPAHUYEH, YKA3bIBAIOT 3HAUEHUE, OIIPENEIISIEMOE U3TOTOBUTENIEM CPEJICTBA)
secEventTypeAction Tun nefictBus (II[puHuMaemMbie 3HAUSHUS: CO3/IaHNE/U3MEHEHHE/ YIaJICHHE)

secEventComponentName

Kommnouent [10O

secEventComponentDeveloper

Pa3paboTunk kKOMIIOHEHTa

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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Karou JSON HaunmenoBanue
secEventComponentType Tun koMroHeHTa
secEventSoftName Haumenosanue [10

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnmcok kiaroueid JSON s Tuna co0bITHs 0€30I1aCHOCTH «YIIpaBJIeHHEe aTPUOYTaMH J0CTYIIa»

[TepBoie Tpu cumBosa 3HaueHus kitouya secEventld (mpentudukarop codbrTus 6e3omacuoctn) = 105.

Tabmuna I15.3 — Cnucok kimroueid JSON ju1st Tuna coOpiTrs 6€30nacHOCTH «YTpaBieHue aTpuOyTaMH JTOCTYIIa

Koy JSON HaunmeHoBaHue

timestamp Hara u Bpems (Popmar «Jlata u Bpems»)

user Wnentudukarop yuernoi 3anucu (Ilo ymoauaHuio — UMs 1OJIb30BATENS)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop mnporecca

remote host

NMst koMIIBIOTEPA KIIMEHTA

remote_port [Topt KOMIIBIOTEpA KIIMEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komaHbI

session_start

Bpewms nauana ceccuu

vxid

WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU

txid

Wnentuduxarop TpaH3aKIuu

error_severity

YpoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE
message CooOmenne 00 ommoke
Audit_type Tun 3anucu coObITHS

Statement id

Ne BeIpakeHus

Substatement_id

Ne moaseipaxkeHus

Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b1

Object_name

Nwmst o6bexTa b1

Ne u3zmMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue
Statement ITonnsiit Teket SQL-BbIpaxeHus
Parameter ITapamerpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun o6cmykuBaroIIero mnporecca

leader pid Wnentudukatop BeIyIero nporecca rpynsl HapaielbHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3amnpoca
secEventld Wnentudukarop
[IpaBumno popmupoBaHus:
Kon tuma cobrrtust 6e3onacHoctu+Kon HanmeHoBaHUs coObITHS Oe30macHOCTU+Ko1 KoMmoHeHTa
secEventType Tun (CoxkpalieHHOE HAUMEHOBAHUE TUTIA COOBITHSL OE30TTACHOCTH)
secEventName HaumenoBanue (CokpallieHHOE HANMEHOBAaHUE COOBITUSI OE30MTaCHOCTH )
secEventSubject Cybwekt nocryma (ITo ymom4aHHIO — UMS TOTIH30BATENs)
secEventLevel YpoBeHb BaKHOCTH
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepanuu (IIpuHuMaemMbie 3HaYSHUS: YCIICITHBINA/HEYCIICIITHBIN )

secEventAdminRights Hanuune npas agmunuctpatopa (IIpuHrMaemble 3HaUSHHS: 1a/HET)
secEventlp CereBoii anpec ncrounuka sxona (Gopmar «CeteBoil agpecy)
secEventTypeAction Tun neiictBus (IlpuHrMaemble 3HAUSHHS: CO3AaHNe/3MEHEHUE/ yaaleHIe/ Ipyroe)

secEventComponentName

Kommnonenrt I1O (Kparkoe HanMmeHOBaHUE)

secEventComponentDeveloper

Pa3paboTunk kKOMIIOHEHTa

secEventComponentType

Twunn koMIIoHeHTa

secEventSoftName

Haumenosanue I10

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnucok kiawueit JSON s Tuna co0bITHA 0e30nacHOCTH «ocTyn K 3amuiaeMoil HHpoOpManum»
[TepBoie Tpu cumBosa 3HaueHus kitouya secEventld (mpentudukarop codbrtus 6e3omacuoctn) = 106.

Tabnuna 115.4 — Cnucok kmroueid JSON 151 Tuna coOpiTus 0e3onacHocTH «JlocTyn K 3aiumaeMoil THpopMaum»

Kuarou JSON

HaunumenoBanue

timestamp Hara u Bpems (Popmart «Jlara u Bpems»)

user Wnentudukarop yuernoi 3anucu (Ilo ymoauaHuio — ©Ms 10JIb30BaTENs)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop nporecca

remote host

NMst koMIIBIOTEPA KIIMEHTA

remote_port [Topt KOMIIBIOTEpA KIIUEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komMaHbI

session_start

Bpewms nauana ceccuu

vxid

WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU

txid

Wnentuduxarop TpaH3aKIuu

error_severity

YpOoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE
message CooOmenne 00 onmmoke
Audit_type Tun 3anucu coObITHS

Statement id

Ne BeIpakeHuUs

Substatement_id

Ne moaseipaxkeHus

Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b1

Object_name

Nwms o6bexTa b1

Ne u3zmMeHeHus:

‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue
Statement ITonnsiit Teket SQL-BbIpaxeHus
Parameter ITapametpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun o6cmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIyIiero nporecca rpynisl HapaiielbHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3amnpoca
secEventld Wnentudukarop
[IpaBumno popmupoBaHus:
Kon tuma cobrrtust 6e3onacHoctu+Kon HanmeHoBaHUs coObITHS Oe30macHOCTU+Ko1 KoMmoHeHTa
secEventType Tun (CoxkpalieHHOE HAUMEHOBAHUE TUTIA COOBITHSI OE30TIACHOCTH)
secEventName HaumenoBanue (CokpallleHHOE HANMEHOBAaHUE COOBITHSI OE30MTaCHOCTH )
secEventSubject Cybmwekt nocryma (ITo ymom4aHuio — UMS TOTH30BATENS)
secEventLevel YpoBeHb BaKHOCTH
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepanuu (IIpuHrMaeMble 3HaYCHHS: YCTICITHBIN/HEYCTICIITHEIH )

secEventAdminRights Hanuune npas agmunuctpatopa (IIpuHrMaemble 3HaUSHHS: 1a/HET)

secEventlp CereBoii anpec ncrounuka sxona (Gopmar «CeteBoil agpecy)

secEventFullPath HaumenoBanue npouecca (noassii myth) (Popmar «TekeT». YKa3bIBatOT MOJIHBIN IIYTh)
secEventTypeAction Tun neiictBus (IlpuHrMaemble 3HaUCHHS: U3MEHEHHE/ yIaleHue/ Apyroe)

secEventComponentName

Kommnonenrt I1O (Kparkoe HanMeHOBaHUE)

secEventComponentDeveloper

Pa3paboTunk kKOMIIOHEHTa

secEventComponentType

Twunn koMIIoHeHTa

secEventSoftName

Haumenosanue I10

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnucoxk kiawued JSON miasi tunma coObiTusi 0e3domacHocTH «UM3MeHeHHMe mMapaMeTpPOB HACTPOEK CPeACTB 3aLIUThI
HH(poOpMALUID)

[TepBoie Tpu cumBosa 3HaueHus kitouda secEventld (mpentudukarop codbrtus 6e3omacuoctr) = 108.

Tabmuna [15.5 — Cnucox xmoueir JSON nns tuna coObiTust O6e3omacHocTH «l3MeHeHrne mapaMeTpoB HAcCTPOEK CPEICTB 3alllUThI
UH(pOpMALIUI»

Koy JSON HaunmeHoBaHue

timestamp Hara u Bpems (Popmar «Jlata u Bpems»)
user Wnentudukarop yuetnoi 3anucu (Ilo ymoauaHHIO — MM IOJTB30BATES)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop mnporecca

remote host MMst koMIIBIOTEPA KIIMEHTA

remote_port [TopT KOMIIBIOTEpPA KIMEHTA

session_id Wnentuduxarop ceanca

line_num Howmep cTpoku BHYTpH ceaHca

ps Ter komMaHbI

session_start Bpewmst Hauana ceccun

vxid WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU
txid Wnentuduxarop TpaH3aKIuu
error_severity YpOoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE

message CooOmenne 00 onmmoke

Audit_type Tun 3anucu coObITHS

Statement id Ne BeIpaxenus

Substatement_id Ne moaBwIpaxkeHHs

Class Knacc Beipaxkenus

Command SQL-BbIpaskeHne

Ne u3MeHeHUS: ‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue

Object_type Tun o6bexTa b/1

Object_name Nwms o6wekta BJ]

Statement ITonnsiit Teker SQL-BbIpaxeHus

Parameter ITapamerpsl SQL-BbIpaxkeHUs

application_name NMst KIMEHTCKOTO MPUIOKEHUS

backend type Tun o6cmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIymiero nporecca rpynmsl HapaiieabHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3amnpoca

secEventld Wnentudukarop

[TpaBuno popmupoBaHus:
Ko tuna co0srtus 6e3omacaoctu+Koa HanMeHoBanus coObITH Oe3omacHocTu+Ko koMIoHeHTa

secEventType Tun (CokpanieHHOe HANMEHOBAHUE THITA COOBITHS 0€30MaCHOCTH)
secEventName HaumenoBanue (CokpallleHHOE HANMEHOBAaHUE COOBITUSI OE30MTaCHOCTH )
secEventSubject Cybwekt nocryna (I[1o ymoruaHUIO — UMS TIOJIB30BATENS)

secEventLevel YpoBeHb BaKHOCTH

secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation Pesynprar oneparmu (IIppHrMaeMble 3HaUeHUS: YCHCIIHBINA/HEYCICTIIHBIN )
secEventAdminRights Hanuune npas agmunuctpatopa (IlpuHrumaemMble 3HaUeHUS: 1a/HET)
secEventlp CereBoli anpec ucrounuka sxoaa (dopmar «CeteBoii afgpec»)
secEventComponentName Kommnonenrt I1O (Kparkoe HanMeHOBaHUE)

secEventComponentVersion Bepcus komnoneHTa

secEventComponentDeveloper Pa3paboTunk KOMIIOHEHTa

secEventComponentType Tun koMmoHeHTa
secEventSoftName HaumenoBanue [10
secEventParameterNew HoBrle (M3MeHEHHbIE) 3HaYeHUs TapaMeTPOB KOHPUTypaluu

(Dopmar "Tekct". YKa3pIBaIOT B CIEAYIOLIEM BUJE: "TapaMeTp: CTApOE 3HAUEHNUE => HOBOE 3HAUEHHUE;'")

Ne u3MeHeHUS: ‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnucoxk kiawuyed JSON st THna coObITHS 0€30MACHOCTH «YCTAaHOBKA/yJajieHMe KOMIIOHEHTOB INPOIPAMMHOIO
odecneyeHus»
[TepBoie Tpu cumBosa 3HaueHus kitouya secEventld (mpentudukarop codbrtus 6e3omacuoctu) = 110.

Tabmuma I15.6 — Chomcox xiroded json it TUHa COOBITHS O€30MaCHOCTH «YCTaHOBKA/yJaleHHE KOMIIOHEHTOB MPOTPAaMMHOTO
obecrieueHus»

Kirou JSON HaunmeHoBaHue
timestamp Jlara u Bpems

(Dopmar «/laTa u BpeMsD»)
user Wnentudukarop yueTHOH 3aUCH

(ITo ymouaHuio — UMsI IOJIL30BATEIA)
dbname Nms 6a3bl TaHHBIX
pid Wnentuduxarop mnporecca
remote host NMst koMIIBIOTEPA KIIMEHTA
remote_port [TopT KOMIIBIOTEpPA KIMEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komaHbI
session_start Bpewmst Hauana ceccun
vxid WnenTudukatop BUPTYaTbHOU TpaH3aKIIMU
txid Wnentuduxarop TpaH3aKIuu
error_severity YpoBEeHb BaKHOCTH OIIUOKH
state_code Kon SQLSTATE
message CooOmenne 00 onmmoke
Audit_type Tun 3anucu coObITHS
Statement id Ne BeIpaxenus
Substatement_id Ne moaBwIpaxkeHHs

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue
Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b1

Object_name

Nwmst o6bexTa b1

Statement

ITonnsiit Teket SQL-BbIpaxeHus

Parameter

ITapamerpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun o6cmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIymiero nporecca rpynisl HapaiielbHbIX HCIIOTHUTEIeH
query_id Wnentuduxarop 3ampoca
secEventld Wnentudukarop
[IpaBumno popmupoBaHus:
Kox tuna cobsitust 6e3onacnoctu+Kos HaumenoBanust coObIThs 6e30macHocTH+KOo1 KOMITOHEHTa
secEventType Tun
(CokparieHHOe HAMMEHOBAHUE THUIIA COOBITHS 0€30MacHOCTH U3 TabauIbl "Peructpupyembie COObITHS
oe3omacHocTH")
secEventName HanmenoBanue
(CoxpamieHHOe HAaMMEHOBaHKE COOBITHS 0€30MmacHOCTH U3 TabmuIlsl "PeructpupyeMbie coObITHS Oe30TTaCHOCTH")
secEventLevel YpoBeHb BaKHOCTH
(YpoBeHs BaxxHOCTH U3 TabnuIs! "Peructpupyempie coObITust 6e30nmacHOCTH")
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepaunn

(ITppHMMaeMble 3HAUEHUS: YCTICITHBINA/HEYCIICIITHBIN )

secEventFullPath

HaumenoBanue npouecca (IOIHbIN IYTh)
(®opmar «TekcT». YKa3bIBalOT MOJHBIN MYyTh)

Ne u3zmMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

secEventTypeAction

Tun gencTBus

(ITppHMMaeMble 3HAUEHUS: CO3JaHNE/U3MEHEHHE/ylaleHue/dTeHIe/3a1Ch/UCTIOTHEHNE/yCTaHOBKA)

secEventComponentName

Kommnouent [1O

(Kpatkoe HaumeHoBaHue U3 Tabnuibl "KoMIoHeHTsI Jatoba, 1o KOTOPBIM PErUCTPUPYIOTCS COOBITHS Oe30macHOCTH")

secEventComponentDeveloper

Pa3paboTunk KOMIIOHEHTa
(Pa3paboTunk komnoneHTa u3 Tabnuusl "KommnonenTs! Jatoba, Mo KOTOPBIM PErHCTPUPYIOTCS COOBITHS
6e3omacHocT")

secEventComponentType

Twunn koMIIoHeHTa

(Tum kommoHeHTa 13 Tabmuikl "KoMnoHeHTs! Jatoba, To KOTOPBIM PErHCTPUPYIOTCS COOBITHS 6€30TTacHOCTH ")

secEventSoftName

Haumenosanue I10

(HammenoBanue 110 u3 Tabmuip! "KommoHeHTH! Jatoba, MO0 KOTOPBIM PETUCTPHPYIOTCS COOBITUS Oe30macHOCTH")

secEventComponentVersion

Bepcust komnonenra

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cmucox kiawuein JSON aasi THnma coObITHsE 0€30IIaCHOCTH «YIpaBJIeHHE 3aIlyCKOM/OCTAHOBKOH KOMIIOHCHTOB
MPOrpaMMHOI0 odecrneyeHus»

[TepBoie Tpu cumBoua 3HaueHus kitoua secEventld (mpentudukarop codpitTus 6e3omacaoctn) = 111.

Tabmuma I15.7 — Cmomcox kmoueit JSON s tuma coObiTus 0e30macHOCTH «YTPaBIIEHHE 3allyCKOM/OCTaHOBKOM KOMIIOHEHTOB
MIPOrpaMMHOI0 00ECTICUEHUS»

Koy JSON HaunmeHoBaHue

timestamp Hara u Bpems (Popmar «J/lata u Bpems»)
user Wnentudukarop yuerno 3anucu (Ilo ymoauaHuio — UMs 1OJIb30BATENS)
dbname Wwms 6a3b1 TaHHBIX

pid Wnentuduxarop mnporecca

remote host MMst koMIIBIOTEPA KIIMEHTA

remote_port [TopT KOMIIBIOTEpPA KIMEHTA

session_id Wnentuduxarop ceanca

line_num Howmep cTpoku BHYTpH ceaHca

ps Ter komaHbI

session_start Bpewmst Hauana ceccun

vxid WnenTudukatop BUPTYaTbHOM TpaH3aKIIMU
txid Wnentuduxarop TpaH3aKIuu
error_severity YpOoBEeHb BaKHOCTH OIIUOKH

state_code Kon SQLSTATE

message CooOmenne 00 onmmoke

Audit_type Tun 3anucu coObITHS

Statement id Ne BeIpaxenus

Substatement_id Ne moaBwIpaxkeHHs

Class Knacc Beipaxkenus

Command SQL-BbIpaskeHne

Ne u3MeHeHUS: ‘ HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

Object_type

Tun oobekra B/,

Object_name

Nwms o6bexTa b1

Statement

ITonnsiit Teker SQL-BbIpaxeHus

Parameter

ITapamerpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun o6cmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIymiero nporecca rpynmsl HapaiieabHbIX HCIIOTHUTEICH
query_id Wnentuduxarop 3amnpoca
secEventld Wnentudukarop
[TpaBuno popmupoBaHus:
Kox tuna cobsitust 6e3onacnoctu+Kos HaumeHoBanust coObIThs 6e30macHocTH+KOo1 KOMITOHEHTa
secEventType Tun (CokpanieHHOe HANMEHOBAHUE THITA COOBITHS 0€30MaCHOCTH)
secEventName HaumenoBanue (CokpallleHHOE HANMEHOBAaHUE COOBITUSI OE30MTaCHOCTH )
secEventLevel YpoBeHb BaKHOCTH
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepanuu (IIlpuHuMaemMbie 3HaYSHUS: YCIICITHBINA/HEYCIICIITHBIN )

secEventFullPath

Haumenosanue npouecca (noassii myth) (Popmar «TekeT». YKa3bIBatOT MOJIHBIN IIYTh)

secEventTypeAction

Tun netictBus (IIlpuHuMaemMbie 3HAYSHUS: OCTAHOB/3AITYCK)

secEventComponentName

Kommnonenrt I10O (Kparkoe HanmeHOBaHUE)

secEventComponentDeveloper

Pa3paboTunk KOMIIOHEHTa

secEventComponentType

Twunn koMIIoHeHTa

secEventSoftName

Haumenosanue I10

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Cnucoxk wkiawueit JSON miasa TtHnma coObITHsi 0€30MACHOCTH «YNPpPaBJIeHHEM KYPHAJIAMHM PEerucTPaluM COOBLITHM
0e30nmacHOCTH
[TepBoie Tpu cumBosa 3HaueHus kitouya secEventld (mpentudukarop codbrtus 6e3omacuoctu) = 119.

Tabmuma I15.8 — Cromcox kmoueit JSON anst tuma coObITHS 0€30macHOCTH «YTIpaBICHHEM >KypHAJlaMU PETHCTPAIMH COOBITHIMA
0€30MacHOCTI

Koy JSON HaunmeHoBaHue
timestamp Jlara u Bpems

(Dopmar «/laTa u BpeMsD»)
user Wnentudukatop yueTHOMH 3aUCH

(ITo ymouaHuio — UMsI IOJIL30BATEIA)
dbname Nms 6a3bl TaHHBIX
pid Wnentuduxarop mnporecca
remote_host NMst koMIIBIOTEPA KIIMEHTA
remote_port [TopT KOMIIBIOTEpPA KIMEHTA
session_id Wnentuduxarop ceanca
line_num Howmep cTpoku BHYTpH ceaHca
ps Ter komMaHbI
session_start Bpewmst Havana ceccun
vxid Wnentudukatop BUPTYaTbHOM TpaH3aKIIMU
txid Wnentuduxarop TpaH3aKIuu
error_severity YpoBEeHb BaKHOCTH OIIUOKH
state_code Kon SQLSTATE
message CooOmienne 06 omuoke
Audit_type Tun 3anucu coObITHS
Statement id Ne BeIpaxenus
Substatement_id Ne moaBwIpaxkeHHs

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Koy JSON HaunmeHoBaHue
Class Knacc Beipaxkenus
Command SQL-BbIpaskeHne
Object_type Tun o6bexTa b1

Object_name

Nwmst o6bexTa b1

Statement

ITonnsiit Teket SQL-BbIpaxeHus

Parameter

ITapamerpsl SQL-BbIpaxkeHUs

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

backend type

Tun o6cmy>kuBaroIIero mnporecca

leader pid Wnentudukatop BeIymiero nporecca rpynisl HapaiielbHbIX HCIIOTHUTEIeH
query_id Wnentuduxarop 3ampoca
secEventld Wnentudukarop
[IpaBumno popmupoBaHus:
Kox tuna cobsitust 6e3onacnoctu+Kos HaumenoBanust coObIThs 6e30macHocTH+KOo1 KOMITOHEHTa
secEventType Tun
(CokparieHHOe HAMMEHOBAHUE THUIIA COOBITHS 0€30MacHOCTH U3 TabauIbl "Peructpupyembie COObITHS
oe3omacHocTH")
secEventName HanmenoBanue
(CoxpamieHHOe HaMMEHOBaHKE COOBITHS 0€30MacHOCTH U3 TabmuIlsl "PeructpupyeMbie coObITHS Oe30TTaCHOCTH")
secEventLevel YpoBeHb BaKHOCTH
(YpoBeHs BaxxHOCTH U3 TabnuIs! "Peructpupyempie coObITust 6e30nmacHOCTH")
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

secEventResultOperation

Pesynbrar onepaunn

(ITppHMMaeMble 3HAUEHUS: YCTICITHBINA/HEYCIICIITHBIN )

secEventFullPath

HaumenoBanue npouecca (IOIHbIN YTh)
(®opmar «TekcT». YKa3bIBalOT MOJHBIN MYyTh)

Ne u3zmMeHeHus:

‘ HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

secEventComponentName

Kommnonenrt 110
(Kpatkoe HaumeHoBaHue U3 TaObnuibl "KoMnoHeHTsI Jatoba, 1o KOTOPBIM PErUCTPUPYIOTCS COOBITHS Oe30macHOCTH")

secEventComponentVersion

Bepcust kommonenra

secEventComponentDeveloper

Pa3paboTunk KOMIIOHEHTa
(Pa3pabotunk komnoneHTa u3 Tabnuubl "KommnonenTs! Jatoba, Mo KOTOPBIM PErHCTPUPYIOTCS COOBITHS
6e3omacHocT")

secEventComponentType

Twunn koMIIoHeHTa

(Tum kommoHeHTa 13 Tabmuikl "KoMnoHeHTs! Jatoba, To KOTOPBIM PErHCTPUPYIOTCS COOBITHS Oe30TacHOCTH")

secEventSoftName HaumenoBanue [10

(HammenoBanue 110 u3 Tabmuip! "KommoHeHTH! Jatoba, MO0 KOTOPBIM PETUCTPHPYIOTCS COOBITHS Oe30macHOCTH")
secEventParameterNew HoBeie (M3MeHEHHBIC) 3HAYCHHS TapaMeTpoB KOHPHUTyparuu ja_seceventlog.

Vxka3zpiBaercs ipu coobiTin 119204.

(Dopmar "Tekct". YKa3bpIBaIOT B CIEAYIOLIEM BUJE: "TapaMeTp: CTApOE 3HAUEHNUE => HOBOE 3HAUEHHUE;'")
secEventParameterAll 3HaueHus mapaMeTpoB KoHpuUrypamuu ja_seceventlog.

VYxka3zpiBaercs ipu coobITHsx 119204 u 119205.

(Dopmar "Tekct". Yka3bpIBaIOT B CIEAYIOLIEM BUJE: "TapaMeTp: 3HaueHUe;". Eciiu mapaMeTpoB HECKOJIBKO, TO OHU

OTJIEJISIFOTCS IPU NOMOIIM pasaenutens ;")
secEventLogDelete VY nanenuslii (aiin xypHana ja_seceventlog.

VYxka3zpiBaercs pu coobiTin 119193,

Yka3pIBaeTcs OJTHBIN IMyTh U UM (paiina ¢ pacimpeHueM.

secEventPartitionClear

Y naneHHas maptuius Tabaump ja_seceventlog.
Vxka3zpiBaercs pu coobiTin 119193,
VYka3pIBaeTcs 4ac, 3a KOTOPBIN yJaJeHa MapTHLIKS.

secEventLogSizeLimit

JlumuT 00bEMA MaMSITH, BBIACICHHOTO VIS XPaHSHHUsI )KYPHAJIOB PErUCTpAIMU COOBITHIT 6€30I1acHOCTH
ja_seceventlog.
VYxkaszpiBaercs ipu coobITHsx 119203 u 119206.

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

[Tpu co6wiTum 119203 (soft limit) paccunTsiBaeTcs Kak ja_seceventlog.log size soft limit * ja seceventlog.maxsize.
ITpu coObrtum 119206 (hard limit) paccunteiBaercs kak ja_seceventlog.log size hard limit *
ja_seceventlog.maxsize.

VYxasbiBaercs B kB.

secEventLogSize

VYxka3zpiBaercs ipu coobITHsx 119203 u 119206.

3arnoyHeHHBIH 00bEM MaMSTH, BBIICJICHHOTO Il XpPaHEHUS J)KypHAJIOB PErUCTpaliui cOOBITUH 06€30IacHOCTH
ja_seceventlog (O6muii pa3mep Bcex (aiioB JIOTOB).

VYxasbiBaercs B kB.

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Nnentuduxaropsl coObITHH A KOMIIOHEeHTA «jaDog»
CoObITust 6€30MACHOCTH, OTHOCSIIIUECS K KOMITOHEHTY «jaD0gy», 3anuchIBalOTCS B )KypHAI COOBITHI 0€30MaCHOCTH C UACHTU(DUKATOPOM,

rae Kox kommonenrta = 103.

Tabnuna I15.9 — Unentudukaropsl coObITHIA 17151 KOMITOHEHTA «jaDog»

HNnentuduxarop | Teker Mpumeyanue
CoObITHs 0€30N1aCHOCTH, CBSI3aHHbIE ¢ HIeHTH(UKanuel 1 ayTeHTH(PUKanueil cy0beKkTa 1ocTyna
OTka3 BO BXOJE€ B CBA3M C TEM, YTO
100100103 A ’ [Ipu nonbITKEe coequHEeHUs., UMs1 Y3 OTCYTCTBYET B CIIUCKE Y3
UACHTU(PHUKATOP HE 3aPETUCTPUPOBAH
OTka3 BO BXOJe B CBA3M C TEM, YTO
100101103 ’ [Tpu nomeiTKe coenquHeHus, Y3 3a0J0KHpOBaHa.
UACHTU(DHUKATOP 3a0I0KUPOBAH
OTka3 BO BXOJ€ B CBSI3U C HEMPABHIBHBIM
100102103 P IIpu nomeITKe cOEANHEHNS, TAPOJIb Y3 HE COOTBETCTBYET
napoJieM
100105103 YcnemHsii BXoJ B CHCTEMY YcnemHbiii COeJMHEHMS IT0JIb30BATENS B CUCTEMY
100106103 Beixon u3 cuctemsl Brixon nonb3oBaTens
Co0bITHs 0€30aCHOCTH, CBA3aHHBIE € YIPABJIeHUEM YYeTHBIMH 3aNIMCAMU NMOJIb30BaTe/ el
103114103 Coznianue y4eTHOH 3anucu Coznanue Y3 agMuHHCTpaTOpa KilacTepa
103115103 N3meHeHrne HaMMEHOBAaHUS YY4ETHOM 3allUCH [TepeumenoBanue Y3 agmunucTpatopa jaDog
103116103 W3meHeHue mapoist y4deTHOU 3aIucu W3menenne naposs Y3 anmuHUcTparopa jaDog
103117103 VY nanenue y4eTHOM 3anucu
103118103 brnoxupoBanue ydeTHOM 3anucu

Ne u3MeHeHUS: HOZ{HI/ICL OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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HNnentuduxarop | Texker IIpumeyanue
103119103 AKTHBalMsI Y4ETHOH 3aIIUCH
CoObITHs 0€3011ACHOCTH, CBSI3AHHBbIE C H3MEHEHHEeM HACTPOeK 001ero NporpaMMHOro odecrne4eHust

120197103 Kongurypauns - KOMIOHCHTA - IPOrpaMMHOTO W3menenue aro60ro napamerpa wim copoc

oOecrieyeHns: U3MEHEeHa

K .
120198103 OMIOHEHT  MPOrPaMMHOTO  O0ecrieteHs Brikimouenue, npuocraHoBka ja_Dog

OTKITIOYEH —
120199103 Jpyrue coObITHs 6€30MacHOCTH CoObiTus ¢ kogom 120, ne mognagaromue moa 120197103, 120198103 coObiTust

CoObITHs 0€30N1ACHOCTH, CBSI3AaHHBIE C YIIPABJICHHEM

3aIyCKOM/OCTAHOBKOW KOMIIOHEHTOB NPOrPaMMHOI0 o0ecneyeHun st

3amyck (3aBepIIEHUE) IPOrpaMM U MPOILECCOB

111162103 M Crapr ja_Dog
(3amanwuii, 3a1a4) —
Heynaunslif crapT cepBHca WM HEBO3MOXXHOCTh M0 KaKUM-JIMOO MPHYUHAM
111163103 3amper 3amycka nporpamMmmsl YA P P p
3aIlyCTUTHCS B CTAHIAPTHOM PEKUME
Co0ObITHsI 0€301ACHOCTH, CBA3aHHBIE € BHINOJTHEHHEM BOCCTAHOBJIEHHS HH(POPMALUH
114200103 Yenennas cuaxponuzanun cocrosiuug CYB/] | Yenemnoe okonyanue nporecca rewind
114201103 Ommbka cuaxponuzamuu CYB]] HeycnermmHoe okoH4aHue mporecca rewind
Co0ObITHs 0€30N1ACHOCTH, CBSI3AHHBIE C YIIPABJICHHEM KYPHAJIaMH (3aNIMCAMM) PerucTPANMHU COOBITHI 0e30MaCHOCTH
119193103 KypHnan ouniiexn Ouncrka )ypHaia ayaiuTa
Co0ObITHs 0€30N1ACHOCTH, CBSI3AHHBIE C YIIPABJICHHEM CPeACTBAMHU ayTeHTH(PUKaAINN
. Pexomenyetcst HacTpouts hopMupoBaHue coobIThs 3a 30 THEH 10 OKOHYAaHUS CPOKa
104122103 Hctekaer cpok AeicTBUS cepTudukara . 4 P (popmup AHCH A P
nelcTBUs cepTU(UKaTa, 9To0bI 00ECTIEYNTh CBOEBPEMEHHOE OOHOBIICHUE
. Ceprudukar 6osnee HenelictButeneH. TpeOyeT HEMEIICHHOTO BMeEIIATENbCTBA |
104123103 HcTek cpok neiicTBus cepTUdHKaTa PTG A peby g A

3aMEHbI cepTU(UKaTa, BO3MOKHO, COMPOBOKIAIOIIETOCS TPOCTOEM CITY:KO

Ne u3zmMeHeHus:

HOZ{HI/ICL OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:




171

643.72410666.00067-07 94 01

HNnentuduxarop | Texker IIpumeyanue
104210103 Omunbka mpu MpoBepKe BbIIAUM cepTH(HKaTa | YKa3bIBaeT Ha mpobieMy ¢ 1eHTpoM ceptudukanuu (Y1), BeIgaBmuM cepTudukar.
JNOBEPEHHBIM Y] Mo>keT OBITh CBSI3aHO C HE JJOBEPEHHBIM HJIM CKOMIIPOMETUPOBAHHBIM Y 1]
Hapymiena 1enocTHOCTh WM JIOBEpHE K LEMOYKe CepTU(PUKATOB OT KOPHEBOTO JO
104211103 Omnbxa mpu NpoBepKe LEMOYKU CEPTUPHUKATOB KOHEUHOTro. MoxeT ObITh CBsi3aHA C OTCYTCTBYIOIIUMH IPOMEKYTOUYHBIMHY|
cepTU(HUKaTaMu
Ceptudukar ObLT OTO3BAaH LEHTPOM CepTU(UKAIMKM (HAIpUMeEp, IO MPHYNHE
Ommbka  mpu  NpPOBEpKE  OTO3BaHHBIX pTHd P pTHd (Hanpumep, P
104212103 KoMIipoMeTaruu). JoOble TOMBITKM €ro  HWCIHOJIb30BaHUS  JIOJDKHBI  OBITH
CepTU(HUKATOB
3a0JIOKUPOBAHBI
[IpoGnema, cBsi3aHHAasi C 3aKPBITBIM KIIOYOM (HAampuMep, HECOOTBETCTBHE Iape,
104213103 Omnbka npu nMpoBepKe 3aKPhITOro KIIoYa MOBPEKJACHUE, HENOCTaToO4YHble MpaBa  jgoctyna). CraBUT 1OX  YIrposy
ayTeHTU(UKAITUIO WK pacin(poBKy
[Ipobnema, cBsi3aHHAasE C OTKPBHITBIM KJIIOUYOM (HAampuMep, HECOOTBETCTBHE,
104214103 Omnbka npyu MpoBEpKe OTKPHITOTO KI0UYa MOBpPEXJICHHE, HEKOPPEKTHBIH Qopmar). Biuser Ha mNpoBepKy MOANMHUCH WY
mudpoBaHue
@aiin cepruukaTa OTCYTCTBYET IO YKAa3aHHOMY IYTH. MoOKeT OBITh BbI3BaHA|
104215103 He naiinen ¢aiin ceprudukara omMOKO# KOH(pUTypary, yraieHueM Qaiiiaa uin npodiieMamMu ¢ IpaBaMH JJOCTYIA K
(aiinoBoii cucreme

Criucok moneit anst popMupoBanusi coObITU MH(MOPMAIIMOHHONW Oe3omacHOCTH KommoHeHTa jaDog B ¢opmate JSON mpencraBieH B

Taduuie

Ta6nuna I15.10

Tabmuna .

Ne u3zmMeHeHus:

HOI{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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Kuarou JSON

HaunmenoBanue

timestamp

Jata u Bpems
(Dopmar «/lata u Bpems», npumep: 2019-05-20T18:30:15.587+04:00)

user Wnentudukarop yueTHOMH 3aUCH
(10 yMOJTUAHHUIO — UM TIOJIH30BATETIS )
pid Wnentuduxarop mnporecca

remote host

NMst koMIIBIOTEPA KIIMEHTA

remote port

ITopT KOMIIBIOTEpA KIIMEHTA

error_severity

YpoBEeHb BaKHOCTH OIIUOKH

message

Coo0O1enune 00 ommnoke

application_name

MM KITHEeHTCKOTO MPUITOKCHUSA

secEventld Wnentudukarop
(Kox tuna coOniTus 6e30macuoctu + Ko HanMeHoBaHust coObITHst Oe30macHOCTH + Ko koMoHeHTa)
secEventType Tun
(u3 monst «CokpallieHHOe HAMMEHOBAHUE THITA COOBITHS 0€30MTaCHOCTI)
secEventName HanmenoBanue
(u3 monst «CokpallieHHOe HauMEHOBaHUE COOBITHSI O€30TIAaCHOCTHY)
secEventSubject CyObekT nocrymna
(10 yMOJTYAHHUIO — UMSI TT0JIB30BATEIS )
secEventLevel YpoBeHb BaKHOCTH (U3 TOJIS «YPOBEHD BaKHOCTH»)
secEventHostName Nwms cepBepa 6a3bl nanHbIX (pg_gethostname())

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON

HaunmenoBanue

secEventResultOperation

Pesynbrar onepanyu

(ITppHMMaeMble 3HAUEHUS: YCTICITHBINA/HEYCIICIIHBIN )

secEventAdminRights Hanuuue npas agmMuHUCTpaTopa

(ITppHrMaeMble 3HAUEHUS: 1a/HET)
secEventlp CerteBoil ajipec UICTOUYHHKA BXO/1a

(Dopmar «CeteBoii agpecy)
secEventInputType Tun Bxona

(ITpuHnMaeMoe 3HauUeHUE: UTHTEPAKTUBHBII)
secEventFullPath HaumenoBanue npouecca (IOIHBIN YTh)

(Dopmar «Texc». YKa3pIBatOT MOJHBIN ITyTh)
secEventLastInput JlaTa 1 Bpemsi ociaeHero BXoaa

(Dopmar «/laTa 1 BpeMs». YKa3bIBaIOT 1aTy U BpeMs NOCIEAHEN aBTOPU3ALNN YIYETHON 3alliCH)
secEventTypeAction Tun neiictBus

(ITppHMMaeMble 3HAUEHUS: CO3laHNe/ U3MEHEeHNe/ yaajaeHne/ YTeHue/ 3anuch/ UCTIOIHEHNe/ YCTaHOBKa/ OCTaHOBKa/
3aITycK/ pe3epBHOE KOMMPOBAHNE/BOCCTAHOBICHHE/ IPYTOE)

secEventComponentName

Kommnosnent [10
(Yka3pIBaroT KpaTKO€ HAaUMEHOBAHMUE)

secEventComponentVersion

Bepcust kommonenra
(Dopmar «Bepceus [10»)

secEventComponentDeveloper

Pa3paboTunk KOMIIOHEHTa

(Yka3bIBaloT MoJHOE 0pHUIHATHLHOE HAMMEHOBAaHNE KOMITAHNN)

secEventComponentType

Twunn koMIIoHeHTa

secEventSoftName

Haumenosanue 110
(Yka3bIBatoT nosHoe odpunnagbHoe HaumeHoBanue [10)

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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Kuarou JSON HaunmenoBanue

secEventParameterNew HoBble (M3MeHEHHbIE) 3HaYCHUs TTapaMeTPOB KOHPUTypaluu
(Dopmat «TekcT». YKa3pIBalOT B CIEIYIOIIEM BUJIE: «IIapaMeTp: CTapOe 3HAUEHHUE => HOBOE 3HaueHue;». Ecnu
[IapaMeTPOB HECKOJIBKO, TO OHU OTIEISIFOTCS MPU IOMOIIM PA3IECIUTEINS «;»)

secEventLogDelete VY nanenuslii (aitn xypHana ja_seceventlog.

Vxka3zpiBaercs pu coobiTin 119193,

VYka3pIBaeTcs OJTHBIHN IMyTh U UM (paiina ¢ pacimpeHueM.

Ne u3MeHeHUS: HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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175

Nnentuduxkaropsbl coObITHI A1 KOMIIOHEHTA «ja_Log»

CoObITust 6€30MaCHOCTH, OTHOCSIIIIECS K KOMIIOHEHTY «ja_logy, 3amuchIBatOTCsI B )KypHAI COOBITHI 0€30MaCHOCTH C UACHTU(DHUKATOPOM,

rae Kox kommonenrta = 108.

Tabmuua I15.11 — Unentudukatopsl cobbITHil 1u1st KoMHnoHeHTa «ja_Logy

HNnentuduxarop Tun coObiTus1 | CoKkpaleHHoe HaumeHoBaHue CokpameHnoe YpoBennb Mpumep
coObITHA 0e3omacHoCTH HanMeHOBaHHe coObITHA HanMeHOBaHHe BAKHOCTH BBIpAKeHHUs, IO
0e3omacHoOCTH THIIA coObITHA | 0€30MACHOCTH coOBITHA KOTOpOMY
0e30MmacHOCTH 0e30MmacHOCTH ¢popmupyercs
secEventld secEventType secEventName secEventLevel | co0biTHE
119207108 VYnpasienue YXPCb O6pabotka xypnana | YXPCB.9 HU3KUI
KypHaIaMu ja_seceventlog
(3anucsamn)
perucTparuu
COOBITHIA
0€3011aCHOCTH
119208108 VYnpasnenue YXPCbH Hexsarka mguckoBoro | YXXPCB.10 BBICOKUU
KypHaIaMu INPOCTPAaHCTBA  TIPH
(3anucsamn) o0paboTke KypHaia
perucTparuu ja_seceventlog
COOBITHIA
0€3011aCHOCTH
119195108 VYmpasnenue YXPCb Kypnan apxusuposan | YKPCB.3 HU3KUU
KypHaIaMu
(3anucsamn)
perucTparuu
COOBITHIA
0€3011aCHOCTH

Ne u3zmMeHeHus:

HOZ{HI/ICB OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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TEPMUWHBI U ONIPEJIEJIEHUSA

Wucramnamnmsa

Target

JIByXKOMITOHEHTHasl pojieBas
MOJIEIIb

Snapshots

uannnent
uH(pOpPMAITHOHHON
6e3omacHocTH (information
security incident)

[Tox TEepMUHOM «UHCTALISAIUS» TOHUMAETCS OTIEIbHBIN
cepBep u (unm) kinacrep CYB/l, Ha KOTOpOM yCTaHOBJIEHA
CYB]] «Jatoba» c melicTByromIeH THIICH3UEH.

Kaxnasa uncramnauus CYB/] siBnsiercs uenbto « Targety.

Bun ponesoii Mopenu, B KOTOPOM IIPEAYyCTaHOBJICHHAs
pouieBast Mozienib JDS B3auMoIeiCTBYET ¢ POJIEBOM MOJIEIIBIO
CYB]Jl «Jatoba». B wactHoctu pomu B JDS cooTHOCATCS
OJIHOMMEHHBIMU IPyNIIOBBIMU poJisiMu B 1ieneBoit CYB/I.

CHUMOK COCTOSSHUS 00BEKTA.

OnHO WM HECKOJBKO HEXKENATeNbHBIX MM HEOKUIAHHBIX
coOBITHII HWH(POPMAITMOHHONW O€30MacHOCTH, KOTOPHIE C
BBICOKOI CTEMEHBIO BEPOATHOCTH MOTYT TIPHUBECTH K
KOMIIPOMETallMd B OW3HEC-TIpoLeccax M CO3Jal0T YIPO3bI
st uHpopmanmonHo 6e3onacHoctu. (TOCT P MCO/MOBK
27000-2021).

Ne u3MeHeHus:

HOI{HI/ICB OTB. JIMIIA: ‘ I[aTa BHCCCHHA U3M:
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HNEPEYEHb COKPAIIIEHUI

GSSAPI - Generic Security Services API

IJDS — Jatoba Data Safe

LDAP - Lightweight Directory Access Protocol

PAM — Pluggable Authentication Modules

RADIUS - Remote Authentication in Dial-In User Service
SQL - Structured Query Language

SSL - Secure Sockets Layer

SSPI — Security Support Provider Interface

b/l — baza manHbIx

'cC - ['ocynapcTBenHas nH(GOPMAIIMOHHAS CUCTEMA
NAD — Wnentudukanus u ayTeHTHPUKALNS

UCIIs - HNudopmanronHas cucteMa nepCoHaNbHBIX TaHHBIX
KBO — Kputndecku BaxHbIl 00BEKT

KN — Kpurndeckas nHpopManrmonHast ”HQpPacTpyKTypa
HC/I — HecankumoHupoBaHHBIN JOCTYII

OAT — ObecrnieueHue JOCTYMHOCTH UH(POPMALIUU

00O — OOBEKT OLIEHKHU

oC - OnepainmonHas cucrema

OLJI - OO0ecnieueHue NENTOCTHOCTH

PCb — Perucrparus coObiTHii 6€30MacHOCTH

C3U - CpenctBo 3amuThl HHGOpMaIUK

CYB/J - Cucrema ynpapieHus: 6a3aMH TaHHBIX

v3 — VYuyeTHas 3anuCh MOJIb30BaTENsI(€H)

VI - YnpaBiieHue JOCTYIIOM

OBM — DNEeKTPOHHO-BBIUNCIUTENIbHAS MAIlIMHA

Ne u3MeHeHUS: HO)_'[HI/ICI: OTB. JIAIa: ‘ I[aTa BHCCCHHA U3M:
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JIuer perucrpanuy u3MeHeHHH

Homepa amcroB (cTpaHum)

Bcero

N3m.
n3MeHe

HHBIX

3aMEHe
HHBIX

HOBBIX

JINCTOB
(cTpanu)
B
JAOKyMeHTe

aHHYJIMP
OBAHHBIX

Homep
AOKYMEHTAa

Bxoasmii
HOMep
COIPOBOAMTE
JbLHOI0
AOKYMEHTAa U
aara

IHoanucey

Jara

Ne u3mMeHeHus:

HOZ[HI/I Ch OTB. JIMIIA:

‘ JlaTa BHECEHUS U3M:
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